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1. OBLLLME CBEAEHWA O NPOIrPAMME

MO cemerictBa koMmyTaTopoB AJ1C-24000, Bep. 6.01 (aanee MNO) NnpefHa3HayYeHO AN
ynpasneHns, HACTPOMKN 1 MOHUTOPUHIA KOMMYTaTOPOB U NPOrpaMMHO-annapaTHbIX
Komnekcos cepumn AJ1C-24000.

OCHOBHbIMU QYHKLMAMYK MNporpammbl ABASHOTCS:

* Hactpolika kommyTaTopoB cemeinctBa AJ1C-24000 npounssoactea OO0
"Komnanwna "AJ1IC n TEK";

* OcywecTBneHe MOHUTOPUHIa COCTOSAHUSA KOMMYTaTOPOB CeMelnCTBa
AJ1C-24000 npowmssoactea OO0 "KomnaHwna "AJ1IC n TEK";

* ObecneyeHne KOPPEKTHOM paboTbl annapaTHOro obecneyeHns cemencTea
kommyTaTopos AJ1C-24000 npoussogctea OO0 "KomnaHusa "A/1C n TEK";

* Peanmsauusa yHKLMIA NPOTOKOIOB NMepeAayn AaHHbIX BTOPOro U
nocneayrowmx yposHen cetesoin mogenu OSI.

MporpammMa ncrosb3yeT cneyroLime nporpaMmHble CpesCcTBa:
1. obLyee nporpaMmmHoe obecneveHve 643.1PHK.50110-01;

2. obuiecncteMHoe nporpammHoe obecnedeHmne 643.1PHK.50190-01;
3. nporpamMmma nepBoHa4vasbHOW 3arpy3ku 1 3anycka 643.4PHK.50901-01.
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2. CTPYKTYPA NMPOIrPAMMDBI

Mporpamma siBAsieTcst MOAYbHOW CUCTEMOIA, OCHOBHAs /I0rMKa KOTOPOWA pa3jeneHa
Nno KOMMOHeHTaM. KaxXAbli KOMMOHEHT MeeT MHTepdeic ynpaBneHns 1
BHYTPEHHIO I0TMKY paboTbl. KOMaHAbl onepatopa NpOXoAsT CUHTaKCUYECKNIA
aHanms, 3aTeM BbI3bIBatOTCS UHTEpdelicHbIe MeToAbl KOMMOHEHTOB, HEOBXOANMbIEe
AN151 BbINOMIHEHWSI KOMAHZbI.

Ethernet-kazpbl NPOXOAAT MPOBEPKM HA KOPPEKTHOCTb B COOTBETCTBUM CO
CTaHZapTaMu CeTeBbIX MPOTOKO/IOB Nepesaun JaHHbIX, 3aTeM NepeaaroTcs
KOMMOHEHTaM C MOMOLLbIO NHTEPPENCHBIX METOA0B KOMMOHEHTOB. BHYTpeHHss
Norvika paboTbl KOMMNOHEHTA MOXET MNPY HEOBXOANMOCTU UCMONb30BaTb
NHTEPPENCHbIE METOAbI APYroro KOMMOHEHTA.

CBA3b C annapaTHbIMY CpeACTBaMM YCTPOMCTBA OCYLLeCTBASETCS Yepes gpaliBep
anmnapaTHbIX cpeacTB. CBA3b C 06LLECICTEMHbBIM MPOrpamMMHbIM obecneyeHriem
643.APHK.50190-01 » 0bwumm nporpaMmMHbIM obecrnedeHmem 643.1PHK.50110-01
ocyLLecTBAAeTCA NocpeCcTBOM UHTepdeincos 643.4PHK.50190-01 n
643.PHK.50110-01.
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3. BASOBbIE ONMEPALUUN

3.1 HacTpoiika goctyna

Ynpaensiemble KOMMYTaTOpPbl MO3BONAOT N3MEHATL CBOM HacTpoikm no COM, Telnet,
SSH nyTem BBOZa TEKCTOBbIX KOMaHJ Yepes Tak Ha3blBaeMblil nHTepdenc KOMaHAHOMN
cTpoku (Command Line Interface, CLI). Takxe LUNPOKO pacrnpoCcTpaHeH NpoToKO
ynpasneHuns ceTeBbiMU ycTporictBam SNMP.

3.1.1 NoaknwuyeHne K KommyTtaTopy no COM-nopTy
War 1. NoaknoyeHne COM-nopTa
MoAKNHUYNTB KOHCONbHBIN Kabenb, BXOAALLNIA B KOMMIEKT NOCTaBKY, K pazbemy RJ-45

Ha nnaTte KOMMyTaTopa, NoMe4veHHOMY "control" nnu "service" (3aBUCUT OT MOZeNu
KOMMYyTaTopa).

LLar 2. HacTpoiika KJIMeHTa
3anycTuTb Nporpammy Putty co cnegyroLyMmn napameTpamm:

¢ Connection type — Serial;

* Serial line — 3aBMCUT OT HacTpoeK KOMMbOTEpPa (B NpriMepe UCNob30BaH
COM1);

* Speed — 115200.
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Category:
=) Session Basic options for your PUuTTY session
H + Logging Specify the destination you want to connect to
=)+ Teminal Serial Speed
... Keyboard erial line p
.. Bell COM1 115200
‘. Features Connection type:
- Window (VRaw () Telnet () Rlogin () SSH @ Seral
” Appea@nce Load, save or delete a stored session
i Behaviour
‘... Translation Saved Sessions
i Selection
. Colours Default Settings Load
=)- Connection
i Telnet IIIEEEII
Rlogin
+- SSH
Sesial Close window on exit:
() Always ) Never @) Only on clean exit
About [ Open ][ Cancel

Llar 3. Bk/lloueHMe KOMMYTaTopa M NMPOLLeCcC 3arpy3Ku

BkAtounTb NUTaHMe KOMMyTaTopa. B KoHconun Putty oTobpa3mnTca npoLiecc 3arpyskiu,
rnocne Yyero NoABUTCA NMpuUrnaLleHue:

User:

Mo ymon4aHuMo Ha KOMMyTaTope ecTb ABa Nnosb3oBatensa: admin (MonHbIN gocTyn) U
guest (TONIbKO UTeHue), C NyCTbiM Naposaem. Ansa BXoAa 1 NepBUYHOM HACTPOKM
NCNonb3yrTe nonb3oBatensd admin ¢ NyCcTbIM Naponem:

User:admin
Password:
(als_sw) #

3.1.2 HacTpoliika ceTeBbIX NapamMeTPoOB KOMMyTaTopa
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NMomrmo COM-nopTa ANns yrnpaBaeHnsa MOXHO 1CMOob30BaTbk NPOTOKObLI Telnet, SSH
1 SNMP. Ana noAKNHOYEeHWs K KOMMYTaTopy Mo 3TUM NPOTOKOaM HEOBX0AMMO 3HaTb
ceTeBOI ajpec KoOMMyTaTopa. [pu NnocTtaBke KOMMYTaTOP MMeeT YNCTYHO
KOHUrypaumo 1 cnegyroLlme napameTpbl:

* yHuKanbHbI MAC-agpec Buga 00:13:AAXX:XX:XX, Ha3HauYeHHbI

npovisBoguTesnewm;

VLAN ynpasneHus, paBHblii VLAN 1;

IPv4-agpec 172.17.1.1, macka noacetn 255.255.0.0;

IPv6-agpec, creHepupoBaHHbIA Ha ocHoBaHUK MAC-agpeca;

* [ByX NONb30BaTesieil No ymonyaHumio: admin (NonHeln goctyn) 1 guest
(TONbKO UTeHKe), C NYCTbIM NaposieM;

* f0CTyn No npoTokosy Telnet BKIHOUEH MO YMONYAHWUIO;

® A0CTYyM No nNpoTokoay SSH (v1/v2) BbIkK1OYEH MO YMONYAHUIO;

e aoctyn no npotokony SNMP (v1/v2c/v3) BKAKOUEH Mo YMOAYaHUIO N UMeeT ABa
SNMP-community: private (nonHbin goctyn) v public (Tonbko uTeHne).

Lar 1. Hactpoiika IPv4-agpeca

Ana HacTponkn IPv4-agpeca KoMmyTaTopa UCNoNb3yeTcsd KOMaHAa:

(als_sw) #network parms <ip address> <subnet> [<gateway>]

MNapameTpsbl:

* <ip address> — IP-agpec, Hanpumep 172.17.1.1;

* <subnet> — macka nogcetn, HanpumMep 255.255.0.0;

* [<gateway>] — LUAHO3 MO YMOYAHUIO (HeObs3aTeNbHbI NapamMeTp),
Hanpumep 172.17.1.254.

MprMep NoAKNYEHNS HAaNPSMYH N306paXeH Ha CXeMe HIUXe:

KOMMYTATOP
172.17.1.1/255.255.0.0 172171 .4/255.255.0.0
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Ha cxeme ykasaH agpec kommyTaTopa no yMondaHuto. Mpu Takom coesnHeHnn r
HacTpolike AOCTYNMHOCTb KoMMyTaTopa ¢ MK MOXHO NpoBepuTb KOMaHAo ping:

$ ping 172.17.1.1

PING 172.17.1.1 (172.17.1.1) 56(84) bytes of data.

64 bytes from 172.17.1.1: icmp_seq=1 ttl=64 time=4.95 ms

64 bytes from 172.17.1.1: icmp_seq=2 ttl=64 time=2.06 ms

64 bytes from 172.17.1.1: icmp_seq=3 ttl=64 time=2.35 ms

AC

--- 172.17.1.1 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2001ms
rtt min/avg/max/mdev = 2.067/3.124/4.954/1.299 ms

Mprmep nogknroyeHUs NK K KOMMyTaTopy Yepes LUJIH3:

e

KOMMYTATOP LLTHO3
172.17.1.1/255.255.0.0 172.17.1.2/255.255.0.0

Ana nogxkntoveHna MK K KOMMyTaTopy Yepes L3 He0H6X0AMMO HaCTPOUTL aspec
LLIK03a Ha KOMMYTaTOpPe, a TakXe HaCcTPOUTbL MapLUpyTMU3aL Mo B CETb KOMMYTaTopa
Co cTopOHbI MK (Ha wto3e nan Ha MK, B 3aBUCUMOCTY OT HaCTPOEeK CeTU).

KoHdurypauusi kKommyTaTopa Anst npumepa BbiLle:

(als_sw) #network parms 172.17.1.1 255.255.0.0 172.17.1.2

Lar 2. Hactpoiika VLAN ynpaBneHus

Mo ymonuyaHuio kKommytaTop ynpasnsetcs Bo VLAN 1. YTobbl 3agaTb agpyron VLAN
ynpasneHus, NCNoNb3yeTcd KOMaHAa:

(als_sw) #network mgmt_vlan <vlan>

MNapameTpbl:

¢ <vlan> — Homep VLAN ynpasneHus B gnanasoHe o1 1 go 4095.
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LWar 3. HacTtpoiika IPv6-agpeca

KOMMyTaTOpy MOXHO Ha3HaunTb CTaTnyeckuii IPve ajgpec c noOoMOWbHO KOMaHAbl:

network ipv6 address <ipv6>/<prefix>

MNapameTpbl:
* <ipv6>/<prefix> — IPv6 agpec 1 npedukc, Hanpumep 2001::100/64.
Kpome Toro, BO3MOXHa aBToMaTn4yeckasi HaCTpoka agpeca no npotokony SLAAC,

cornacHo RFC 2462. 1o ymon4aHMo aBToOMaTMYeCcKOe Ha3HayveHne agpeca
OTKJIOYEHO, A/19 ero BKJIDYEHUNSA NCMONb3yeTcsd KOMaHAa:

network ipvé address autoconfig

Lar 4. Hactpoiika IPv6-Lunto3a

Hactpolika IPv6-Lunto3a He aBnsgeTca oba3atensHor. OHa ocyLLecTBaAeTCs
cnesyroLlein KOMaHAoM:

network ipv6 gateway <ipv6>

MNapameTpbl:
* <ipv6> — IPv6-agpec Lto3a.
LWar 5. MpocmoTp ceTeBbIX NapaMeTpoB

MpOCMOTpP CeTeBbIX MAapaMeTPOB OCYLLECTBASETCS CeyHoLLei KOMaHAOM:

show network

TP AdAresSS . . v vttt ittt ettt 172.17.1.1

Subnet MasK. ....viiiiiii ittt it 255.255.0.0

Default Gateway.........oiiiiiteernnnnnennnnnns 0.0.0.0

IPv6 AutoConfig Mode..........ciiiiuieiinnnnnn, Disabled

IPVO addresS. i v i iii ittt it tie it eneennns fe80::213:aaff:felb:96e/64
MAC AdArEesSS. . ittt it ittt ittt einnennnns 00:13:aa:1b:09:6e

Management VLAN ID.........cciiiiiiiiiiniennnn. 1


http://www.ietf.org/rfc/rfc2462
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MNonga:

IP Address — IPv4-agpec KOMMyTaTopa (3HayeHue no ymonyanuto 172.17.1.1);
Subnet Mask — ceTeBas Mmacka KOMMyTaTopa (3Ha4YeHKe No YyMONYaHNIO
255.255.0.0);

Default Gateway — wwinto3 (3HaueHme no ymonyanumio 0.0.0.0);

IPv6 AutoConfig Mode — pexunm aBToKOHGUrypmposaHus IPv6 (SLAAC, no
YMOTYaHWIO OTKHOYEHO);

* |Pv6 address — IPv6-agpec KoMMyTaTOPa;

* MAC Address — MAC-agpec KOMMYTaTopa;

* Management VLAN ID — VLAN ynpaB/ieH/ss KOMMYTaTOpPOM, 3Ha4eHune no
ymonuyanuto VLAN 1, N0 yMOAYaHMIO JOCTYMN K KOMMYTaTOpy He TpebyeT
YCTaHOBKW Tera Ha ynpasnstoLiem Tpadpuke.

3.1.3 HacTtpouika Out-of-band ynpaBneHus

HekoTopble Mogeny KOMMYTaTOPOB MMEIOT Ha NepeaHen naHenu nopt Ethernet
10/100 Mbit/s gns Out-of-band ynpasnerus. ViHTepdeiic He cBA3aH C KOMMYTaTOPOM
N HEe MOXET 6bITb NCNONB30BaH ANA NepeAayn Tpadurika BMeCTe C OCTaNlbHbIMY
nHTepdencaMmm KOMMyTaTopa.

LWar 1. BkatoyeHue nHtepdeiica

Ans BkAoueHns nHTepderica HeOO6Xo0ANMMO BbIMOAHUTE KOMaHAY:

serviceport protocol none

Lar 2. Hactpoiika IPv4-agpeca

Ana HacTpoikun IPv4-agpeca Ha nHTepdeince NCrnonb3yeTcs KOMaHAa:

serviceport ip <ip address> <subnet> [<gateway>]

MNapameTpbl:

* <ip address> — IP-agpec, Hanpumep 172.18.1.1;

* <subnet> — macka nogcetun, HanpumMep 255.255.0.0;

* [<gateway>] — LUNKO3 MO YMONYaHWIO (Heobsi3aTeIbHbIN NapameTp),
Hanpumep 172.18.1.254.
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IP-agpec nHtepdeica ana Out-of-band ynpaeneHns He MOXeT 6bITb U3 NOACETH,

MNCNonb3yeMoi A1 OCHOBHOMO UV AOMONHUTENIbHOIO CeTEBOro MHTepdeiica
KOMMyTaTopa.

LWar 3. MpocmoTp ceTeBbIX MapaMeTpoB

MpocMOoTp ceTeBbIX MapamMeTpPOB OCYLLECTBASETCSA CiedytoLLeli KOMaHAOMN:

show serviceport

Interface Status....... ..ottt Up

IP Address. ...ttt ittt it 172.18.1.1

Subnet Mask. .....coviiiiiiiiiiiiiiiiirenennnns 255.255.0.0

Default Gateway........ovtitierererenenenennnas 0.0.0.0

Configured IPv4 Protocol...............c.vvuun. None

Burned In MAC Address.......ooviiiiennnennnnnns 00:13:aa:1b:09:6e
MNons:

Interface Status — TekyLLee cocTosiHMe HTepdelca;

IP Address — IPv4-agpec KOMMyTaTopa;

Subnet Mask — ceTeBasi Macka KOMMYTaTOpPa;

Default Gateway — winto3 (3HaueHme no ymonyanumo 0.0.0.0);

MAC Address — MAC-agpec koMmyTaTopa.

3.1.4 Noakno4veHme no npotokosny Telnet
LWar 1. HacTpoiika ceTn

Heob6xo4MMO HaCcTpOUTb CeTb Ha KOMMYTATOpe OMMUCAaHHbIM BbliLLe CrOCOboM.
CeTeBolVi agpec KOMMYTaTopa A0/XKeH 6biTb gocTyrneH ¢ K.

LWar 2. Ucnonb3oBaHMe K/IMeHTa
3anycTuTb Nnporpammy Putty co cregyrowyiMmn napameTpamu:
¢ Connection type — Telnet;

* Host name (or IP address) — IP-agpec koMMyTaTopa;
* Port — 23.

Configured IPv4 Protocol — ncnonb3yemblii NPOTOKON HACTPOViku IP-agpeca;
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Category:
=)+ Session Basic options for your PuTTY session
i Logaing Specify the destination you want to connect to
= Terminal
. i Keyboard Host Name (or IP address) Port
. Bell 1721711 23
- Features Connection type:
= Window )Raw @ Telnet () Rlogin () SSH (7) Serial
| ” Appea@nce Load, save or delete a stored session
- Behaviour
‘... Translation Saved Sessions
.. Selection
.~ Colours Default Settings baad
(= Connection
"D
- Rlogin
+- SSH
~ Serial Close window on exit:
() Always ) Never @ Only on clean exit
About [ Open ] [ Cancel

3.1.5 NoaknroyeHme no npoTtokosy SSH
LWar 1. HacTtpoiika ceTn

Heob6xo4MMO HaCcTpPOUTb CeTb Ha KOMMYTAaTOpe OMMUCAaHHbIM BbliLLe CrOCOboM.
CeTeBOI agpec KOMMyTaTOpa A0JIXeH bbITb gocTyneH c K.

LWar 2. FeHepayusa knto4ein SSH (Npy nepsBoM UCNOJ/1Ib30BaHNN)

Mepes NoakoYeHeM No NPOToKoAy SSH He06X0AMO HAaCTPOUTL KOMMYTATOP,
paspeLns nogkntoyeHmne. Kpome Toro, HEO6XOANMO CO34aTh KIOUM LLINGPOBAHMA Ha
KoMmyTatope. Co3faHue KnoYein TpebyeTcs TONIbKO OAVH Pas, BMOCNEACTBUN KUK
coxpaHsatoTca Ha flash-namsat kKommyTaTopa 1 He MeHATCS. ECTb BO3MOXHOCTb
3aMeHUTb K/1H0YK, MOBTOPHO BbI3BaB KOMaHAYy reHepauun.



21
643.PHK.50159-01 32 01

KomaHga reHepauumn knroda RSA:

configure
crypto key generate rsa

Do you want to overwrite existing RSA keys? (y/n): vy
INFO: Single-user command was called in current or another control session, mana
gement access is blocked for the duration of the single-user command
RSA keys generation. It may take several minutes to complete, please wait..
INFO: Single-user command was completed in current or another control session, m
anagement access is restored
RSA keys have been generated successfully

KomaHzaa reHepauunn knroda DSA:

crypto key generate dsa
Do you want to overwrite existing DSA keys? (y/n): y
INFO: Single-user command was called in current or another control session, mana
gement access is blocked for the duration of the single-user command
DSA keys generation. It may take several minutes to complete, please wait..
INFO: Single-user command was completed in current or another control session, m
anagement access is restored
DSA keys have been generated successfully

Ana HopManbHOM paboTbl 4ocTyna no SSH Hy>XXHO creHepupoBaTh 0ba katoya. Koy
RSA (RSA-1) ncnonbsyetcs Ans yCTaHOB/IEHUSA WMPPOBAHHOMO CoeAVIHEHNS B BEPCUN
SSHv1, kntou DSA rcnonb3syetcd B Bepcun SSHv2. Ecam kntoum yxe 6b11m
CreHepupoBaHbI paHee, KOMMYTATOP NOTPebyeT NOATBEPXAEHNE Ha 3aMeHY KNOYel,
Kak ykasaHo B npumepe. [py nepBor reHepaL NOATBEPXAEHNS He noTpebyeTcs.
FeHepauusa K1roYer 3aHIMaeT HeCKoNbKO MUHYT.

LWar 3. BknoueHue agoctyna no SSH

KomaHga BkatoueHus goctyna no SSH:

ip ssh server enable

Mocne 3TOro A4oCTyn K KOMMYTaTOPY MOXHO NPOMN3BOAUTE MO NPOTOKOY SSH 06eunx
BEpCUin.
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LWar 4. icnonb3oBaHUe KJIMEHTAa
Ana goctyna K KOMMyTaTopy No NpoTokoay SSH MOXHO MCNOAb30BaTh K060 K/INEHT,
B KauecTBe npumMepa noga cmcrembl Windows MOXHO npuecTtu Putty, B kauecTBe

npumepa ansa Linux — OpenSSH vnu ntoboin apyroit. MoaaepXnBatoTcs Bepcum
npoTtokona SSHv1 n SSHv2.

3.1.6 NoaknroyeHne no npotokosy HTTP
LWar 1. HacTtpoiika ceTn

Heobxo41MMO HaCTPOUTL CeTb Ha KOMMYTaTOPe ONMCaHHbLIM BhiLLle CNOCO60M.
CeTeBOl afpec KOMMyTaTopa A0JIXXeH 6bITb gocTyrneH c MK.

LWar 2. BknoueHue agoctyna no HTTP

o ymonuyaHumto AocTyn no npotokony HTTP Ha KoMMyTaTop OTKAtOYeH. [lng ero
BK/IIOUEHWSA UCMOJIb3YyeTCA KOMaHAa:

ip web server enable

Mocne BbINOAHEHNSA 3TOM KOMaHAbl MOXHO BOCNO/b30BaTbCA N06bIM Bpay3epom v
3aliTM Ha KOMMYTaTOp MO ero aspecy, Habpas agpec B aZpecHO CTpoKe bpaysepa.

BHelHM BMA OKHa 6pay3epa npu BXoAe Ha KOMMYTaTop N306paxeH Ha pUcyHke
HUXKe:

ABTOpU3aLMA

[Monb3oearens

Mapone

Boiitn
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LWar 3. Bxog no HTTP

B none "Monb3oBaTesib" HEOH6XOAVMO BBECTU MMS MOIb30BaTeNs Ha KOMMYTaTope, a
B nose "Maponb" — Naposib 3TOro Nosb3oBaTens. BHewHWI B 6pay3epa MoxeT
6bITb C/IefyOLLNM:

ABTOpU3zaynAa

Mone3oearens

admin

Mapone

sssssssssssssses

Boiitn

MNMocne ycnewHoro BxoAa byaeT nokasaHa Bknagka "063op". CogepxaHue BKIaLKN
CWUIBbHO 3aBUCUT OT MOZesI KOMMYTaTopa U ero KoHpurypauum. BHelwHun Buz
BK/JIaZKM NMpeACcTaB/ieH Ha PUCYHKe HIMXe:
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OB30P

CuUcTeMHasa uHpopmauuma

System Description
Bootloader Version
0S Version
Software version
Software type
System Up Time

AJIC/ITEK

KOHOUTYPALUMA OBHOBJNIEHWME NOAAEPXKA BbIXOA4
|

ALS24110LVT MIPS - 8/16/24 FE, 2 GE fiber
U-Boot 2011.12.46351 (Jan 29 2016 - 10:17:44)

Linux 2.6.19 #200 PREEMPT Tue Nov 10 14:40:19 MSK 2015

1.0.0.24

5

0 days O hours 2 minutes 53 seconds

CeTeBble NapaMeTpbl L]
IPv4 address 172.16.88.99
IPv4 subnet 255.255.0.0
Additional IPv4 address 0.0.0.0
Additional IPv4 subnet 0.0.0.0
Default IPv4 gateway 0.0.0.0
IPv6 auto config mode disabled

IPv6 link-local address

MAC address

Management VLAN ID
Additional management VLAN ID

fe80::213:aaff: felb:11/64
00:13:aa:1b:00:11

1

4095

cnonb3ysa NyHKTbl BEPXHEro MEHI0, MOXHO nepekntoyaTbca Mexay BKaajgkamu.
Bknagka "KoHdurypaumsa" cogepxnT ABe CCbIIKU AR CKaUMBaHNSA B BUAE TEKCTOBOIO
daina ctaptoBoi KoHPUrypaumm "startup-config.txt" 1 TekyLien KOHGUrypaumm
"running-config.txt". BHeLWWHWIA B BKNAAKN NPeACTaBeH Ha PUCYHKe HIUXe:

ilsite

KoHourypauyums

OB30P

Tekywan koHburypaums (running-config)

CraptoBas koHpurypauws (startup-config)

AINTICNTEK

KOHOUTYPAUMA OBHOBNEHWE TNOAAEPXKA BbiXOA

ckavaTtb

ckavaTtb
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Bknagka "O6HoBneHme" no3eosiseT 06HOoBUTL MO KoMMyTaTopa. BHeLwwHWIA BUA
BKNaAKV NpeAcTaBieH Ha PUCYHKe HIUXKe:

AJTICNTEK

OBHOB/NEHWME

Bepcuu o6pasoe NO
imagel 0.0.0.0
image2 0.0.00
Current active image image2
Next active image image2
Bbl6op akTuBHOro o6pasa No
BeibepuTe akTueHbIn 06pas MO image1 :I

Bbibpate
O6HoBNeHue o6pasoB MO
BuibepuTe obpas N0 ana obHoBNEHWA image1 j
Boi6epute dairn gna 3arpyskm (*.stk) Ob3op... = ®aiin He BLIGpaH. O6HOBUTE
MonHoe o6HOBNEHUE
BribepuTe dairn gna sarpyskn (update-package.tar.gz) Ob3op... | ®aiin He BbIGpaH. O6HOBUTE
Mepesarpyska
BeinonHwuTk nepesarpysky ycrpoinctea Mepe3arpy3nte

MyHKT MeHo "Toggep>ka" OTKPOeT B HOBOM OKHe bpay3epa carT TeXHN4YeCKowm
NOALEPXKN, KOTOPbIA MOMOXET peLlnTb BONPOCh], BO3HMKAaKOLWE B X04e HacTPOMKU
1 3KcnayaTauny obopygosaHusa n MoO.

MMyHKT MeHI0 "BbIxo4" 3aKpoeT TekyLLyH Ceccuto noab30BaTens, nocie Yyero
nosib3oBaTtesib byAeT nepeHanpas/ieH Ha CTPaHVLYy BXoJa.
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LWar 4. HacTtpoiika TaimayTta ceccmu HTTP (onuuMoHanbHO)

Mo ymonuyaHuto TanmayT ceccm HTTP coctaBnseT 5 MUHYT. Ecim nonb3oBatesb
BOLLE€/1 HAa KOMMYTAaTOp, 1 C MOMEHTA ero nociesHer akTMBHOCTY npoLuno 6onee 5
MUHYT, TO CECCUA CYNTAETCS 3aBepLUEHHOV Mo TarnMayTy, 1 Npu NMonbITKe cAenaTb YTo-
Nn60 3TOT NONb30BaTe/b byAeT NepeHanpas/ieH Ha CTPaHKLYy BXoja. B HeKoTopbIx
C/ly4asx 3TOro 3HaueHss MoXeT bblTb HeZ0CTaTOYHO.

Ana n3meHeHMs TaimayTa ceccum HTTP ncnonb3yeTcs KOMaHAa:

ip web server session timeout <minutes>

lNapameTpbl:

* <minutes> — 3Ha4veHMe TanmayTta ceccun HTTP B MuHyTax. lonyctumble
3HayeHua ot 1 go 160.

3.2 flononHUTe/IbHbIE HACTPONKM

3.2.1 HacTtpoiika gononHuTesnibHoro IPv4-nHtepdeiica

Ans ynpaBneHnsi KOMMYTaTOPOM eCTb BO3MOXHOCTb HAaCTPOUTb BTOPOM
(pononHmnTenbHbIN) IPv4-agpec B otaenbHOM VLAN, oTanyHom oT VLAN OCHOBHOTO
NHTepderica. dTa HacTpolika byaeT nofesHa B Clyyae AOCTyna K KOMMyTaTopy U3
AByX IPv4-noaceten.

N5 HaCTPOMKW AONMONHUTENBHOTO IPv4-aspeca NCnonb3yeTcs KoOMaHAa:

network addparms <ip address> <subnet> [<gateway>]

MNapameTpbl:

* <ip address> — IP-agpec, Hanpumep 192.168.1.1;

* <subnet> — macka nogcetu, Hanpumep 255.255.255.0;

* [<gateway>] — LUNHO3 MO YMONYAHUIO (Heobs3aTeIbHbI NapamMeTp),
Hanpumep 192.168.1.254.

Ansa HacTpoiikm VLAN ynpasneHus g LONONHUTENbHOMO MHTepdeiica NCNo/b3yeTcs
KOMaHja:

network addmgmt_vlan <vlan>
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MNapameTpbl:
* <vlan>— Homep VLAN ynpasneHus B AnanasoHe oT 1 go 4095.

Mo YMONYaHNIO AOI'IO]'IHI/ITGJ'IbeIVI MHTepCI)eVIC BbIKJ/ITOHYEH N HE MMEET ajpeca. |_|pl/l

ero HacTpoWKe, a Takxe NPy HaCTPoKe ajpeca OCHOBHOIo nHTepderica, CyLLecTByoT
c/ieflyroLLie orpaHnyeHuns:

* |Pv4-agpeca OCHOBHOIO 1 JOMONHUTENBLHOIO NHTEPdENcoB AOXKHbI 6bITh B
PasHbIX NoACeTAX;

* VLAN ynpaBneHusi 4151 OCHOBHOIO U AOMOJIHUTENIbHOrO NHTepderica He
AO/IKHbI coBMnajaTh;
* AZpec Wr3a MOXeT bbITb Ha3HayYeH TO/IbKO OANH — NM60 A1 OCHOBHOTO,

NM60O AN AONONHUTENBHOrO NHTepderica. HasHaunTb BTOPOA LLUHO3 MO
YMOJTYaHUIO HEeNb3s.

JononHutenbHbln MHTepdenc HauMHaeT paboTaTh Cpasy Xe nocsie HazHayYeHns
agpeca. Joctyn K KOMMyTaTopy Mo AOMONHUTEIbBHOMY UHTepdency HnJYem He

OT/INYaeTCHA OT J0CTyna No OCHOBHOMY nHTepdercy. Cnyx6bbl Telnet, SSH, SNMP n
npoyne paboTatoT MO HEMY TOYHO Tak Xe.

MprMep HacTPOMKM AOCTyrNa K KOMMYTaTopy Mo ABYM MHTepdelicam n3obpaxeH
HUXe:

MK1
172.17.1.4/255.255.0.0

KOMMYTATOP
172.17.1.1/255.255.0.0
192.168.1.1/255.255.255.0

nK2
192.168.1.2/255.255.255.0
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KoHdurypauus ana npumepa BblLLE:

network parms 172.17.1.1 255.255.0.0
network mgmt_vlan 999

network addparms 192.168.1.1 255.255.255.0
network addmgmt_vlan 600

Ansa TOro, UTo6LI KOMMYTATOP B NpUMepe bbin goctyneH ¢ MK 1 v MK 2, HeobxoAnMo
Takxe HacTpouTb VLAN Ha nHtepdericax nogkoyeHuns (HanpmMmep HasHauntb Port-
based VLAN 999 1 600 Ha cooTBeTCTBYHOLLMX NHTepdelicax KOMMyTaTopa).

3.2.2 HacTpolika MapLupyTusaumm ana nitepdeiicoB ynpaBneHus

Mpwn HacTpolike IPv4-agpeca MOXeT BO3HUKHYTb HEOHBXOANMOCTb B 3a4aHNN
cneumanbHbIX NpaBua MapLlpyTmM3aumn ans onpejeneHHblX X0CTOB UK NoAceTen.

B 3TOM C/lydae ncnonb3yeTcs KOMaHAa CO34aHuMA NpaBuaa CTaTUYecKo
MapLUpyTU3aLmn:

network route <ip> <netmask> gw <gateway> [primary|additional]

MNapameTpbl:

* <ip — agpec NOACEeTN WX XOCTa Ha3HAYeHUs;

* <netmask> — ceTeBas Macka NoAcCeTV Ha3zHayeHns. B ciyyae xocTa ykaxure
mMacky 255.255.255.255;

* <gateway> — ajpec LU/033a, Yepes KOTOoPbI HEOOXO0AMMO HanpasaaTb IP-
Tpapuk;

* [primary|additional] — Heobs3aTeNbHbIN NapaMeTp, C MOMOLLbI KOTOPOro
MOXHO SBHO yKa3aTb LefeBo NHTepdpeinc Ana npasuia MapLupyTu3aymn.

Mpwv co3gaHV NpaBUa MapLUPYTU3aLIMK BaXHO MOMHUTL, YTO ajpec <gateway>
A0/KeH ObITb B OAHOM NOACETN XOTS 6bl C OAHUM U3 a4pPecoB KOMMYTaToOpa, MHave
KOMMYTaTOp He CMOXeT MOJly4YnTb K HeMy A0CTyn, U, COOTBETCTBEHHO, He CMOXeT
nepecnatb IP-Tpaduik.

YaannTb NpaBmIo MapLLIpyTU3aLLMM MOXHO KOMaHZAON:

no network route <network> <netmask>
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Mpw yaaneHnn 40CTaTOYHO YKa3aTb TOIbKO ajpec NOACETM UM XOCTa Ha3HAYeHUs U
Macky.

MprnmMep HaCTPOVIKM MapLUpyTU3aLMy C KOMMYTaTopa B ABe pa3vyHble ceTh (ceTb A
1 ceTb B Ha puUCyHKe) yepes ABa Pas/INYHbIX LL1K03a:

CETb A

10.10.0.0/255.255.0.0
LWJ/THO3 1

172.17.1.112

KOMMYTATOP

172.17.1.1/255.255.0.0 CETb B

10.11.0.0/255.255.0.0

LLHO3 2
172.17.1.254

KoHdurypauus ansi npumepa BbiLle:

(als_sw) #network parms 172.17.1.1 255.255.0.0
(als_sw) #network route 10.10.0.0 255.255.0.0 gw 172.17.1.112
(als_sw) #network route 10.11.0.0 255.255.0.0 gw 172.17.1.254

3.2.3 HacTpoiika gatbl U BpeMeHU

SNTP (aHrn. Simple Network Time Protocol) — ynpouwieHHbI NPOTOKO
CUHXPOHM3aLMM BpeMeHW. SBAseTCsa ynpoLLeHHoM peann3sauyynen npotokona NTP.
Mcnonb3yeTcs BO BCTpaVBaeMbIX CMCTEMAaX M YCTPOMCTBAX, He TPebyoLLMX BbICOKOM
TOYHOCTW YCTAaHOBKM BPEMEHW.

B npoTokone SNTP ncnonb3yeTca 0ANHAKOBbIV ¢ npoTokosiom NTP ¢opmat
npeacTaB/ieHUNS BPEMEHMW.
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Lar 1. HacTtpoiika cepBepoB

[lobaBnTb Heobxoanmble SNTP-cepBepbl KOMaHZAOWM:

configure
sntp server <ip> [<prio> [<version> [<port>]]]
exit

MNapameTpbl:

<ip> — IP-agpec SNTP-cepBepa;

[<prio>] — nprnopuTeT CUHXPOHM3ALNN C CEPBEPOM B AvanasoHe ot 1 —
BbICLUMIA A0 3 — HU3LWINKM (HeobaA3aTebHbI NapamMeTp);

* [<version>] — Bepcus SNTP-cepBepa (Heoba3aTenbHbI NapaMeTp, 3HaYeHne
no yMonyaHwuio 4);

[<port>] — nopT cepBepa B gManasoHe oT 1 f0 65535 (HeobA3aTeNbHbLIV
napamMeTp, 3HayeHve no ymonyaduio 123).

MakcrManbHoe KOMYeCcTBO NoAAEPXKMBaeMbIX cepepoB — 3. Ecnun cepsepoB
HeCKOJIbKO, OHW BYAYT NCMOb30BaTLCSA COMrNIACHO NPUOPUTETY, TO eCTb CHayana naet
obpalLeHue K cepBepy C HAUBONbLUVM NPUOPUTETOM, EC/IN OH HE OTBEYAEeT B
TeueHwue 2 CekyHZ — TO K CeytoLLemMy Nno NpuopuTeTy 1 Tak janee.

Ansa yaaneHus cepeepa NpUMeHsieTcs KOMaHza:

configure
no sntp server <ip>
exit

MNapameTpbl:
* <ip> — IP-agpec SNTP-cepBepa, yKa3aHHbI MNPy CO3AaHNN.
LWar 2. BknioueHne SNTP-knneHTa

Bkntountb SNTP-KAMEHT KOMaHAO0W:

configure
sntp client mode unicast
exit
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Mocne BbINONHEHWS AaHHOM KOMaHAbl SNTP-KAMEHT BKIOYAEeTCa U HaUMHaeT
CUIHXPOHM3MPOBATL BPpeMS C HAaCTpoeHHbIMU SNTP-cepBepamu.

Lar 3. HacTpoiika BpeMeHHOW 30Hbl

HacTpouTb BpeMeHHY 30HY OTHOCUTEeNbHO UTC MOXHO KOMaHZO:

configure
clock timezone <hours> [minutes <minutes> [zone <string>]]
exit

MNapameTpsbl:

* <hours> — yacbl B Anana3oHe oT-12 g0 12;
* <minutes> — MUHYTHI B Anarna3oHe ot 0 40 59, Ana MpoMeXyTOUYHbIX 30H;
* <string> — abbpeBnaTypa BpeMeHHOW 30HbI, Hanpumep "MSK".

Ans NMPOCMOTpPa BpeMeHN Ha KOMMYTaTope MCNoJib3yeTca ciejgyrouiad KoMaH4a:

show clock
16:45:40 MSK(UTC+3:00) May 1 2015

LLar 4. HacTpoiika aBTOMaTU4eCcKoro nepesoja Ha JieTHee BpemMs

MNepeBoA Ha NeTHee BpeMsi 1 06paTHO He NPeAyCMOTPEH B CTaHAAPTHOM
npeactaBneHnn spemern UTC. Ans aBTOMATLYECKOro nepexoia Ha n1eTHee Bpemsi B
onpeAeneHHyo AaTy 1 BpeMs Heo6X0AMMO BKIHOUNTL NepeBo Ha KommyTaTtope. Mo
YMOJITYaHWIO Nepexos Ha NeTHee BPeMs BbIK/THOYEH.

ﬂﬂﬂBKﬂmquMﬂHepeBOAaHaﬂeTHGEBpeMH14Ha3HaquMﬂMHTepBaﬂaAaTﬂeTHeﬂ)
BpeMeHW NCnojb3yeTcd KOMaHAa:

configure
clock summer-time recurring <first|last> <day> <month> <hh
>:<mm> <first|last> <day> <month> <hh>:<mm>
exit

MNapameTpbl:
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o <first|last> — nepBas nnn nocnegHaa Hejens B ykazaHHOM MecsiLe;

* <day> — feHb Hejenun B BUAE COKPALLEHHOro Ha3BaHus, a UMeHHOo: Mon, Tue,
Wed, Thu, Fri, Sat, Sun. Pernctp 6ykB He nmeeT 3Ha4eHUs, HazBaHWs SUN n
Sun paBHO3HAaYHbI;

* <month> — mecsau, B popmaTe COKpaLLeHHOro Ha3BaHUs, a UMeHHO: Jan, Feb,
Mar, Apr, May, Jun, Jul, Aug, Sep, Oct, Nov, Dec. Perncrp 6ykB He nmeeT
3HayeHua, Ha3BaHMA MAR 1 mar paBHO3HauHbI;

* <hh>:<mm> — yac 1 MUHYTbI NepexoZa Ha NeTHee BpeMs 1 0b6paTHO, <hh>
JAOMKeH bbITb Uncnom ot 0 o 23, <mm> A0/KeH bbiTb Ynciom ot 0 go 59.

3Ta KOMaHAa NPUHMMAET ABe OTMETKYV BPEMEHU B rofy, KOraa Hy>KHO nepenTu Ha
neTHee Bpemsi (NepBbIi 610K NapaMeTpPoB) 1 KOrAa HY>XXHO BEPHYTLCS K
HOPMa/ibHOMY BpeMeHU (BTOPOi 610K NapameTpoB).

MpvMep BKJIIOUEHUS NepeBoAa Ha leTHee BpeMsi CO CTaHAAaPTHbIMU ANA POCCUACKON
Pepepaym NnapamMeTpamMu:

configure
clock summer-time recurring last Sun Mar 2:00 last Sun Oct
2:00
exit

BBefeHHan KOMaHAa BK/KOYaeT nepexos Ha nNeTHee BpeMs B Noc/ieiHee BoCKpeceHbe
MapTa B 2 yaca Houwu (last Sun Mar 2:00), n 3ajaeT OKOHYaHVe NeTHero BpeMeHu B
nocnejHee BockpeceHbe OKT6ps B 2 Yaca Houu (last Sun Oct 2:00).

MNepeBoj Ha NeTHee BpeMsi paboTaeT COBMECTHO C CUHXPOHM3aLmen BpeMeHU 1
BPeMeHHOW 30HON, MeXAY HUMW HeT KOHGAMKTA, Tak Kak CUHXPOHMU3aLUsa BpeMeHY
nony4vaet Bpems B UTC, HacTporika BpemMeHHOI 30HbI caBuraet Bpems UTC Ha
onpejeneHHy BeIMUYMHY B Yacax N MUHYTaX, a leTHee BpeMs gobasnsdeT 1 yac B
onpegeneHHbI Nepuoa,.

OTKNOYeHMe HAaCTPOEHHOr O paHee Nepexosa Ha eTHee BpeMs NpPon3BOAUTCA
KOMaHAO0W:

configure
no clock summer-time
exit
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4. KOHLUENUNN KOHPUTYPUPOBAHNA

4.1 NuTtepdeiic KOMaHAHOMN CTPOKM
NHTepdenc komaHaHom ctpokn (aHrn. Command Line Interface, CLI) —
Pa3HOBUAHOCTb TEKCTOBOIO HTeperica Mexzy YeioBekoM 1 06opyAoBaHMNEM, B

KOTOPOM MHCTPYKLMM 060PYAOBAHNIO AAtOTCSA MyTEM BBOAA C KNaBUATYPbl TEKCTOBbIX
KOMaH.

4.1.1 CUHTaKCUC KOMaHp,

KoMaHaa — 3TO 04HO 1AM HeCKOIbKO C/I0B C NapameTpamu. [apameTpbl MOTYT 6bIThb
OMNUMOHANbHbBIMU, MPY 3TOM HEKOTOpble KOMaHAbl MOTYT He MMeTb NapamMeTpoB.

MNprimep KOMaHAbI:

network parms <ip> <subnet> [<gateway>]

* network parms — KOMaHZaga;
* <ip>un <subnet> — obsa3aTenbHbIe NapaMeTphbl;
* [<gateway>] — HeobsA3aTeNbHbIN (ONLVNOHANbHBIN) NapamMeTp.

B AOKYMeEHTaU NCTMOoJIb3YHTCA ceayrouimne 0b603HaYeHus:
* command — TekcToBas KOMaHAa,

* <param> — napameTp, KOTOPbI AO/HKEH BBECTU MO/b30BaTENb;
e [command] — Heobsa3aTeNlbHasi TEKCTOBAs KOMaH/Aa, KOTOPYH MOXHO

OnNyCTUTb;
* [<param>] — Heobs3aTeNbHbI NapamMeTp, KOTOPbI MOXeT BBECTU
nonb3oBaTesb;

* <command1|command2> — aBa (M1n 6onee) BAprUaHTOB, KOTOPbIe HY>XXHO
Bbl6paTh 1 BBECTU MONb30BaTENHO.

ABTOZ0OMNONHEHMe aenaeT paboTy ¢ CLI 6onee yao6HOM 1 BbicTpOl. JaHHasa GyHKLMA
No3BOJISeT AONONHUTbL HabnpaemMyro KOMaHZAy Ha)aTreM Ha knasuwly [Tab], ecin oHa
MOXeT 6bITb O4HO3HAYHO OnpezeneHa no yxxe BBeAgeHHOMY ¢parmeHTy. Ecnum
BBe/leHHbI parMeHT COOTBETCTBYET HECKO/IbKMM KOMaHZAaM, BBOJ, HYXXHO byaeT
NPOAO/IKNTL BPYYHYHO.
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Hanpumep:

sh[Tab]

show

show n[Tab]
show network

CokpalleHHble $opMbl KOMaHA MOTYT MPUMEHSITLCA BO BpeMs Habopa npocTomn
KOMaHAbl. laHHasa GyHKLMA NO3BOSET BbINOAHUTL KOMaHAY, BBeAA HECKOIbKUX
nepBbIX CMBOJIOB, OAHO3HAYHO OMpeAeNnsarLLVX AaHHYO0 KOMaHAy. B npoTneHoMm
C/lyyae BBOZ KOMaHZAbl UKW napaMeTpa HYy>XHO 6yaeT NPpOAOIKNTb.

Hanpumep:

con
ex

HekoTopble KOMaHZAbl MOTyT UCMO/Ib30BaTbLCA COBMECTHO CO C/TY)eOHbIM C/IOBOM NO.
TakoM CUHTAKCUC NPUMEHSAETCA ANS AOCTUXeHNA 0bpaTHOro addekTa No OTHOLLEHWIO
K CrefyroLLen 3a HAM KOMaHze.

Hanpumep, cnegyrowas KOMaHAa BbIKIOYaeT rnepBblil HTepdenc:

con
interface 0/1
shutdown

OTmeHss ee feincTBre, KOMaHAa no shutdown skntouaeT nepBbI UHTEPPENC:

no shutdown

4.1.2 NomoLyb

MoMOLLb MO AOCTYMHbLIM KOMaHAAM, NX CUHTAKCKCY M MapaMeTpam BbIBOAUTCS MpK
BBeZEHMM 3HaKka BOMnpoca (?). 3HaK BOMpoca B KOMaHAHOWM CTpoke He oTobpaxaeTcs.
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ﬂpMMepHOﬂyQEHMﬂHOﬂHOFOCHMCKaKOMaHﬁ

[?]

enable Enter into user privilege mode / Set the password for
the enable privilege level

logout Terminate current user session

ping Send ICMP echo packets

quit Terminate current user session without saving
configuration

show Show device settings

traceroute Trace network route using UDP protocol and ICMP
response

Mpvmep cnpaBky MO KOMaHAaM, HAYMHAKLLNMCSA C NaTUHCKOM BykBbI "s":

s[?]

set Set device parameters
show Show device settings
sshcon Configure SSH connection parameters

Mpumep cnpaBky Mo NapameTpam KOMaHAbI:

network parms [?]
<ipaddress> Enter IP address

4.1.3 CoueTaHuns Knasumul

Ansa ynpouwieHnsa paboTbl B KOMaHAHOM cTpoke Ha kommyTaTtopax AJICUTEK ecTb
HEeCKOJ/IbKO ropsaynx KnaBuLL:

* Knasuwu cTpenok <Left>, <Right> — nepeBoaAT Kypcop BMEBO 1 BNPaBoO
OTHOCUTENIbHO TEeKYLLIero NonoXeHus. Ecav Kypcop CABUHYTb HeMb34, He
nmeroT 3dpdekTa;

* Knasuwwu ctpenok <Up>, <Down> — 3aMeHs0T TeKYLLYO BBEAEHHYIO CTPOKY
(ecnu oHa ecTb) Ha NpeAblAyLLyo BBEAEHHYIO KOMaHAy (Mctopus). MNpr sTom
HaxaTtue Knasmwm <Up> NpnBOANT K ABUXEHUIO Ha3aj No UCTOPUN KOMaHZ, a
HaxaTue knasuwy <Down> — Bnepej. Bcero B CTOPMN COXPaHSAETCH
nocnegHme 10 ycnewHo BBeAeHHbIX KOMaHZ Ntoc TekyLlan BBeAgeHHas
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CTPOKa;

* Knasuwmn <Home>, <End> — nepexoy B Ha4ano 1 KOHeL, BBOAVMOW B JaHHbIN
MOMEHT CTPOKW;

e knasuwu <Delete>, <Backspace> — yzganeHuve cuMBO/a 13 BBOAMMOM CTPOKN
Ha TekyLlel no3uuyum kypcopa (Delete) n Ha npeabigyLiein (Backspace);

* coyeTaHue <Ctr|>-<Z> — nepexoz B KOPHEBO KOHTEKCT HAaCTPOKKN 13
Ntoboro KoHTeKcTa. NoBTOpHOE HaxaTune He nmeeT 3ddekTa;

* coyeTaHue <Ctr|>-<C> — MOXeT rnpepbIBaTb BbINO/HEHE HEKOTOPbLIX KOMaHZ
(ping, traceroute n Nofo6HbIE).

4.2 Nonb3oBaTenu v npueBuiernn

Ha koMmyTaTope cyLlecTByeT ABa YPOBHSA AOCTyNa AN nonb3osaTteneit: Read Only n
Read/Write. MoapobHee Npo ypOBHU AOCTyMNa Nob30BaTeNIel N NX HACTPOMKY MOXHO
npoyunTaThb B rnase "AyteHTudurKauns v asTopmsayms”.

4.2.1 focTtyn Read Only

Pexnm HenpuBMAerMpoBaHHOro NoJsib3oBarens. [Nonb3oBaTeNb C ypOBHEM AOCTyrna
Read Only nmeeT npaBa TO/IbKO Ha MPOCMOTP TeKyLLEero COCTOAHNA KOMMYTaTopa,
MEHSTb HaCTPOWKM OH He MOXeT. [purnatleHmne nonb3oBaTens ¢ ypoBHEM J0CTynNa
Read Only BbIrnagnT cnegyroLmmMm obpasom:

User:guest
Password:

B npvmepe ncnonb3oBaH rocTeBOM BXOZ MO YMONYaHWIO. HenpuBMuaernpoBaHHbIN
noJsib30BaTe/lb MOXET MOBbICUTL CBOU MpaBga. MNogpobHee 06 3TOM CKa3aHo B rnase
"AyTeHTUdUKauusa 1 aBTopmayms”.

4.2.2 floctyn Read/Write

Pexxnm nprBmnernpoBaHHOrro rnosb3osartens. [osb3oBaTe/nb C ypoBHEM A0CTyna
Read/Write nmeeT npaBa Ha NPOCMOTP COCTOAHUA KOMMYTATOPa, a TakK Xe Ha
n3MeHeHne KoHGUrypaum KOMMyTaTopa 1 BbINOJHEHME NHOObIX KOMaHA,
MpurnaweHvne nonb3osaTtens Read/Write BbIrnaanT ciefyowmmM 06pasom:

User :admin
Password:
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B npumepe ncnonb3osaH Bxoj Nosb3oBaTens Read/Write no ymonyaHuto.
MpvBUNErMPOBaHHbIV MNONb30BaTeb MOXET MOHN3UTL CBOW Npasa. MogpobHee 06
3TOM CKa3aHo B rnase "AyTeHTUGUKALNA N aBTopU3aLnS".

4.3 KoHuUrypaumoHHble KOHTEKCTbI

Ana yao6cTBa HaCTPOVIKM rpynnbl KOMaH4 06 beNHAKTCA B KOHTEKCTbI. 10
NpUrnaeHnto KOMaHAHOW CTPOKM BCerAa MOXHO ornpesennTb, B KaKOM KOHTeKCTe
OHa HaxoauTcs. FpynnMpoBKa UAET Mo NornyeckoMy NnpuHUuny. HanprMmep, KOMaHab!
HaACTPONKN NHTepderncoB — B KOHTEKCTe MHTepdencoB, KOMaHAbl 0bLLer HaCTPOMKK
— B KOHTeKcTe r/106asbHOro KoHouUryprposaHus. YnpasneHue VLAN
ocyulectensdeTca B koHTekcTe VLAN.

HekoTopble cnyX6bl MerT CO6CTBEHHbIE KOHTEKCTbI. B KauecTBe NpMMepoB MOXHO
NpUBECTN HAaCTPOMKY crnnckos goctyna ACL n HacTpomrKy napameTpoB AOCTyna K
kommyTtaTtopy (Console, Telnet, SSH).

Bbixoz 13 nto60ro KOHTEKCTa NPOM3BOAUTCA KOMaHAOoM "exit". Mocne BBOoAa 3TOW

KOMaHZbl KOMaHAHasi CTpoka nepenjeT B NpeablAyLLMA KOHTEKCT, EC/IN OH eCTb,
BMJIOTb 0 KOPHEBOr0 KOHTEKCTA.

4.3.1 KopHeBOli KOHTEKCT

Bug KoHTekcTa (I'IpI/IBI/I}'Ierl/IpOBaHHbII7| rnosib3oBartesib).

Bug KOHTeKCTa (HenprBmMNernpoBaHHbIN NOb30BaTe b):

B 3TOM KOHTEKCTe BbINO/IHAOTCA 6a30Bbie HE:]CTpOI7IKI/I KOMMYyTaTopa:
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* HaCTpoVika ceTeBbIX NapamMeTpoB KOMMYTATOPa;

* 04UnNCTKa KOHbUrypaunu;

* onepaunu KonuposaHusa (0bpa3os MO, KoHUrypaummn, pesepeHoe
KOnMmMpoBaHue);

® NPOCMOTP TeKYLLEero CoOCToAHNA KOMaHAaMu, HauHaLWMMNCA CO C10Ba
"show".

13 3TOro KOHTEKCTa OCYLLEeCTBASETCA NePexos B Apyrme KOHTeKCThbI.

4.3.2 KoHTeKcT HacTpoiuikm VLAN

KOHTEeKCT cofepXnT KOMaHAbl MO HAacTpoke obpabaTbiBaeMbiX KOMMyTaTopoMm VLAN.
Bxo4 B KOHTeKCT:

vlan database

4.3.3 KOHTeKCT rno6anbHOW HaCTPOMKN

KOHTEKCT coaepXXnT KOMaHAbl Mo HACTPOMKe OCHOBHbIX MapaMeTPoOB KOMMYTaTopPa.
Mepexos B KOHTEKCT OCYLLEeCTBASeTCH KOMaHAOM:

configure

3 3TOro KOHTEKCTa OCYLLLeCTBAAETCA Nepexos B KOHTEKCTbl NHTEPdENCcoB 1 CUCTEMbI
XUN3HeobecneyeHus.

4.3.4 KOHTEeKCT HacTpoMKu nHtepdelicos

KOHTEeKCT cofepXnT KOMaHAbl MO HAacTporke nHTepdencoB. NMepexos B KOHTEKCT
OCYLLLeCTBNAETCSA N3 KOHTEeKCTa rnobanbHOM HAaCTPOMKN:

interface <slot>/<port>
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KOHTeKCT HaCcTPOMKM MHTepPencoB MOXeT 06beANHATbL HECKOIbKO NHTepdencoB
n/nnan nx AnanasoHsbi:

interface 0/1,0/4-0/8,0/11

BapuaHTbl BBOJA:

* HEeCKONbKO nHTepderncos, nayLmnx noapsas (nHrepsan): "interface 0/1-0/10";

* HEeCKONbKO NHTepdercoB, NnepeynciieHHbIX Yepes 3andaTyro (nepeyncieHmne):
"interface 0/1,0/2,0/8,0/16,0/24";

* KOMBMHMpPOBaHHbIN BapunaHT: "interface 0/1,0/2-0/5,0/8,0/24-0/28".

Ecnum B TekyLLEM KOHTEKCTe HaCTPOMKN NHTepdericoB Npu BXxoze bbl10 YKa3aHo
HeCKONbKO MHTepdencoB, Kak B MprMepax BbiLle, TO BbIMOHAEeMble B 3TOM KOHTeKCTe
KOMaHAbl 6yayT nprMeHeHbl Ha BCce nHTepdeincbl 13 Habopa B nopsgke nx
cnefoBaHMsA. OTO KacaeTcs /I0bbIX KOMaHJ, BbIMOIHAEMbIX B KOHTEKCTe HaCTPONKM
nHTepderncos. KoMaHaa, BbINMONHEHHAsA Ha Habope nHTepdencos, No AENCTBUIO
NAEHTUYHA KOMaHAe, BbIMOJIHEHHOM Ha KaXX0M UHTepderce nooyepesHo.

4.4 KomaHAbl KONUpoBaHUA

4.4.1 O6pas3bl NnporpaMmmMHoOro obecrneyeHus

Ha sHeproHesasucumoli flash-namaty kommyTtaTopoB AJICMTEK pa3meltaeTtcs aBa
obpasa nporpaMMHoro obecrieveHus (imagel v image2). lNpw 3arpy3ke BbIbMpaeTcs
OAVH 13 3TUX 06pa30B, KOTOPbIN CUMTAETCH akTUBHbLIM. [1py o6HoBNeHUK T10
XenatenbHO NUCMOb30BaTh HEAKTUBHbLIN 06pas, UTobbl B Cydae c6os nam notepu
NUTAHWA BO BpeMs NPOLUVIBKY KOMMYTATOP 3arpy3nica ¢ CnpaBHOro obpasa v 6bin
[OCTyrMeH.

TekyLLee COCTOsSIHNE 06PA30B U UX BEPCMM MOXHO NMOCMOTPETL KOMaHAO:

show bootvar

Active image : image2
Next active image : image2
Images versions:

imagel version :1.0.0.22
image2 version 1.0.0.22
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Ha nnctuHre BuAHoO, YTO TekyLLWIA 3arpyxXeHHbln 0bpas image2 (Active image), npu
cnepytoLLein 3arpyske byzeT Takxe BblbpaH obpas image2 (Next active image). Takxe
nokKasaHbl Bepcuuy 06ounx 06pasos., B JaHHOM caydae 370 1.0.0.22.

AN 3MeHeHusa 06pasa, C KOToporo 6yaeT NPoOV3BOANTCS 3arpy3Kka, NCNo/b3yeTcs
KOMaHAa:

boot system <image1l|image2>

Mpogonxasa npeablayLLnii nprimep, Bolbepem o6pas image1 1 NpoCMOTPUM
BHECEeHHble N3MEeHeHUS:

boot system imagel
Activating imagel...

show bootvar
Active image : image2
Next active image : image1
Images versions:
imagel version :1.0.0.22
image2 version :1.0.0.22

Tenepb Noc/ie nepesarpysky KOMMyTaTopa AN 3arpy3ku 6yaeT BblbpaH 0bpas
image1.

4.4.2 Pa6oTa c KOHUrypaumemn

KommyTtaTopbl A/ICMTEK paboTatoT co c/iefyrowmmMm KOHGUrypaumsmu:

* startup-config — KoHbUrypauus, pacnonoxeHHas Ha SHepProHe3aBUCUMON
flash-namsaTn kommyTaTopa. 3Ta KOHPUrypaums NpUMeHsieTcs Npu ero
3anycke;

* running-config — KOHpUrypaums KOMMyTaTopa Ha TekyLii MOMeHT. Mpwn
CTapTe yCTPOMCTBa OHa 3arpyxaeTtcsa u3 startup-config, Ho B npouecce paboThbl
KOHUrypaumsa MoxeT 6bITb U3MEHeHa.

Mpy N3MeHeHNN KOHPUrypaLmmym KOMMYTaTopa U3MeHeHUs 3aHOCATCA B running-
config n cpasy npumeHsatoTca. MameHeHns B running-config He 3aTparmBatoT startup-
config n paboTaroT J0 Nepesarpys3ky KOMMyTaTopa.
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Ans NnPoCMOTpPa KOHCI)MpraLLMVI MCMOTb3YHOTCA COOTBETCTBYHOLLIME KOMaHAbL:

show running-config

show startup-config

Ana coxpaHeHus TekyLen KoHbuUrypaumm (running-config) Ha flash B startup-config
NCMONb3yeTcss KOMaHAa:

write memory
This operation may take a few minutes.
Management interfaces will not be available during this time.
Are you sure you want to save? (y/n): vy
Config file 'startup-config' created successfully
Configuration Saved!

Mocne BbINONHEHNS 3TOM KOMaHAbI TekyLlasa KoHourypaunsa byaeT 3anmcaHa Ha flash
B startup-config n oHM CTaHyT OANHAKOBbLIMU.

ANst OUNCTKM TeKyLLel KOHPUrypaumm ncnonb3yeTcs KoMaHAa:

clear config
Are you sure you want to clear the configuration? (y/n): y
Clearing configuration. Please wait for login prompt.
User:

OJTa KOMaHZa NOJIHOCTbIO OUMLLAET TeKyLLyH KOHbUrypaLmio, nocie Yero Bce
nonb30BaTenu, NOAKAYEHHbIe K KoMMyTaTtopy no COM, Telnet nnn SSH, 6yayt
NPUHYANTENBbHO OTK/KOUEHbI. DTO KacaeTCsa BCeX CecCUin yrpaBneHuns, B TOM Yncie v
TOI, C KOTOPOW bblfia BbINO/IHEHA KOMaHAA OUYMNCTKU KOH$Urypaumun. ObpaTtute
BHUMaHne — agpec kommyTatopa v VLAN ynpasneHuns 6yayT cépolueHbl B 3Ha4YeHUS
MO YMOJIYAHWIO, YUTO MOXET FpO3uUTh NnoTepen yrnpasneHns. OUncTKa TekyLen
KoHUrypauymmn He 3aTparmBaeT COXpaHeHHy KoHdurypauuto Ha flash (startup-
config).
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4.4.3 MNepe3arpysKka KommMmyTaTopa

Mepe3arpy3ka KOMMyTaTopa NPON3BOAUTCS KOMAaHAON:

reload
The system has unsaved changes.
Would you like to save them now? (y/n): y
Config file 'startup-config' created successfully.
Configuration Saved!
System will now restart!

Mocne BBOZAA 3TOW KOMaHZAbI KOMMYTaTOP NPOBEPUT COCTOsIHKME running-config n
startup-config. Echv oHn oTanyaroTcs, 06 3TOM byzeT COObLLEeHO NoNb30BaTeNto, U
byAeT BbiBeeHO Nnpea/ioxXeHne COXPaHUTb TeKYLLYH KOHPUrypaumuio Ha flash. Ecam
OTBETUTb YTBEPAUTENLHO, TeKyLLaa KoHPurypaumsa byaet coxpaHeHa Ha flash B
startup-config, mocne yero KOMMyTaTOp Nepe3arpysnTcs.

B cnyyae oTpuLaTeNbHOro oTBeTa KOMMYTaATOP YTOYHUT, HY>XKHa K nepesarpyska 6e3
COXpPaHeHUsa KOHPUrypaumm:

reload
The system has unsaved changes.
Would you like to save them now? (y/n): n
Configuration Not Saved!
Are you sure you would like to reset the system? (y/n): n

B npmnmMmepe Bbllle 6bin AaH OTpI/ILI,3T€J'IbeII7I OTBET K rnepesarpyska bblNla OTMeHeHa.

4.4.4 OTno>XXeHHas nepesarpysKa

B HeKoTOpbIX Cy4asx Npu HacCTPOKe KOMMYTaTopa MOXeT BO3HUKHYTb
HeobXoAMMOCTb NOACTPaxoBaTbca. K npumepy, yaaneHHO NprUMeHsieTcs
3KCnepuMeHTanbHbl dann KoHPUrypaumm, npu NpUMeHeHnm KOTOPOro MoXeT 6biTb
NOTePSAHO ynpaB/ieHne KOMMYTaTOPOM. YTobbl n3b6exaTb NoTepu yrpaBneHus U
OTMEHUTb BCe BHECEHHbIE N3MEHEeH s, MOXHO NCMONb30BaTb OT/IOXKEHHYHO
nepesarpysky.

ANsi BKNOUEHWS OTNI0XEHHOW Nepe3arpyski NCnonb3yeTcs KoMaHAa:

reload withdelay <seconds>

MNapameTpbl:
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* <seconds> — yepes CKOJIbKO CEKYH/A JO/KHA ObITb Npov3BeeHa
nepesarpyska, yncnio ot 1 go 86400.

OTcyeT BpeMeHM HaYMHAEeTCS C MOMEHTa BBOZA KOMaH/bl. OTNIOXeHHas
nepesarpyska aBnsieTcs 6e3yc/IOBHOM, OHa He COXPAHUT TeKYLLYH KOHPUrypauuto.
MpY 3TOM eCTb BO3MOXHOCTb OTMEHUTb OTIOXEHHYHO Nnepesarpysky KOMaHZoiA:

no reload withdelay

KoMaHay oTMeHbI Nepe3arpysky MOXHO UCM0/1b30BaTh B C/lyYae YCreLHoro
NpUMeHeHNst KOHOUTypaLmn U3 NpUMepa BhlLLe, KOrZa yrpas/ieHne KOMMYTaTOpOM
He nponano.

4.4.5 KomaHabl KONUpoBaHUA

KomMaHZAbl KOMMPOBaHUS OCYLLEeCTBAAOT OBHOBNEHME 1 COXPaHeHre KoHGurypauuin n
nporpaMMHoro obecneyeHns kKoMMyTaTopa. Bo Bpems paboTbl 110601 13 KOMaHZ
KOMMPOBAaHUS BbIMOJIHEHME BCeX OCTa/IbHbIX KOMaHZ 6/10KMpyeTcs 40 3aBepLUeHus
KonupoBaHus. Bce nonb3oBaTen onoseLLaroTcs 06 3ToM cneuunanbHbIM
coobLleHnemMm:

INFO: Single-user command was called in current or another control session, mana
gement access is blocked for the duration of the single-user command

[Mocne 3aBepLeHnAa KOMaH/4bl KOMMpoBaHMA BCE NOJIb30BaTe/ 1M OMNMoBeELLakoTCA 06
3TOMCOO6H@HM€MI

INFO: Single-user command was completed in current or another control session, m
anagement access is restored

.ﬂm6aﬂKOMaHAaKOHMpOBaHMHTpe6yeTHOATBerAeHMﬂAﬂﬂBmeﬂHEHMﬁ

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n):
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YcneLHoe KonMpoBaHMe COMpPOBOXAAETCs COOBLLEHMEM:

File transfer operation completed successfully.

HeyAaBmeeCﬂKOHMpOBaHMeCOHpOBOXAa€KﬁCDO6&@HM€MZ

ERROR: File transfer failed!

KonvpoBaHue ocyLiecTBafeTca no npotokosnam TFTP v FTP. CUHTaKCc1C KOMaH/,
KOMMPOBaHUA AJ19 060MX NPOTOKOIOB NPakTUYeCckn OANHAKOBbIN.

EANHCTBEHHbLIM OTIYMEM ABASETCA NOoAAep KKa NPOTOKoIOM FTP 1cnonb30BaHmA
MIMeHV Nonb3oBaTtena U Napossa. B aTom cnydae nepey IP-agpecom FTP-cepBepa
A06aBNAeTCA IOrVH (MMS NOMb30BaTess ), Mocae Yero KOMMyTaTop 3anpalunBsaeT
naposb:

copy ftp://user@192.168.1.1/config.cfg nvram:startup-config

1o o = FTP

Set Server IP. ... .ttt 172.16.67.39
USEFMEIR 6 0 0 0 000 0000000000000000000000000000000C¢ user

Path. . e e .

Filename. ......ouiiiiiiniiiiiiiiierennnnennnn config.cfg

D o= Y o T Text Configuration

Enter password:

Ecnm pgnsa paboTel € cepBepoM FTP 1MsA nonb3oBaTesnsa He UCNoNb3YyeTCsd, CUHTaKCUC
KOMaHZ MOJIHOCTBbIO COBMAaZaeT C CUHTAKCUCOM aHaNOrMYHbIX KOMaHA, 418 paboTbl ¢
cepsepom TFTP:

copy ftp://192.168.1.1/config.cfg nvram:startup-config
Bo Bcex ganbHenLwnx npuMmepax ncnosb3yetcs npotokon TFTP.

4.4.6 KonnpoBaHue Ha cepBep

Ha cepBep ¢ KOMMyTaTOpa MOXHO CKOMMPOBAaTb KOHPUIypaLmio 1 NporpaMmMHoe
obecneveHue.
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KonupoBaHue KoH$urypaumm

copy nvram:startup-config tftp://192.168.1.1/config.cfg

MOde. o e e e TFTP

Set Server IP.......tiiiiiiiiiiiiiiiiiinnns 192.168.1.1

Path. . e e .

Filename. ... .ttt i i i config.cfg

Data TypPe. .ttt ittt ittt ittt Text Configuration

Management access will be blocked for the duration of the transfer

Are you sure you want to start? (y/n): vy

INFO: Single-user command was called in current or another control session, mana
gement access is blocked for the duration of the single-user command

TFTP Text Configuration transfer starting...

File transfer operation completed successfully.

INFO: Single-user command was completed in current or another control session, m
anagement access is restored

KOI'II/IpOBaHI/Ie nporpamMmMmHoOro obecneyeHus

copy imagel tftp://192.168.1.1/image1.1img

Mode. . oo e e e TFTP

SEC SEFVET IPooooooooooooo00000000000000000000a 192.168.1.1
PElH0000600000000600000000000000060000000003000006 /

Filename. ... ..o tiiiiiniieiinnnenennnnennns imagel

D o= T Y7 oY Code
Destination Filename............coiviuiennnnnnn image1.img

Management access will be blocked for the duration of the transfer

Are you sure you want to start? (y/n): vy

INFO: Single-user command was called in current or another control session, mana
gement access is blocked for the duration of the single-user command

TFTP Code transfer starting...

File transfer operation completed successfully.

INFO: Single-user command was completed in current or another control session, m
anagement access is restored

KonnpoBaHue Ha cepBep C UCNOJIb30OBAHUNEM JIeKCEM

Mpw nepesade GpalinoB C KOMMYTaTOpa Ha cepBep 1 06PaTHO MOXHO UCMONb30BaTb
nekcembl B cTpoke URL, Hanpumep Bpemsi KOMMPOBaHUS U M KOMMyTaTopa. 3To
MOXeT 6bITb YA406HO MPU UCMONb30BaHUN GYHKLMM aBTOMATUYECKOrO KOMMPOBAHWS
KOH}UrypaLmm npu ee COXpaHeHUN.

,ﬂ,OCTyI'IHbIe nekcembl:

* $a — IP-agpec kommyTaTOopa, Hanpumep "172.17.1.1";

* $h — nmsa xocta kKoMMyTaTopa, Hanpumep "als_sw";

* $t — Tekywas Aata 1 BpeMst KommyTtaTopa B popmate YYYYMMDDhhmmss,
Hanpumep "20150604101537" (4 nroHa 2015 roaa, 10:15:37).
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Huxe npeactaBneH npumMep KONMpPoBaHUA CTapTOBON KOHGUrypauum Ha TFTP-
cepsep B AvpekToputo "/backup/" ¢ ncnonb3oBaHmMeM fekcemMm B UMeHN painna:

copy nvram:startup-config tftp://172.17.1.7/backup/config_$a_$h_$t.txt

Mode. .o e et e e TFTP

Set Server IP. ...ttt ittt ittt 172.17.1.7

Path. . e e backup/

Filename. v v ittt ittt et eneenneennenns config 172.17.1.1_als_sw_2015060
4101537.txt

D o= Y7 o T Text Configuration

Management access will be blocked for the duration of the transfer

Are you sure you want to start? (y/n): vy

INFO: Single-user command was called in current or another control session, mana
gement access is blocked for the duration of the single-user command

TFTP Text Configuration transfer starting...

File transfer operation completed successfully.

INFO: Single-user command was completed in current or another control session, m
anagement access is restored

MNpumMeyaHve: ecnn ¢aiin He cylecTyeT Ha TFTP-cepBepe, TO AN1F ero co34aHns
HeobxoAMMa COOTBEeTCTBYOLAA HacTpolrika TFTP-cepBepa (co3gaHve $pannos JONXKHO
6bITb pa3peLueHo).

HaCTpoi/‘u(a daBTOMaTn4vecKoro KkonmpoeaHumsa Ha cepBep

BkntouMTb aBTOMaTMYeCcKoe COXpaHeHne KOHPUrypaLmm MOXHO KOMaHAON:

copy nvram:startup-config tftp://172.17.1.7/backup/config_%$a_$t.bkp on
-save

Ob6paTuTe BHUMAHKe, YTO B MOMEHT Bbl30Ba 3TOW KOMaHZAbl CAMO KOMVpPOBaHVe He
npouncxoant. KomaHga coxpaHsieTca B KOHGUrypaumu. lNocne BkatoueHNs
aBTOMAaTMYECKOro KoNMpoBaHWS MNPy COXPaHeHNN N3MEHEeHN B KOHbUrypauum
HOBas Bepcus byaeT CKoNMpoBaHa Mo ykasaHHomy URL:

write memory
This operation may take a few minutes.
Management interfaces will not be available during this time.
Are you sure you want to save? (y/n): vy
Config file 'startup-config' created successfully
Configuration Saved!
Configuration successfully saved to tftp://172.17.1.7/backup/config_172.17.1.1_2
0150604111207 .bkp
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Ecnn npm coxpaHeHun KoHGUrypaumm npomsoLwuna owmnbka, Hanpumep TFTP-cepeep
HeJoCTyneH B TeyeHue 10 cekyHs, byzeT BbiBeZeHa oLnbKa cnesyroLero snaa:

write memory
This operation may take a few minutes.
Management interfaces will not be available during this time.
Are you sure you want to save? (y/n): vy
Config file 'startup-config' created successfully
Configuration Saved!
ERROR: Failed to copy nvram:startup-config to tftp://172.17.1.7/backup/config_17
2.17.1.1_20150604111234 .bkp

4.4.7 KonnpoBaHue c cepBepa
KonupoBaHue TekcToBoro npurnaweHuvs (CLI Banner)
KoMmyTaTOp NO3BONSET YCTAaHOBUTbL TEKCTOBOE NpuraalleHmne, kKoTopoe byaet
BbIBOANTBLCA NPU KaXKA0M NOAK/IHOUYEHUN K YCTPOMCTBY No nHTepdericy COM, Telnet
nnn SSH. B 3TOM CO06LLEHVN MOXET COoAep>KaTbCA NPON3BO/bHbIN TEKCT, 3aAaHHbIN
no/sb3oBaTesieM. 3arpy3ka TekCToBoro ¢ariia Ha yCTPOMCTBO OCYLLEeCTBASETCH U3
MPUBUIErMPOBaHHOIO pexunma no npotokony TFTP vawn FTP.
TpeboBaHuA K TeKCTOBOMY dainy:

® 0MNYCTMO NCMOJIb30BaHMe TOJIbKO neyaTtHbIX cnumBosioB ASCII;

* pa3mMep 1CcxogHoro ¢anna: He 6onee 2048 6anT;

* NCXOZHOE KONMYEeCTBO CTPOK B dpaine: He 6onee 20.

B cnyyae HeBbINOMHEHUSI XOTSA 6bl 04HOMO 13 3TUX YCNI0BUIA TEKCTOBLIN $alin He byaeT
NPUHAT, @ ero 3arpy3ka OKOHUYNTCSA Heyzauyen.

3arpy3nTtb $aiin TeKCToBOro NpuUrialleHns Ha yCTPOMCTBO MOXHO KOMaHAOM:

copy tftp://172.17.1.2/banner.txt nvram:clibanner
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Mocne ycnewHow nepeaayn CLI Banner cpa3y xe ycTaHaBAMBaeTCs, U NPy BXOAe Ha
YCTPOMCTBO Bbl YBUANTE €ro CoAep>KMMoe B KOHCON:

$ telnet 172.17.1.1
Trying 172.17.1.1...
Connected to 172.17.1.1.
Escape character is 'A]'.

Ypanutb Cli Banner MOXHO KOMaH/0M:

clear clibanner

JTa KOMaHZa 6e3B03BpaTHO yaandeT 3arpy>keHHbin ¢aiin Cli Banner.
KonupoBaHue KoH$uUrypaumum

KoHdurypaumto KomMyTaTopa MOXHO 3arpy3unTb Lenankom ¢ TFTP nan FTP cepeepa ¢
MOMOLLIbIO KOMaHAbI:

copy tftp://192.168.1.1/config.cfg nvram:startup-config

Mode. .o e e e TFTP

Set Server IP. ...ttt 192.168.1.1

R0 06 06060000060800a060000000606000000600000006 .

Filename. .. ...t ii ittt ieennieerennnnennns config.cfg

Data Type. . ittt ittt ittt ittt eiiieaeenas Text Configuration

Management access will be blocked for the duration of the transfer

Are you sure you want to start? (y/n): vy

INFO: Single-user command was called in current or another control session, mana
gement access is blocked for the duration of the single-user command

TFTP Text Configuration transfer starting...

File transfer operation completed successfully.

INFO: Single-user command was completed in current or another control session, m
anagement access is restored

Mocne BbINOAHEHUS 3TOW KOMaHAbI TekyLLas KOHGUrypauus byaeT 3arpyxeHa Ha
KOMMYyTaTOp C cepBepa, Noc/1e Yero npruMeHeHa. Npuv npumMeHeHnn KoHGUrypaumm
ceccus ynpaBneHus byaeT 3aBepLueHa.
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KonupoBaHue nporpaMmHoro obecneyeHusi KOMMyTaTopa

O6pasbl M0 image1 1 image2 MOXHO 3arpy3nTb Ha KOMMYyTaTop ¢ cepBepa TFTP van
FTP c noMmoLwbo KOMaHAbI:

copy tftp://192.168.1.1/phoenix-rtk-mips-1.0.0.21-f.stk image1

86800 000000000000000000000000000000060006000006¢ TFTP

SEt SEFVET IPoo00000000000000000000000000000000a 192.168.1.1

PEMENc 0 00000000000000000000000000060000000600000¢ A

Filename. . ... ..ottt phoenix-rtk-mips-1.0.0.21-f.stk
D o= Y7 o T Code

Destination Filename............coiiiuiiinnnnnn image1

Management access will be blocked for the duration of the transfer

Are you sure you want to start? (y/n): vy

INFO: Single-user command was called in current or another control session, mana
gement access is blocked for the duration of the single-user command

TFTP Code transfer starting...

File transfer operation completed successfully.

INFO: Single-user command was completed in current or another control session, m
anagement access is restored

4.4.8 KonnpoBaHe Ha KOMMYyTaTope

HenocpeacTBeHHO Ha KOMMYTaTOPE MOXHO MPOV3BECTN KONMPOBAHME OLHOMO
obpasa NporpaMMHOro obecneveHus B 4pyroun:

copy imagel image2
Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n): vy
INFO: Single-user command was called in current or another control session, mana
gement access is blocked for the duration of the single-user co
mmand
Copying image1 to image2...
File transfer operation completed successfully.
INFO: Single-user command was completed in current or another control session, m
anagement access is restored
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5. A YTEHTNOUNKALUWNA

5.1 BBegeHune

[ANs 33Tl KOMMYTaTOPa OT HECAHKLIMOHUPOBAHHOIO A0OCTYrNa U U3MeHeHUs
HaCTPOeK MCMo/b3yeTCst NPOBepKa Nob30BaTeNei Mo NornHy 1 naponto. Mpu
NoAK/IOYEHMM NOMb30BaTeNst eMy NpeAsiaraeTcs BBECTU IOTVIH W Naposib, nocne
NpoBepKM BBEAEHHbIX JaHHbIX MOb30BaTeNto byaeT MMb0 paspeLleH BXoz U
Ha3Ha4eH onpejeneHHbli ypoBeHb NPUBUAETNIA, N0 BXOZA ByAeT 3anpeLLeH.
MpoBepka BBeAEHHbIX NMO/Ib30BaTeNeM JaHHbIX MOXET OCYLLEeCTBAATLCSA KaK Ha
CaMOM KOMMYyTaTope, I0Ka/lbHO, TaK 1 Ha yAaNeHHOM cepBepe. HacTpolika
ayTeHTUGMKaLMN Ha yaaneHHOM cepBepe No3BOJISeT yNPOoCTUTb yNpaBneHume
NoNb3oBaTeNs MU 1 NOAAePXNBATb LLeHTPaN30BaHHY 6a3y AaHHbIX Nob30BaTeNnei
BMeCTO pacrnpegeneHHbIx Mo KoOMMyTaTopaMm CeTU HacTpoek.

5.1.1 lokanbHasa ayTeHTNdMKaLmnA

NokanbHas ayTeHTUdMKaLMa NPON3BOANTCA Ha KOMMYTaToOpe B COOTBETCTBUM C
ero/lbl HacTpokamu. Monb30BaTeNN N NAPOIN 3aMNCLIBAKOTCA B KOHPUIypaLmio
KOMMYyTaTOpa 1 UCNOJb3YHTCA NPU NPoBepKe BBOAVMbIX NOJIb30BaTENAMN AaHHbIX.
Maponn xpaHATCA B 3aPPOBaHHOM BuAe. VI3MeHUTb CNUCKN NoNb30BaTesnen n nx
naposieil BO3MOXHO TOJIbKO BONASA Ha KOMMYTATOpP C aAMUHUCTPATUBHBLIM YPOBHEM
Jocrtyna.

5.1.2 AyteHTudukaumsa c nomouubio cepsepoB RADIUS nnm TACACS+

Ans NpoBepKn BBeAEHHbIX N0Jib30BaTe/leM AaHHbIX MOTYT OblTb MCMO/Ib30BaHbI
npoTtokonbl RADIUS 1 TACACS+. TakXe eCTb BO3MOXHOCTb HaCTPOUTb
nocnezoBaTeNbHYH0 NPOBEPKY HECKOJIbKMMW METOAAMWU, Ha C/lyyaii, ecin cepsep
ayTeHTUdUKauMn BblLLeN N3 CTPOSA UK HeJoCTyrneH C KOMMyTaTopa.

O6wuin npuHUMN paboTel cepepoB RADIUS n TACACS+ gns ayTeHTUdMKaLmn
nosb3oBaTtens:

—_—

. Mlonb3oBaTeNb NpU BXoAe Ha KOMMYTaTOp BBOAUT JIOTVIH 1 Napo/ib.

2. KomMmyTaTop coeamnHaeTcsa ¢ cepBepomM ayTeHTudumkayum (RADIUS nnum
TACACS+).

3. KommyTtaTop nepejaeT Ha cepBep Mo 3alyyileHHOMY KaHany AaHHble,
BBe/leHHble Nosb30BaTesieM (JIOTUH U Napob), 1 3anpallmnBaeT paspeLueHue
Ha BXOA,.

4. CepBep nposepseT nojayyeHHble OT KOMMYTaTopa AaHHble Nob30BaTeNs,

Ha OCHOBAHWMM CBOUX HACTPOeK BblAAeT 60 paspeLleHmne Ha BXos, 11bo

3anper.
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5.2 HacTpoiika ayTeHTUPUKaLUM Ha KOMMyTaTopax
ANCnTEK

OCHOBHbIM 3/1eMEHTOM, YNPaBAAOLLMM NOPAAKOM NPOBEPKM NOTUHOB U Maposel
nosb3oBaTenel, ABASeTCa CNMCcoK goctyna. CNrcok AocTyna 3ajaeT nopsgok
NpPOBepKN BBEAEHHOr0 N0/b30BaTeNeM NOrMHA U MapoAs PasnnYHbIMU MeTOAaMN.
Mo yMONYaHMIO Ha KOMMYTaTOpe HAaCTPOEHO ABa CNK1cKka AOCTyNa C UMEeHaMWU
defaultList n networkList.

Cnncok AocTyna NpUMeHsIeTcs K onpeeneHHoMy Tuny nogkntoyenums (Console,
Telnet, SSH) n coaepXxunT B cebe CNMCOK MeTOA0B A/ NPOBepKK Noib3oBaTenen
(none, local, radius, tacacs). B ogHOM crincke AocTyrna MoxeT 6bITb HECKONbKO
MeTOZOB MPOBepPKW, NPV TaKoW HAaCTPOVike OHW ByAyT NPOBEPSATLCA MO MOPSAAKY, MOKa
He ByZeT NoyYeHO paspeLleHie UK 3anpeT Ha BXOZ NOAb30BaTesNs.

5.2.1 HacTpoilika nokasibHbIX Nofib30BaTenemn
Lar 1. MpocmoTp TeKyLLero cnucka nosib3oBareneim

Mo ymonyaHmMio Ha KOMMYyTaTope ecTb BCero JBa NoJsib3oBaTesna: admin v guest.
MNaponn obounx nonb3oBaTtenein Nycrble Ana obaeryeHns NepBUYHON HaCTPOMKY
KOMMYyTaTopa. YpoBeHb A0CTyna nosb3osaTens admin — Read/Write, uto
COOTBETCTBYET aAMUHUCTPaTUBHOMY YPOBHIO A0CTYyrMa, YpOBeHb Mo/ib3oBatens guest
— Read Only, To ecTb 3TOT N0/Ib30BaTe/Ib MOXET BbINONHATL TO/IbKO KOMaHAbl
NPOCMOTPA TeKYLLLero COCTOAHMSA KOMMYTaTopa 1 He MOXET MEHSATb HaCTPOWKN.

[ns NpocMoTpa TekyLLero Crnvcka Noab3oBaTenen MCNonb3yeTcs KOMaHAa:

show users

User Name User Access Mode
admin Read/Write
guest Read Only

LWar 2. lo6aBneHne HOBOro NnoJsib3oBaTesis

B obulem BuAe KOMaHAa 406aBNeHNs HOBOIO MNoJib30BaTeNs BbIMAANT Tak:

configure
username <login> password <password> [level <level>] [encr
ypted]
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MNapameTpbl:

* <login> — nma nonb3osatens. Jo/KHO bbITb YHUKaIbHbIM B Npejenax
KOHGUrypauum KOMMyTaTopa;

* <password> — napo/ib nosb3osatensd. MoxeT 6bITb 3aZlaH OTKPbITbIM
TEeKCTOM, N160 B 3aimdpoBaHHOM BUe. 3andpPOBaHHbIN BUJ Takxke
NCNONb3yeTcs NpU BbliBoAe KOHGUrypaunu. MNpn BBoAe Naposis B OTKPbITOM
BUZE ANVHA Napo/a MOXeT 6bITb OT 8 0 64 CUMBONOB (MPY 3TOM
MUHVMaJIbHasa AJIMHA Napost MOXeT 6blTb HAaCTPOeHa B KOHUrypaumm ¢
NOMOLLBIO KOMaHAbl passwords min-length <0-64> B koHTekcTe configure),
pa3peLueHbl cMMBOAbLI OT "a" go "z", ot "A" go "Z", oT "0" o "9" n cumeon "_
Mpw BBOAE Napons B 3alLMPPOBAHHOM BUAE OH AOJIKEH UMETb ANNHY 128
CMBOJIOB, pa3peLlueHbl cuMBobl oT "a" go "f" n ot "0" go "9";

* <level> — HeobsA3aTeNbHbIV MapamMeTp, KOTOPbIA MOXeT NPUHUMAaTb
3HayveHnsa 1 nnun 15, KoTopble COOTBETCTBYIOT YPOBHIO AgocTyna Read Only n
Read/Write. Ech napameTp onyLLeH, 3HayeHne NpuHNMMaeTcs paBHbIM 1
(Read Only nonb3oBatenb);

* [encrypted] — ¢nar, KOTOpbIV yYKa3blBaeTCs B C/lydae, ecnuv naposb 3ajaH B

3aWwrdpoBaHHOM BUjE.

[lo6aBVM HOBOTrO MO/Ib30BaTesNs C ypoBHeM gocTyra Read Only:

configure
username user1 password 12345678 level 1

34ecb Mbl 406aBUAM NONb30BaTeNs C IOrMHOM "user1"”, naponem "12345678"
ypoBHeM goctyna Read Only.

[lobaBnM eLLe o4HOro Nob30BaTens, ykasaB naponb "12345678" B 3aumMppoBaHHOM
BUAe:

configure
username "user2" password 928336800ccca32a4c218d5e93108e70
239a6a11664300a29598ec3b4771b69fd1711bcccd59d465b2309c18879c50347d786118e6d332a4
b21b337c620dcc5¢c level 1 encrypted
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Co3zazAnM elle OAHOro NONb30BaTENSA C AAMUHUCTPATUBHbBIM JOCTYMOM:

configure
username "admin2" password "VeryStrongPassword123_x8" leve

115

LLiar 3. i3MeHeHMe YPOBHSA f0CTyNa WAV Naposs nosb3oBaTene

[ANna TOro 4To6bl U3MEHUTL YPOBEHb AOCTYMNa UAM NapPO/b NOMb30BaTENS, HYXXHO
MOBTOPHO BBECTU Ty Xe KOMaHZy, YTO 1 NMpu co3gaHunu. Maponb Uam ypoBeHb
A0CTyna byayT OBHOB/EHBI Y YXKe CyLLLeCTBYHOLLEro nosib3oBaTens.

3meHnM naponb y nonb3osaTens "admin2" 13 npeablayLiero nprmepa:

configure
username "admin2" password "VeryStrongPassword123_x16" lev

el 15

I3meHVM ypoBeHb A0CTyna y nosib3oBaTens "userl":

configure
username user1 password 12345678 level 15

Tenepb nonb3oBaTesb "user1" nMeeT ypoBeHb AocTyna Read/Write, B UeM MOXHO
ybeanTbCs, NPOCMOTPEB CMMCOK NONb30BaTeNei:

show users
User Name User Access Mode

user1 Read/Write
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LWar 4. YapaneHne nonb3oBaTens

Ans yAaneHmad nosib3oBatesid MCnoJjib3yeTcd KoMaHAa:

configure
no username <login>

Ypaanum nonb3oBaTens c 1orMHoMm "user1" n3 npeabiayLLmx npMmMepos:

configure
no username user/

5.2.2 HacTpoilika meToA0B ayTeHTUPUKaL N

Mo ymMON4YaHMIO Ha KOMMYyTaTope NPUCYTCTBYeT ABa CNMCKa AOCTyNa A5 NPOBepPKY
NnorvHoB 1 naponei nonb3osatenei: defaultList n networkList. Kpome Toro, no
YMOJIHaHUIO CyLLeCcTBYeT cneuynanbHbIv CNMcok focTyna enableList, KoTopbi
ynpasnsetT MeToA40M MPOBepPKX Mapons ANA KOMaHAbl NOBbILLIEHWA NpuBUAerni
enable. TekyLee cocTosHMe CNUCKOB AOCTyNa U METOAOB NPOBEPKN MOXHO
NPOCMOTPeTb KOMaHAOW:

show authentication methods
Login Authentication Method Lists

defaultlList : local
networkList : local

enablelist . enable

Line Login Method List Enable Method List
Console defaultList enablelist

Telnet networkList enablelist

Ssh networkList enablelist

B nepBoii Tabanue nokasaHo, YTo CyLLECTBYET ABa CNcKa A4OCTyna (Mo yMOAYAHNIO).
MeToz NpoBepKn NOrviHa 1 Napons Mpu BXOAE Y 3TUX CNINCKOB A0CTYMNa YCTaHOB/EH B
local. MeToz npoBepkun MOXeT NPUHMMATL CleaytoLLve 3HaYeHWs:
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* none — He NPOBepATb NOTMH 1 Naposib. B 3Tom cyyae nroboi Bxog byaeT
pa3speLleH 6e3 NpoBepokK, Napo/b He NpoBepseTcs;

* local — norviH n Naposb Npu BXxoe NpoBepstoTCA MO TeKyLLeMy CrncKy
nosib3oBaTteniel, 3a/laHHbIX B KOHQUrypaLumm KOMmMyTaTtopa. 3HayeHue rno
YMOJTHaHUIO;

* radius — ans9 NpoBepky BXOAa KOMMYTaTop byaeT obpallaTbcs K
HacTpoeHHbIM RADIUS-cepBepaM B nopsgke nx npnoputeta. Ecnn cepsep He
OTBeYaeT B TeyeHVe ornpeseneHHOro BpeMeHu, 3anpoc byAeT HanpasieH
cneayroLiemy cepeepy (ec/v OH ecTb);

* tacacs — 415 MPOBepPKN BXOAa KOMMYTATOp byaeT obpallaTtbcs K
HacTpoeHHbIM TACACS+-cepBepam B nopsagke nx npuopurteta. Ecnm cepeep He
OTBeYaeT B TeyeHVe ornpeseneHHOro BpeMeHu, 3anpoc byAeT HanpasieH
cneayroLiemy cepeepy (ec/v OH ecTb);

VI3MeHUTb MeToj, NPoOBEPKN JIOTMHa W NMaposid MOXHO KOMaHAOI\/JIZ

configure
aaa authentication login <default|<list name>> <method> [<
method>]

* default — cnucok goctyna no ymonyaHuto (gnsa coegnHeHuii telnet n SSH ato
networkList, 119 COM 310 defaultList);

* <list name> — nmMsa paHee CO34aHHOMO CNKCKa A0CTyNa;

* <method> — 0AMH 13 MeTOAOB NPOBEPKW NOTVHA 1 NAPOASA, NepeUncieHHbIX
BblLLe. MeTOo40B MOXHO yKa3aTb HECKONbKO.

Ans npyimepa OTKIUMM MPOBEPKY NIOFHA 1 Napoasa Aas CNncka J4oCTyna
defaultList:

configure
aaa authentication login defaultlList none

Ans ogHOro cnncka A40CTYyMa MOXHO Ha3Ha4YNTb HECKO/IbKO MeTOA0B NMPOoBEPKN.

Hanpumep, HazHaunM nocnesoBaTelbHYHO NMPOBEPKY MO BCEM METOAAM A/1s CNnCKa
networkList:

configure
aaa authentication login networkList tacacs radius local
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Takas HacTporKa npmseeT K cnegyroliemy 3¢ dekTy: cHavana BBeJeHHbIA NOrvH U
naposb byzeT NnpoBepeH Ha HacTpoeHHbIX TACACS+-cepBepax. Ecav HY ogunH 13
TACACS+-cepBepoB He OTBETW/ (M1 HX O4HOr0 CepBepa He HaCTPOEeHO), NpoBepKa
NPOAO/IKUTCA Ha BCex HacTpoeHHbIX RADIUS-cepsepax. Ecnv HM oavH 13 RADIUS-
cepBepoB He OTBETUA (MY OHW He HaCTPOeHbI), NpoBepKa byaeT npomnsseseHa no
nokanbHoW 6a3e nonb3osBaTesne. B cnyyae nonyyeHns oTeeTa Ha IloboM 3Tane
(OTpMLLATENBLHOIO UMK MOJIOXNTENIBHON0) NpoBeEpPKa NpekpaLlaeTcs.

BTopas Tabnmua nokasbiBaeT, Kako MeToZ NpoBepku YCTaHOBAEH ANS MapOs
KomaHzbl enable. 3Ta KOMaHza CMONBL3YeTCs AN1K NOBbILLEHWS NPUBUIETNT
nosb3oBaTensiMu C ypoBHeM gocTyna Read Only. To ecTb Nonb3oBaTelb MOXET BONTU
KakK rocTb, a 3aTeM BBECTU CreLmanbHyto KomaHay enable, nocne yero BBecTr
BEPHbI Mapo/ib MNOBbILEHNS MPUBUAETUA 1 NONYYNTb NPaBa agMUHUCTPATOpPA.

MeToza NPoOBEPKN Naposda B KOMaHAe enable moxert npuHMMaThb cnegyrouine
3Ha4eHuA:

* none — He NpoBepATb Naposb. B 3TOM cnyyae BBeAeHHbIN Naposib He byaeT
NpoBepATbLCA, NH0O60N NONb30BaTelb CMOXET MNONYUYNTb NPUBUIETN
aAMVIHUCTPATOpPa;

* enable — naponb NpoBepseTcs N0KaNbHO U 3a4aeTcs B KOHOUIypaLmm
KomMMyTaTopa. o yMon4aHMio Naposib NyCcToi, TO eCTb 160 rocTbe MOXeT
NONYYNTb NPUBUIETN aAMUHUNCTPATOPS;

* radius — AN NpoBepKY Napoas KoOMMyTaTop byseT obpaLlaTbes K
HacTpoeHHbIM RADIUS-cepBepam co creymanbHbIM 3aNpoCcoM NMpoBepKU
pa3peLleHns NoBbILLEHNSA MPUBUIETNIA;

* tacacs — A/15 NPOBEPKM Napoas KOMMyTaTop byaeT obpaLlaTbCsa K
HacTpoeHHbIM TACACS+-cepBepam €O crneLpanbHbIM 3anpoCcoM NPOBEPKY
pa3peLleHns NoBbILEHNSA NPUBUIETNIA.

Cnocob nposepkn naposns enable MOXHO CMeHUTb KOMaHAOM:

configure
aaa authentication enable <default|<list name>> <method> [
<method>]

* default — cnncok goctyna Nno yMoA4aHuto (419 BCeX COeAMHEHUIA 3TO CMMCOK
enablelList);

* <list name> — nmMsa paHHee CO34aHHOro CrMcKa AoCTyna;

* <method> — 0AMH 13 MeTOAOB NPOBEPKW NOTVHA 1 NAPOASA, NepeUncieHHbIX
BblLLe. MeTO40B MOXHO yKa3aTb HECKONbKO.
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CocTosiHVe MO YMOJTYaHWIO YCTaHOBNEHO B MeTo/ enable, To ecTb BBeieHHbI
naposb byAeT CPaBHUBATLCA C COXPAaHEHHbIM B KOHGUIypaLmm KOMMyTaTopa
naponem.

CaM nokanbHbIN Napob MOXHO 3ajaTb B KOHOUIypaLuum KOMMyTaTopa KOMaHAOM:

enable password <password> [encrypted]

®nar encrypted ykasbiBaeT Ha TO, UTO NapPO/ib 6bIN BBeAEH B 3alUIMPPOBAHHOM BUAE,
Tak Xe KakK 1 Npu co34aHnm nonb3osaTenei. NpnmMep ycTaHOBKM:

enable password "SuperEnablePassword_saved"

TpeTbs Tabnuvua 3aaeT COOTBETCTBME NMPoTokooB Bxoda (COM, Telnet, SSH) n
CMNKYCKOB AocTyna. s pasHbIX MPOTOKO/I0B MOXHO YCTAHOBUTL Pa3/ivyHble CrNCKU
[0CTyNa, B TOM YunC/ie U CO34aTb COBCTBEHHbIE.

5.2.3 Pa6oTa co cnnckamm goctyna

Cnuncok AocTyna CoAep>XnUT CNCOK METOA0B NpoBepkn ayTeHTndmkaumm (none, local,
radius, tacacs) n MoxeT 6bITb MPYMEHeH K onpeeneHHOMY TUMy NOAKAYEHNS
(COM, telnet, SSH). Cnncok goctyna Ha3Ha4vaeTcs KaxaoMy 13 9BHO, B
COOTBETCTBYIOLLEM KOHTEKCTE.

LWar 1. MpocmoTp TeKyLero COCTOAHUA CMNUCKOB A0CTyNa U MeToA0B NMPoBepKn

TekyLLEee COCTOSIHNE MOXHO Y3HaTb KOMaHZOIA:

show authentication methods
Login Authentication Method Lists

defaultlList : local
networkList : local

enablelist . enable

Line Login Method List Enable Method List
Console defaultList enablelist

Telnet networkList enablelist

Ssh networkList enablelist
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3 3TKx Tabnuy BUAHO, YTO Ans BXxoga no COM-nopty (Console) ncnonb3yeTcsi CriMcok
poctyna defaultList, metoa npoBepkun koToporo "local". Ans yaaneHHbIX CoeANHEHN
no Telnet n Ssh ncnonb3yetca cnncok goctyna networkList, meToz npoBepku
KoToporo Takxe "local". Ansa Bcex Tpex npoTokonos (COM, Telnet, SSH) ana nposepku
napo/is KOMaHAbl NOBbILLIEHUS NPUBUIErIA MCNOAb3YeTCs CMMCOK J0CTYyNa
enableList, meTo4 NpoBepkM KOTOPOro ycTaHOB/NEeH B enable, To ecTb 1okanbHas
npoBepkKa Napons, 3a4aHHOro KOHpUrypawmen.

Mo ymonyaHuio cepsepa RADIUS n TACACS+ He UCMonb3yoTCA.
LWar 2. Co3paHMe nosib30BaTe/IbCKOro CNMcka gocrtyna

[ANa co34aHMA HOBOTO CMNCKA A0CTYMNa UCMONb3YeTCss KOMaHAA:

configure
aaa authentication login ulLoginList local
aaa authentication enable uEnablelList enable

B 4aHHOM cnyyae Mbl CO34anu HOBbIW CMNCOK AOCTyNa € MMeHeM uLoginList n
Ha3Ha4YMNM MeTOZ NPOBEPKW N0THA 1 NAaponsa Npu Bxoe nonb3osaTenein B local.
Takxe 6b1/1 CO34aH CNNCOK A0CTYNa AN MPOBEPKM NMapons KOMaHAbl NOBbILLIEHNS
npuswunerni ¢ umeHem uEnableList n yctaHoBneH meToz npoBepkn Naposs enable,
TO eCTb NpoBepKa byaeT ATV MO HACTPOEHHOMY B KOHGUrypauum naposto.

LWar 3. Ha3HaueHue cnucka agocTyna

[N TOro 4To6bI CNNCOK AOCTYMNa 3apaboTan, ero HyXXHO Ha3HaYNUTb 419 MPOTOKON0B
BXOJAa KOMaHAAMMU:

configure
line console
login authentication ulLoginList
enable authentication uEnablelist
exit
line telnet
login authentication ulLoginList
enable authentication uEnablelist
exit
line ssh
login authentication ulLoginlList
enable authentication uEnablelist
exit
exit
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B 3Tnx Tpex 610kax Mbl AN BCeX MPOTOKOJIOB BXOAa Ha3HaUMAM CMUCOK AOCTYrNa
uLoginList (219 npoBepkn Bxoaa) 1 cnucok uEnableList (15 npoBepkn napons
KOMaHZbl NOBbILLEHUS NpUBUNErni).

Mocne 3TX KOMaHZ COCTOsIHME CNUCKOB A0CTyNa 6yAeT cegytoLee:

show authentication methods
Login Authentication Method Lists

defaultlList : local
networkList : local
uLoginlList : local

Enable Authentication Method Lists

enablelist : enable

uEnablelist : enable

Line Login Method List Enable Method List
Console wuloginList uEnablelist

Telnet uloginList uEnablelist

Ssh uLoginlList uEnablelist

5.2.4 HacTpoiika KommMyTaTopa Aans ucnosnb3osaHns RADIUS-
cepBepa

RADIUS (aHrn. Remote Authentication in Dial-In User Service) — ceTeBoW NpoOTOKO,
KOTOPbI 0becneumnBaeT LLeHTPann30BaHHYH ayTeHTUGUKaLMO, aBTOPMU3auuIo N yyeT
NCNONb30BaHMA CeTeBbIX CEPBNCOB. DTOT MPOTOKO/ TakXe NCNONb3YeTCs ANA CUCTEM
Tapuukaumn.

LWar 1. Yka3saHwue IP-agpeca cepBepa

KomaHga co3paHusa RADIUS-cepBepa B 06LLeM Buje BbIrSAUT ClelyrowM o6pa3om:

configure
radius server host auth <server address> [name <name> [por
t <port>]]

Ana kaxgoro RADIUS-cepBepa nomMrmo IP-agpeca MOXHO ykasaTb ero Ms 1
HecTaHZapTHbIX NopT. Ecin napameTpbl OnyLUeHbl, UMS MPUHUMAETCA PaBHbIM
"Default-RADIUS-Server", a Homep nopta — 1812.
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Co3gaanm Hoeblh RADIUS-cepBep:

configure
radius server host auth 172.17.1.100 name "Main"

CepBepoB RADIUS moxeT 6bITb YKa3aHO HECKO/IbKO (40 3), B 3TOM C/ly4ae KOMMYTaTop
npu NpoBepkKe NorHa 1 napons byzeT obpallatbCd B nopsjke npropuTteta K
Kaxgomy cepsepy RADIUS, noka He nonyyunT oTBeT. B cnyyae nonyyeHus
paspeLleHns nam 3anpeta ayTeHTudrKaLumm oT cepBepa, ocTalbHble cepBepbl
onpaLumBaTbCs He byayT.

[o6aBnM eLLe OANH cepBep C yKa3aHeM HeCcTaHZapTHOro nopTa:

configure
radius server host auth 172.17.1.111 port 18337

Takxe eCTb BO3MOXHOCTb Ha3Ha4YnTb 0OCHOBHOM RADIUS-cepBep KOMaHZAOM:

configure
radius server primary 172.17.1.111

OcHoBHoI RADIUS-cepBep byzeT onpalunBaTbCA NepBbIM, @ 3aTeM BCe OCTaflbHble,
eC/I OHW eCTb, B NopsAKke nx JobaBneHnsa B KOHGUrypaumio.

LWar 2. YkasaHue K/toya WwndppoBaHmsa ANl o6MeHa AaHHBIMU MeXAy
KOMMYTaTOPOM M cepBepoMm

3afajnM KoY, KOTOPbIA ByAeT 1Crno/ib30BaThCsa B NpoLiecce obMeHa JaHHbIMU
Mexay kommytatopom 1 RADIUS-cepsepom:

configure
radius server key auth 172.16.67.39
Enter secret (16 characters max):******
Re-enter secret:****%*

BBezeHHbI K/1toY B NMose secret J0/IXXKeH COBMasaTh C K/IOUOM, KOTOPbI yKa3biBaeTCs
B KOHOUrypaumm Ha cepeepe RADIUS. 3TOT k10U rapaHTUpPYeT, YTo NnepesaHHble
AaHHble ByAyT 3aLUMLLEHbI.
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Lar 3. BkitoueHne NnpoBepKy JIOFrMHa U Naposis nosib3oBaTtesieil C NOMOLLbIO
cepsepa RADIUS

ANsa BKAOUEHVS NpOBepKn IOrHa 1 Napons Ha cepsepe RADIUS Heobxoammo
£[,06aBNTb MeTOZ MPOoBepKW B onpeseneHHbln CnCoK AoCTyna:

configure
aaa authentication login networkList radius

B #aHHOM cnyyae Mbl A1s CrKcka AocTyna ¢ MeHem networkList (no ymonyaHmio oH
ncnonb3yeTcs A9 4OCTyna no npotokonam Telnet v SSH) npuMmeHnnn metoz
nposepkun "radius". 3TO 3HAUNT, YTO NPU NOAKIHOUEHNW MOJIb30BaTeNen No
npotokony Telnet nnan SSH npoBepka NorMHa 1 Napons byaet NPoOBOANTCA
KOMMYTaTOpPOM Ha HacTpoeHHbIX RADIUS-cepBepax.

LLar 4. BkatoueHue npoBepKy nNapons KoMaHAabl NOBbILLEHUA NPUBUIETNA C
nomoluybto cepsepa RADIUS

AN BKAOUEHVS NpoBepKM Napois KOMaHAbl NoBbILLeHNSA npuBuaernii enable Ha
RADIUS-cepBepe HeobxoanMo f06aBUTb METOA NPOBEPKU B ornpesesieHHbIA CNCOK
Aoctyna:

configure
aaa authentication enable enablelist radius

B #aHHOM cnyyae Mbl Ans cnncka goctyna enableList npymeHnnn metoz npoBepku
"radius". Mpy NonbITKe NOBLILLEHWS NpUBUAErIA NpoBepka Napons byaet
NPOBOANTLCA KOMMYTAaTOPOM Ha HacTpoeHHbIX RADIUS-cepBepax. BaxXHO OTMeTUTb,
YTO AN KOppekTHOW npoBepkn Ha RADUIS-cepBepe fomKeH 6biTb HAacTpOeH
nonb3osatenb $enab15$ c atpmnbyTom Service-Type, pasHbiM Administrative-User.
Maponb 3TOro Nonb3oBaTens 1 byaet NnaposieM KOMaH/bl MOBbILLEHWA NPUBUAETNTA.

5.2.5 HacTpoiika KomMmyTaTopa AJisl UCNOo/Ib30BaHUS
TACACS+-cepBepa

TACACS+ (aHrn. Terminal Access Controller Access Control System plus) — npoTtokon
ynpaBieHUsa AOCTYMNOM, pe3ynbTaTt ycoBepLueHcTBoBaHUA npoTokona TACACS.
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LWar 1. HacTtpoiika cepsepa TACACS+

Ana co3panunsa cepsepa TACACS+ rcnonb3yeTca KOMaHAa:

configure
tacacs-server host 172.16.67.39
key qwerty
priority 32

B aaHHOM npumepe 6611 co3aaH TACACS+-cepsep ¢ agpecom 172.16.67.39,
CeKpeTHbI KoY /151 3TOro cepBepa bbi1 yCTaHOBEH B "gwerty", a npuopuTeT
yctaHoBsieH B 32. lMpuoputeT TACACS+-cepBepa MOXET NpUHMMaThb 3HadyeHus ot 0 fo
65535, npu 3TOM cepBep C HaMEeHbLLNM 3HaYeHeM NpPropmnTeTa CYNTALTCH
Hanbonee npuopuTeTHbIM. CepBepoB TACACS+ MOXeT bbITb YKa3aHO HECKONbKO (40
5), B 3TOM C/lyyae KOMMYTaTOP Npu NpoBepke JIorHa 1 naponsa byzet obpallatbcsa B
nopsajake npuoputeTa kK kaxzaomy cepsepy TACACS+, noka He NonyyunT oTeeT. B ciiyuae
NonyyYeHNs paspeLleHns Uay 3anpeTa ayTeHTuduKaumm ot cepeepa, OCTallbHble
cepBepbl OMpaLlnBaTbCa He byayT.

LWar 2. BkntoueHue noruposaHua CLI-komaHp, (Spy Log) Ha cepBep TACACS+
(onyMoHaNbHO)

Ha komMyTaTope ecTb AONONHUTENbHAA QYHKLMSA, KOTOPAs 3ak/N04aeTcs B OTNpaBke
BBeZeHHbIX Ha komMyTaTope CLI-komaHA Ha cepBep TACACS+. BBegeHHble KOMaHAbI
oTnpaensatoTca B coobuieHnax TACACS+ Accounting. Kpome TOro, KOMMyTaTop
OTNpaBAsieT COOOLLEHNSA O BXOAE 1 BbIXOZe MoJib30BaTenei.

Ana BkAroyeHusA OTNpPaBKN TakKnX COO6LLI,eHVIﬂ MCnoJjb3yeTcd KOMaHAa:

accounting

KomaHza BBOANTCA B KOHTEKCTe HaCTPOUVKM KOHKpeTHOro cepsepa TACACS+. MNocne
BbIMOJ/IHEHUS KOMaH/Abl COOBLLEHNA HaUMHaOT nepedaBaTbca Ha TACACS+-cepsep.

Lar 3. BkatoueHne npoBepKU IOrMHa 1 Naposs nosib3oBaTesierl C MOMOLLbIO
cepBepa TACACS+

[Ans NpoBepKM IOFMHA 1 Napoas nonb3oBaTtener Ha cepsepe TACACS+ Heobxo4MMO
A06aBUTb MeTo/ NPOBEPKY B ONpeseneHHbI CNNCOoK AoCTyna:

configure
aaa authentication login networkList tacacs



63
643.PHK.50159-01 32 01

B #aHHOM cnyyae Mbl 415 CrKcKa AocTyna ¢ MeHem networkList (no ymonyaHumio oH
ncnonb3yeTcs Ana goctyna no Telnet n SSH) npumeHnan metog nposepky "tacacs".
OTO 3HAUUT, YTO NPU NOAKIOYEHVI NoNb30BaTenen no nportokosny Telnet nan SSH
npoBepkKa IorviHa 1 Naponsa byaeTt npoBoAnTCca kKommyTatopom Ha TACACS+-cepBepe.

Lar 4. BkatoueHne npoBepKy Naposif KOMaHAbl NOBbILLEHUA NPUBUAETNIA €
nomouybto cepsepa TACACS+

Ana NnpoBepky Napons KoMaHAbl NOBbILeHWS npuBuiernin Ha cepsepe TACACS+
HeobxoANMO A06aBUTb METO/ NPOBEPKN B ONpeseneHHbIN CNNCOK JocTyna:

configure
aaa authentication enable enablelist tacacs

B #aHHOM cnyyae Mbl 415 CriMcka JocTyna ¢ MmeHem enableList npyimeHnnn metog,
npoBepkun "tacacs". 3T0 3HAYNT, YTO NPW MOMbITKE MOBbILLEHNS MPUBUNETUIA
npoBepka napons byaet NpoBoANTCS KOMMyTaTopoM Ha TACACS+-cepBepe. BaxHo
OTMETUTb, UTO AJI KOPPEKTHOW NMPOBEPKM Naponsd KomaHAbl enable Ha
TACACS+-cepBepe fo/mKeH 6blTb HAaCTPOeH NpuBUIernpoBaHHbli (priv-lvl = 15)
nonb3osatesib $enab15$, ero naponb 1 byaeT NnaponemMm KOMaH/Abl MOBbILLEHNS
npuBunervi.

5.3 TnoBble BONPOCHI N OLLNGKN
PaccMoTpuM 06LLy0 cxeMy paboTbl MPOBEPKW NIOTMHA U Napo/is NONb30BaTeNs.

KoHdurypauusi kKommyTaTopa Anst AaHHOro NprMepa:

network parms 172.17.1.1 255.255.0.0 0.0.0.0

network mgmt_vlan 1

configure

aaa authentication login "networkList" tacacs radius
tacacs-server host 172.17.40.52

key encrypted 9245...b7f5

exit

radius server host auth 172.17.35.87 name server1

radius server key auth 172.17.35.87 encrypted 20b1...f50e
radius server primary 172.17.35.87

radius server host auth 172.17.14.48 name server2

radius server key auth 172.17.14.48 encrypted 0944...a0f4
exit
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ANVHHbBIE CTPOKM LLINPPOBAHHBIX K/IOUen onyLeHbl B npumepe. ObpaTtute
BHMMaHMe, 4YTo AN KOHCoNbHOro Bxoa (COM) cnncok AocTyna oCcTaB/ieH Mo
ymonyaHuto defaultList, B HeM ykasaH oguH meTog;: "local". 3Ta HacTpolika He
oTobpaxaeTcs B KOHOUrypaumun.

Cxema nNpoBepKku ANst JAHHOrO NprMepa:

Jlornu n
napo/ib Nofib3oBaTens

SN

MopkntoueHne: MNoakntoueHne: MopkntoueHne:
Console (COM) Telnet SSH
Crnncok gocrtyna Crnncok goctyna
defaultList networkList
Metoz 1: MeTtopa 1: MeTog 2:
local tacacs radius
HactpoeHHble TACACS + RADIUS RADIUS
Ha KOMMmYyTaTope Cepsep 1 Cepsep 1 CepBep 2
rNoJsib30BaTeNN (HezocTyneH) (HezocTyneH) pBep

. e

PesynbTart npoBepku
PaspelwleH | 3anpeLyéH

Ha saHHoOI cxeMe n306paxkeH 06LLMIA Xxo4 NpoBepku. Mpocnesim NpoBepKy N0rMHa U
naponst Ha NpuMepe:
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* MoJib30BaTeNb BXOAUT NO NpoTokosy Telnet Ha komMmyTaTop;

* ans npotokona Telnet HazHayveH cnmncok goctyna networkList, B koTopom
yKa3aHo ABa MeToza nNpoBepku: "tacacs" n "radius";

* nepBbIM b6yaeT onpolueH cepeep TACACS+ ("TACACS+ Cepsep 1" Ha cxeme,
agpec 172.17.40.52 B koH$urypaumm). B npnmepe 3T1OT cepBep HeZOCTyMNeH, U
npoBepka byzeT NpoAo/XKeHa (O4HO3HAUHBIA pe3ynbTaTt He NoayYeH);

* BTOpbIM ByaeT onpoweH cepaep RADIUS ("RADIUS Cepsep 1" Ha cxeme, agpec
172.17.35.87 B KOHOUrypaumn). B npnmepe 3TOT cepBep TakxKe HeAOoCTyMneH, U
npoBepka byzeT NPOLOIXKEHS;

* TpeTbuM ByaeT onpolueH cnepytowwmia cepsep RADIUS ("RADIUS Cepsep 2" Ha
cxeme, agpec 172.17.14.48 B koHburypauun). Cepsep JOCTyMeH, U OTBET,
KOTOPbIVi OH AacT, byAeT onpeAenaTb YCNewHOCTb BXOAa NONb30BaTeNs.

PaccmoTpuM eLle oAnH npumMep:

* Monb3oBaTeNb NOAKIYAETCA K KOMMyTaTopy no COM-nopTy;

* ANSA 3TOrO TWMNa BXoJa HasHauyeH cnncok goctyna defaultList, B koTopom
BCero oAuH metoz nposepkn — "local”;

* BBe/eHHbI N0Sb30BaTeIeM IOTUH 1 Napo/b NPOBepPSEeTCs Mo J10KaIbHOW
6a3e nosb3oBaTenelr Ha KOMMYTaToOpE;

* eCnuv Nonb3oBaTenb HalgeH B KOHGUrypaLmm KoMMyTaTopa, 1 Nofb30oBaTeNb
BBeJ1 BEpPHbI Napoab — A0CTyN 6yAeT pa3peLleH. B npoTuBHOM cnyyae
A0CTYN byAeT 3anpeLleH.
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6. YMPABNEHWNE NMHTEP®ENCAMU

6.1 HacTpoiika

Hactpoika nHtepderncos ocyLLecTBNAETCA B OTAENbHOM KOHTeKCTe (nogpobHee 0O
KOHTeKCTax YntanTe B rnase "KoHuenuumn koHGuryprposaHuna"). Jtobble HaCTPOKK
NHTEpPdencoB MOXHO BbIMOJIHUTbL Kak ANA OAHOTrO, TaK U 4151 HECKONIbKNX
nHTepdencos.

ANA HaCTPOMKM OAHOIO NHTepdeica NCNOoNb3yeTCa CNesyoLWMiA BXOA B KOHTEKCT:

configure
interface <slot>/<port>

¢ <slot> — ¢usnueckoe yctponctso (0) nnm nornyeckoe B Habope LAG (1);
* <port>— HOoMep nHTepdelica.

ANa HAaCTPOMKN HEeCKONIbKUX NHTepderncoB NCnonb3yeTcsa 3ansras (,) 414
nepedncieHns nHTepdencos n feduc (-) 4ns ykasaHusa gnanasoHa NHTepdercos.
BO3MOXHO 1Mcnonb30BaTh KOMOMHVPOBAHHbLIA BapPMaHT, KaK MOKa3aHo HUXe:

configure
interface 0/1,0/4,0/6-0/8,0/10

Bo Bcex nocneayroLLmx npuMepax KOMaHz Mcnonb3yeTcs nepsblil MHTepdenc.
BbinosHeHVe KOMaH/ Ha NPOV3BOJIbHOM Habope NHTepdencoB NAEHTUYHA MO
AEVICTBMIO BbIMOIHEHNIO KOMaHZ Ha KaXKA0M nHTepderice 13 Habopa No oTAebHOCTH
W CNYXUT ANS yA06CTBa HAaCTPOMKMN.

6.1.1 BbikKN1loUeHMe N BKJ1IlnUeHune
NHTepdelic nmeert 2 cTaTtyca:

* AAMUHUCTPATUBHbI — HaCcTpOeHHbIn B KOHGUrypaumm (Enabled/Disabled);
* onepaTuBHbIN — dakTnyeckoe coctosHe nnHka (Up/Down).

Ecnm nHtepdeinc otTkntoueH agMMHNCTPATUBHO, NNHK BCerga byaet B COCTOAHUY
Down.
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BbikntoueHne nHtepdeica

shutdown

BknitoueHue nHtepdeiica

no shutdown

6.1.2 YnpaBsieHne napamMmeTpamMmu nepeapaum

Auto Negotiation — 3T0O NpoLecc aBTOMaTNYeCKOro onpegeneHns napameTpoB
nepezayu, Takmx Kak CKopocCTb 1 pexxum gynnekca. lNo ymonyaHuto Auto Negotiation
BKJ/IFOYEH Ha BCex nHTepdeicax KOMMyTaTopa.

LWar 1. BeikntoueHue Auto Negotiation

no auto-negotiate

Llar 2. HacTpoiika CKOPOCTU U peXXnma aynsekca

speed <speed> (half-duplex|full-duplex)

3HaueHNAMY napamMeTpbl <speed> moryT 6bITb 10, 100, 1000 (M6UT/C). ECin
dusnuecknin nHTepderic He NoAAepPXKMBAET YKa3aHHYH CKOPOCTb, NpU BBOAE
KOMaHAbl 6yseT BbiBeJeHa owmnbka. AHaNOrMyHasa CUTyaums MoXeT BO3HUKHYTb Mpu
nonbiTke yctaHoBUTb pexrm 1000 half-duplex, nockonbky nonyaynnekc He
noajepxveaeTcs ansa ckopocty 1000 Méut/c.

BkntoueHune Auto Negotiation

auto-negotiate

Mpwn BktoveHUK Auto Negotiation HaCTPOMKM CKOPOCTU N pexmnmMa Ayrsekca Ha
nHTepderice copacbiBatOTCS.
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6.1.3 Hactpovika MTU Ha nHTepdeiice

MNapameTtp Maximum Transmission Unit (MTU) onpeaensieT MakcManbHbIA pasmep
kagpa Ethernet B 6aiiTax, KOTOpbI MOXeT b6bITb NepejaH NHTepdencom. 3HayeHne
MTU no ymonyaHuto (OHO Xe MUHUManbHoe) — 1518 6anT. MakcMmanbHoe 3HayeHune
MTU — 9216 6anT. YBenndeHmne MTU moxeT 6bITb HEOH6XOANMO ANA nepesayn
601bLUNX KaApPOB Mo TexHonormm Jumbo Frame.

Hactpoiika MTU

Ana HasHavyeHna MTU ncnonb3yeTtca KoMaHja:

mtu 2000

YctaHoBka MTU no ymonuyaHuio

Ansa Bo3epaweHns MTU Ha nHtepderice B 3Ha4eHMe No YMONYaHUIO UCMOJIb3YyeTCs
KOMaHAa:

no mtu

6.1.4 HacTpoiika onucaHusa nHtepdeiicos

Kaxxgomy nHTepdeincy MoxHo Ha3Ha4YnTb ONmncaHme, KOTOpPOoe MOXET CoAepXaTb
AOMNONHUTENBbHY NHGOPpMaLMio 06 nHTepdeiice.

Ansi fo6aBneHNs onMcaHns NCNoNb3yeTcs CieayroLlas KoMaHAa:

configure
interface 0/1
description "Customer 068834"
exit
interface 0/10
description "000 Buka"
exit
interface 0/28
description "Uplink to aggregation"
exit
exit
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OnuvcaHne nHTepderca MoxXeT bbITb AIMHOWN A0 64 CUMBONOB, pa3peLleHo
MNCNONBb30BaTh NH06bIe CUMBOJIbI, KPOMeE KaBblYeK. ECIn B CTPOKe OnmncaHus NMeroTCs
CYIMBOJIbl, OT/INYHbIE OT NIaTUHCKUX BYKB 1 undp, HEO6XOANMO BBOAUTL CTPOKY
OMUCaHWA B KaBblyKax.

6.1.5 NMpocmoTp onucaHus nHtepdeiicos

ANsi NpoCMOTpPa OMNMCaHNSA Mo BCeM MHTepdercaMm NCnonb3yeTcs KOMaHAA:

show port description all

Interface Status Link Description
0/1 Enable Up Customer 068834
0/2 Disable Down

0/3 Disable Down

0/4 Disable Down

0/5 Disable Down

0/6 Disable Down

Q/7 Disable Down

0/8 Disable Down

0/9 Enable Down

0/10 Enable Up 000 Buka
0/11 Enable Down

0/12 Enable Up

0/13 Disable Down

0/14 Disable Down

0/15 Disable Down

0/16 Disable Down

0/17 Disable Down

0/18 Disable Down

0/19 Disable Down

0/20 Disable Down

0/21 Disable Down

0/22 Enable Down

0/23 Enable Down

0/24 Enable Down

@/25 Disable Down

0/26 Disable Down

0/27 Enable Down

0/28 Enable Up Uplink to aggregation

[ns NpocMoTpa ONMcaHns Mo KOHKPETHOMY MHTepdelicy HEOBXOAMMO BbIMONHUTL
KOMaHAy:

show port description 0/10
Interface Status Link Description

0/10 Enable Up 000 Buka
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Yaanutb onucaHne nHtepderica MoXHO KOMaHAOWN:

configure
interface 0/18
no description

6.1.6 HacTtpoiika megHbIxX SFP-TpaHcuBepoB

B cnyvae npumeHeHns MegHoro SFP-TpaHcBepa MOXeT BO3HUKHYTb HEOOXOANMOCTb
HaCTPOWKN NapaMeTpoB NIMHUU (HanpuMep, NepekatoyeHre TpaHCMBEepPa B PeXnM
100 M6uT/C). Mo ymonyaHuto MegHble SFP-TpaHcmBepbl paboTatoT B pexxme 1000
MoéwnT/c.

LWar 1. HacTtpoiika megHoro SFP-TpaHcuBepa ans pa6oTtbl B pexkume 100 M6uT/c
c nopaep>xkoii Auto-negotiation

Ansa HacTpokn MegHoro SFP-TpaHcmBepa Ans paboTtbl Ha ckopocTn 100 M6éuT/c ¢
noaaep>xxkon Auto-negotiation He06X0ANMO BbIMOJIHUTL KOMaHAYy:

sfp copper 100

Lar 2. HacTtpoiika megHoro SFP-TpaHcuBepa s paboThbl B peXXnme
10/100/1000 M6uT/c c noaaep>xkon Auto-negotiation

Ana HacTpoikn megHoro SFP-TpaHcrBepa ansa paboTel Ha ckopocTtax 10/100/1000
M6éwnT/c c nogaep>xkon Auto-negotiation HEOBXOANMO BbIMOIHUTL KOMaHAY:

sfp copper 1000
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Lar 3. HacTpoiika megHoro SFP-TpaHcuBepa ansa pa6oTbl B pexkmume 100FD 6e3
Auto-negotiation

Heobxoarmo BkAOUUTL nogaepxky SFP-Copper, oTkounTb pexmnm Auto-negotiation
1 BKIOUUTE noaaepxky 100 Méut/c Full-duplex:

sfp copper enable
no sfp copper auto-negotiate
sfp copper speed 100 full-duplex

6.2 MOHUTOPWUHT
MOHUTOPUHT NHTepPdENCcoB OCYLLIECTBAAETCA N3 KOPHEBOIrO KOHTEKCTA.

6.2.1 Uudopmaums no scem nHTepdpericam

B 3aBncMOCTM OT MoAMUKaLMM KOMMYTaTOpPa KOIMYECTBO OTObpaXKaeMblx
NHTepdencoB MoxeT 6bITb pa3nYHbIM. s NprMepa HUXe NCNoJIb30Bascs
KOMMYTaTOp C BOCEMHaALATbIO nHTepdencamu:

show port all

Interface Status Autoneg Link Speed Uptime
0/1 Enable Enable Up 100FD 0d, 00:06:05
Q/2 Enable Enable Down None
0/3 Enable Enable Down None
0/4 Enable Enable Down None
@/5 Enable Enable Down None
0/6 Enable Enable Down None
0/7 Enable Enable Down None
0/8 Enable Enable Down None
0/9 Enable Enable Down None
0/10 Enable Enable Down None
0/11 Enable Enable Down None
0/12 Enable Enable Down None
0/13 Enable Enable Down None
0/14 Enable Enable Down None
0/15 Enable Enable Down None
0/16 Enable Enable Down None
0/17 Enable Enable Down None
0/18 Enable Enable Down None

MNocnegHnMK B crincke MHTepdeincos nayT uplink-nHTepdeincel KommyTaTopa.
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Mona Tabnuubl:

* Interface — Homep MHTepdeinca;

* Status — rnokasbIBaeT, BKJIOYEH UK BbIKIHOUeH MHTepdeinc B KOHbUrypaumuy;

* Autoneg — nokasblBaeT, BKIHOUEH UK BblkItoUeH pexunM Auto Negotiation.
Bo3MoXHbIe 3HaueHus: Enable — BkntoueH, Disable — BbikntoueH;

* Link — noka3biBaeT Hannume Uam OTCYTCTBME CoeANHEHNS. BO3MOXHbIe
3HayeHNA: Up — coeguHeHre yctaHoBneHo, Down — coegnHeHne He
yCTaHOB/EHO;

* Speed — CKOPOCTb 1 peXnM Ayrnnekca yCTaHOBEHHOIo COeMHEeH s,
Bo3mMoxHble 3HayveHuna: 10HD, 10FD, 100HD, 100FD, 1000FD;

* Uptime — Bpems paboTbl HTepdeiica.

B HekoTOpbIX Ciyyasx nHTepdernc MoxeT 6bITb 3a610KMPOBaH Pa3INYHbLIMA
cnyxb6amu. B Takom ciyyae B none "Status" byzeTt oTobpaxaTtbcs NpUYnHa
610KMPOBKMU:

* LBD Disabled — cnyx6a LBD obHapyxuna neTnto 3a AaHHbIM UHTepdeincom;

* UDL Disabled — cnyx6a LBDUD obHapyxwuna ogHOHanpaBaeHHoe
coefVHeHMe Ha JaHHOM NHTepdelice;

* DAI Disabled — cnyx6a DAI (Dynamic ARP Inspection) o6Hapyxwna
npesblLLeHVe paspeLlleHHoro konmyectsa ARP-nakeToB Ha AaHHOM
nHTepoderice;

* LAG Disabled — nHtepdelic ansetca uneHom LAG, KOTOpPbI 6blIn
aAMNHUCTPATUBHO OTK/IHOYEH.

6.2.2 Nupopmauusa 06 nHtepdeltice

MocMOTpeTb 3HaUeHMs CYETUMKOB NakeToB, BpeMsi paboThl MHTepdelica 1 Bpems
nocnesHero c6poca cYeTUNKOB MOXHO KOMaHAOIA:

show interface @/1
Interface 0/1

Packets Received Without Errors......... 55354

Packets Received With Error............. 0

Broadcast Packets Received.............. 0

Packets Transmitted Without Errors...... 21015564

Transmit Packet Errors.................. 0

Collision Frames.........ueiiiineeneennnn 0

Time Since Counters Last Cleared........ 1 days 19 hours 21 minutes 35 seconds
Uptime. .ot e @ days @ hours @ minutes @ seconds

Last Link Status Change................. 07:11:41 ((UTC+0:00)) May 14 2015
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6.2.3 CUeTUMKU NaKkeToB

MoApO6HYH CTAaTUCTUKY MO NHTepdEicy MOXHO MOCMOTPETb KOMaHAOM:

show interface ethernet 0/1
Interface 0/1

Total Packets Received (Octets).........
Total Packets Transmitted (Octets)......
Max Frame Size.........viiiiiiiinennnnn.
Packets RX and TX 64 Octets.............
Packets RX and TX 65-127 Octets.........
Packets RX and TX 128-255 Octets........
Packets RX and TX 256-511 Octets........
Packets RX and TX 512-1023 Octets.......
Packets RX and TX 1024-1518 Octets......
Total Packets Received Without Errors...
Unicast Packets Received................
Multicast Packets Received..............
Broadcast Packets Received..............
Total Packets Received with MAC Errors..
Jabbers Received...........ccviiiinn..
Fragments Received......................
Undersize Received........coiviiienn...
Alignment Errors.........oeeeevinnneen..
FCS ErrorS. .ttt inineeeenennenns
OVEITUNS . v ottt ettt i et teeae e enenennns
Total Packets Transmitted Successfully..
Unicast Packets Transmitted.............
Multicast Packets Transmitted...........
Broadcast Packets Transmitted...........
Total Transmit Errors..........covvvun...
FCS ErrorS. . v ee ettt teeteneneenenennn
Underrun ErrorS. . cu.e et iee it ennennnens
Rx Oversized.......couiiiiiiiinnennnnnns
Tx Oversized.....cuviii it nnennnens
Total Transmit Packets Discarded........
Single Collision Frames.................
Multiple Collision Frames...............
Excessive Collision Frames..............
Port Membership Discards................
Time Since Counters Last Cleared........

5572979
1347026250
1518
20963662
107254

21015564
55351
20960212

1 days 19 hours 21 minutes 53 seconds
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6.2.4 TecT Kabens

Ha kommyTaTopax AJICMTEK npesycmMoTpeHa AnarHocTrka kabens. B npumepe Huxe
npuBezeH BbIBOA KOMaH/Abl TecTa kabens, noAkntoueHHoro K nHtepdeicy 0/1,
ANVHOM 20 MeTpOB, C APYror CTOPOHbI KOTOPOro HeT akTUBHOIO 060pyA0BaHNS:

cablestatus 0/1
Cable StatuS......vvitiiiiiniiiernnnneennnnnns Open

B npuiMepe Huxe NpuBeseH BbIBOA KOMaHAbI TeCcTa kabens npu nposepke
noAKNYeHHOro K MHTepdeiicy 0/1 paboTtocnocobHoro kabens gnvHom 20 MeTpoB., C
APYro CTOpoHbl KOTOPOro NOAKAKYEHO akTMBHOe 060pyAoBaHMe:

cablestatus 0/1
Cable StatusS......iiiiiiiii ittt it Normal
Cable Length. ... ..ottt 20m

B npmMmepe Hmxe npmeeieH BbiBO4 KOMaH4bl Te€CTa Kabens c KOPOTKNM 3aMbIKaHVEM
KWn:

cablestatus 0/1
Cable StatUS. .. vttt ittt it eneennns Short
Failure Location........couiiiiiiiiininnennenns 12m

MexaH13M AMarHOCTUKM OBHaPYXXUA KOPOTKOE 3aMblKaHWe XK Ha A/nHe 12 MeTpoB.

6.2.5 Onpoc SFP mopayneia

Ha kommyTaTopax AJ/ICUTEK eCTb BO3MOXHOCTb MONYyYUTb MHPOPMALMIO C MOAYS
SFP, yctaHoBneHHOro B KoMMyTaTop. B 3aBrcmocTu oT Trna SFP-moaynsa v Hannyms
y MOAYNsA NoAAepXK MoHUTOpUHra (DDM), nnctnHrn nHpopmaumm o SFP-moaynsx
OTINYaOTCS.
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BbiBOJ KOMaHAbI ans SFP-moayns 6e3 noaaepxkn DDM:

show sfp information 0/1

Vendor Part Serial Revision Da
te

ATOP AP-B53122-3CL20 SG53213500889 09
-09-11

Additional Information

Device Type : SFP
Calibration : Unknown
DDM Support : No

BbiBO KOMaHAbI a1 SFP-moayns ¢ noaaepxkon DDM:

show sfp information 0/1

Vendor Part Serial Revision Da
te

OEM SFP-ZX SZ5B170105 A 18
-05-10

Additional Information
Device Type : SFP
Calibration : External

DDM Support : Yes (SFF-8472)

Warnings :  RX Power Low

Alarms : RX Power Low

Parameters Current High Alarm High Warning Low Warning Low
Alarm

Temperature (C) 51.0000 80.0000 75.0000 -5.0000 -10
.0000

Voltage (V) 3.2959 3.6000 3.5000 3.0000 2.9
000

Bias (mA) 16.5440 90.0000 80.0000 3.0000 2.0
000

TX Power (dBm) 3.1175 6.0000 5.0000 0.0000 -1.
0002

RX Power (dBm) nan -6.7777 -7.5292 -30.9657 -32

.2231
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7. ATPErALNA KAHANOB

7.1 BBegeHwue B arperauuio KaHanoB

Arperaumsa KaHanoB npejHa3HayeHa Anst 06beANHEHNS HECKONTbKMX GU3MYECKNX
KaHaNoB B OAWNH NOTNYecknii. MoxeT 6bITb UCMONb30BaHa ANs:

* yBeNNYEeHUs NPOMyCKHOWN CNOCOBHOCTY;
* pe3epBUNPOBaHUS GU3NYECKUX KAHAOB.

YBenuueHvie NponyckHOM CNoCcobHOCTY AOCTUrAeTCs 3a CYeT pacnpeseneHuns
nakeToB Mexay dnsnyecknmm nuTepdericamm B arpermpoBaHHOM KaHasne. Obbl4HO
pacnpegeneHie NPONCXOAMNT N0 NOASM NnepeAaBaemMoro nakerta, Hanpumep no MAC-
ajpecy NCTOYHMKA UM Ha3HaveHrs. Takke NpaBuao pacrnpeseneHms MoxeT
dopMMpPOBaTLCA HAa OCHOBE HECKOJIbKMX MOoel nakeTa, a Takxke AOMNOSHUTENbHON
nHPopMaLmm, Tako Kak HoMep HTepdeica, C KOTOPOro NpuLLen Naker.

Pe3epBrpoBaHVe AOCTUraeTcsa 3a CYeT TOro, YTo NakeTbl pacnpesensaroTcd TO/bKO Ha
Te NHTepdelrcbl, y KOTOPbIX YCTaHOB/IEHA CBA3b C YAANeHHOW CTOPOHON. B
npocrenLleM cinyyae CBA3b C yAaJIeHHOW CTOPOHOM ONpesensdeTcs no Hanymm
NHKa. B 6osiee CNOXHOM Cnyyae NCNoNb3yHTCA CreunabHble MPOTOKO/bI, KOTOpble
YyCTaHaBANBAKOT CBA3b C Y/a/IeHHOW CTOPOHOW nyTeM obMeHa naketamu. K Takmm
npotokonam otHocuTca LACP (Link Aggregation Control Protocol) — npoTtokon
KOHTPO/S arpernpoBaHHbIX NHTepdencos.

7.2 HacTpoiika arperaymmn KaHasioB Ha KOMMYyTaTopax
ANCvTEK

7.2.1 O6Wwme NPUHLUNbI KOHGUTYPUPOBAHUS

B kommyTaTtopax A/ICMTEK BO3MOXHO €034aTb A0 8 NornMyecknx MHTeppeincos, B
KaXAbl N3 KOTOPbIX BO3MOXHO 406aBUTb 40 8 pU3nyecknx nHTepdencos Ans
arperauun. Ecnv Ha ogHOM 13 dU3nYecknx nHTepdencos NpPonasaeT ANHK, TO TaKOow
nHTepdenc byseT NCKIOYEH 13 pacnpeiesieHNs NakeTos, U BKIHOYEH B
pacrpejeneHyie ToNbKO Nocsie BOCCTaHOBNEHWSA NMHKa. bonee NogpobHO faHHbIN
MeXaHW3M onuncaH B ctaHgapTe IEEE 802.1ax.

B kommyTaTtopax A/ICMTEK nogaepxmnsaeTcs 6 anroputMoB H6aaHCMPOBKU Tpapuka.
ANropnTM BblGMpPaeTCsa B 3aBUCUMOCTU OT apXUTEKTYpbl CeTU.
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7.2.2 HacTpouika arperaunm

PaccMOTpmM HacTpoKky arperayym Ha KommyTtaTope 1 1 KomMmyTaTope 2,
coeguHsaoLWwnx "L2 cetb 1" 1 "L2 ceTb 2". KoMmmyTaTopbl 1 11 2 MOAKAOYEHbI APYT K
Apyry yepes vHTepdeincel 0/27, 0/28, koTopble cegyeT 06beAVHUTL B 10TMYeCcKnit
nHtepdenc 1/1. lanee paccMoTpUM KOHGUIypaLmio KOMMyTaTopa 1 no waram,
KOHUrypauma koMmyTtaTopa 2 byaeT aHanorM4yHom.

0/1 0/27 0/27 0/1

L2 CETb 1 L2 CETb 2

KOMMYTATOP 1 KOMMYTATOP 2

0/2 0/28 0/28 0/2

Lar 1. Co3aaHue arpernpoBaHHOro MHTepdgeinca

CoszgaeM noruyeckuin nHTepdenc ¢ umeHem "bound0™:

(als_sw) #configure
(als_sw) (configure) #port-channel "bound@"
(als_sw) (configure) #exit

Co3gaHHOMY MHTepdency AUHaMMYeckn Ha3Ha4vaeTcss HoMmep 13 gnanasoHa 1/1-1/8.
Y3HaTb, Kako HOMep NPUCBOEH MHTepdency, MOXHO C MOMOLLbIO KOMaHAbI:

(als_sw) #show port-channel brief
Interface Name Link Trap Flag Type Active Ports

1/1 bound@ Down Enabled Dynamic

Kanany "boundQ" npucsoeH HoMmep nHTepdeica 1/1.
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LWar 2. lo6aBneHune pmnsmyeckmnx uHtepPpeiicoB B Norm4yeckmnia

Ao6asuM nHtepoericol 0/27 n 0/28 k nHTepdericy "bound0" 1/1:

configure
interface 0/27-0/28
addport 1/1
exit
exit

Lar 3. HacTpoiika cTaTn4yeckou arperauum (onLMoHaIbHO)

Mo ymonuaHuio LAG-nHTepderic paboTaeT noj ynpasneHnem npotokona LACP.
B HeKoTOpbIX CUTYaLMSAX MOXET 6bITb HEOBXOANMO BPYUHYIO YNPaBATb
arperMpoBaHHbIM KaHanoM. B 3Ton cnTyaumy BO3MOXHO npeobpasosaTb LAG-
nHTepdenc B CTaTUYeckuii.

YkasbiBaeM, 4to "bound0" gomkeH 6bITb CTaTUYECKUM NHTEpdencom:

configure
interface 1/1
port-channel static
exit
exit

Lar 4. HacTtpoiika anroputma 6anaHCcMpoBKM Tpadpuka

YCTaHOBUM anroputMm banaHcMpoBky Tpaduka Ana nornyeckoro nHtepdeinca
"bound0" 1/1. Tpaduk 6yseT 6anaHcrmposaTbcs no MAC-agpecy NCToOUYHMKa, VLAN,
Ethertype 1 Homepy Bxogswero ¢unsmyeckoro nHTepderica. Bce anropntmel
6anaHcMpoBkK Tpadurka npuseseHbl B Tabnanue. Mo yMon4aHuoo NCrnob3yeTcs
anroputm 3.

Homep anropntma Mons

1 Src MAC, VLAN, Ethertype, Interface

2 Dst MAC, VLAN, Ethertype, Interface

3 Src/Dst MAC, VLAN, Ethertype, Interface
4 Src IP, TCP/UDP L4 Port
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5 Dst IP, TCP/UDP L4 Port

6 Src/Dst IP, TCP/UDP L4 Port

BbIOpaHHbI anropuTM 6anaHCcMpoBK nmeeT HoMep 1. st ero yCTaHOBKN CIYXKNT
KOMaHAa:

configure
interface 1/1
port-channel load-balance 1
exit
exit

Lar 5. PaclunpeHHas HacTpolika 6anaHcMpoBKM Tpadpmka

Mpn HeKOTOPbIX KOHOUTYPALUSX CETU BO3MOXHA CUTyaLus, Koraa Tpadurk nioxo
6anaHcMpyeTcsa CTaHAAPTHBLIMY anropuTMamMu (HanpumMep, Xelw-epyHKLUMA BCceraa
NMeeT YeTHOe 3HaueHue). B 3Toli cntyaumm AoNoNHUTENBHO K BbIBOpY anropmtMa
6anaHcMpoBKM Tpadrika MOXHO BKIKOUNTL paclUMPeHHbI pexnm 6anaHCcMpoBKy,
NCNONb3YHOLNY APYrne CMeLLEeHUS UCXOAHBIX AaHHbIX XeLl-OGyHKLNN:

configure
interface 1/1
port-channel load-balance advanced auto
exit
exit

Tenepb 06MmeH Tpadmkom Mexay cetamm "L2 ceTb 1" 1 "L2 ceTb 2" 6ygeT NpoxoanTb
no ABYM PpU3MNYeCcKM KaHanam, a CcyMMapHasi nponyckHas cnocobHOCTb MOXeT
AOCTUraTb CyMMapHOW NMPOnyCcKHOW CMOCOBHOCTY BCex pUsnUvecknx MHTepdencos B
COCTaBe arpernpoBaHHOro KaHana. BaxHo MOHMMaTb, UTO peasibHOe NPOXoXAeHne
Tpadpuika 3aBUCUT OT aIrOpUTMa B6anaHCMPOBKN.
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8. SEPKAIMPOBAHWE

8.1 BBegeHue B 3epkanimpoBaHue

3epkanupoBaHuve — AybnnpoBaHuMe Tpadurka, MPOXOASALLEro Yepes oOAnH N
HeCKoNbKO MHTepdencos, Ha NHTepderic-nonyyaTens.

3epkannpoBaHue NHTepdencoB MOXET MOHAZA0OUTLCSA B CIEAYHOLLNX CUTYaLMSAX:

* NOAK/IOYEHVe aHaIn3aTopa NakeToB A1 MOMCKa HeUCNpaBHOCTEN B CeTy;
* NOAKJIIOYEHEe CUCTEM OH6HAPYXXeHUst BTOPXXEHWI AN BbIABNEHNS
BpeAOHOCHOro Tpaduka.

8.2 3epkanupoBaHue Ha kKommyTaTopax AJICUTEK

Mpy KOHGUTYPNPOBaHUW 3epKaIMPOBaHUS 3ajaeTca Habop nHTepdencos-
ncrouHmnkoB (MIRRORED mnun source), Tpaduk ¢ KOTOpbIX byAeT KONMpoBaTbCA Ha
nHtepoderic-nonyyatens (PROBE vnn destination). C nHTepdericoB-ncTOUHNKOB byaeT
KOMMPOBATLCA KakK BXOAALLNI, TaK N NCXOAALLNIA TPaPUIK.

Habop nHTepdeincoB-ncTouHNKOB U MHTepdenc-nonyyatens 06 bejNHATCS B
Ceccuto 3epkanpoBaHus.

0/1 mirror source

0/25 uplink port

KOMMYTATOP

0/2 mirror destination
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8.2.1 HacTpolika 3epKainpoBaHuS
LWar 1. HactpanBaem nHtepdemcol-nctouHnku (MIRRORED)

YKa3blBaeM OAVH NNV HECKONBKO NHTepdencoB, BXOAALLMIA U NCXOAALLNN TpaduK C
KOTOpPbIX byAeT 3epKannpoBaThCs:

configure
monitor session 1 source interface @/1

NHTepdencaMmn-ncTouHnKamMmm B OAHOM Ceccny 3epkannmpoBaHns MOTYT BbICTyNaTb
BCe VHTepdencbl KOMMyTaTopa 04HOBPEeMEHHO, KpoMe NHTepdelnca-nonyyartens.

LWar 2. HactpanBaem nHtepodenc-nonyyatennb (PROBE)

YKa3sbiBaeM OANH MHTepdeinc, Ha KOTopbI TpaduK ByaeT KONMMPOBaTbLCA CO BCEX
NHTep$encoB-NCTOYHNKOB:

monitor session 1 destination interface 0/2

B O,D,HOVI ceCcCnm 3epKanmpoBaHnAa MOXET ObITb HaCTpOEH TOJ/IbKO O4ANH I/IHT€p(|)€I7IC-
nony4yartesb.

LWar 3. Bk/JiroueHune v BblKJ1lOUYeHune

ﬂﬂﬂBKﬂwquMﬂCeCCMM3epKaﬂMpOBaHMﬂMCHOﬂb3y6ﬂ31KOMaHAa
monitor session 1 mode

Mocne BbINOAHEHWS 3TOM KOMaHAbl TpaduK (BXOAALMIA N UCXOAALLMIA) C MHTepdeica
0/1 6yaeT kKonmpoBaTbCa Ha nHTepdenc 0/2.

[ns BblKNHOYeHNS 3epKannpoBaHuA HeO6XOAI/IMO BbIMOJ/IHNTb KOMaHAY:

no monitor session 1 mode
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8.3 TnoBble BONPOCHI N OLLNGKN

B: Cko/IbKO ceccuii 3epkanmpoBaHuna nogaepxusaet AJ1IC-24110LVT?
O: A/1C-24110LVT noasep>XXmnBaeT ABe CecCM 3epKanpoBaHVS.

B: BAnsatoT v HacTporiku Ha destination nHTepdeiice Ha 3epkanvpyemblii Tpadunk?
0: Ja, BaunsatoT. Ha destination nHTepderice HexxenartenbHbl Apyre HaCTPOVKM.

B: Kak cMeHUTb nHTepdenc-nonyyatens?
O: Inst usmeHeHUs UHTepdenca-nosyyaTens Heobxo4MMo cHavana yaaanTb CTapblid
nHTepdenc-nonyyaTesib, 3aT€M Ha3HAUYUTb HOBbIM.

Mprmep:

no monitor session 1 destination
monitor session 1 destination interface 0/11

B: Kak cMeHUTb Habop MHTePPEencoB-MCTOUHNKOB Ha APYron?

O: ina n3meHeHnsa Habopa NHTepPenCcoB-MCTOUHMKOB HEOBXOAVMO YAANUTD
nHTepdencel 13 TekyLero Habopa 1 406aBUTb HOBbIE.

Mprmep:

no monitor session 1 source interface 0/1
monitor session 1 source interface @/7

B: MOXHO /11 MOHUTOPUTL MNaKeTbl C HECKONbKNX MHTEP(ENCOB-MICTOYHVKOB
(MIRRORED)?

O: [la, NpoCTO yKaxuTe BCe HeobXoMMble NHTepdenchbl.

MNpumep:

monitor session 1 source interface 0/1-0/3,0/5
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9. SNMP

9.1 BBepgeHne B SNMP

Simple Network Management Protocol (SNMP) — nHTepHeT-npoToKON ANA
yrnpas/iieHUs yCTpoincTBamu B IP-ceTax.

OCHOBHbIe y4acTHVKM 0bMeHa no npotokony SNMP:

* SNMP-areHT — IO, 3anyckaemMoe Ha ynpaBisieMoM YCTPOUCTBE;

* SNMP-meHepxep — MO, 3anyLLeHHOe Ha KOHTPOMPYHOLLLEM YCTPOMCTBE,
Hanpumep cuctema ceteBoro ynpasnenus (Network Management System,
NMS).

SNMP-meHepxep no npotokony SNMP moxeT ob6pawuatbcs K SNMP-areHTaM n
OCYLLeCTBNATE MOHUTOPWHT X cOCTOoAHNA. Kpome Toro, npoTtokon SNMP nossonser
N3MEHSATb HacTPONKN 060PYyL0BaHMS.

Bcsa H$opmaums o cnocobe focTyrna K 060pyL0BaHUIO cObpaHa B TakK Ha3blBaeMbIX
MIB (Management Information Base), koTopble NpeACTaBNAOT COO0N TEKCTOBYHO
3anuck gepesa OID (Object IDentifier) — anemMeHTOB, K KOTOPbIM BO3MOXHO
obpalleHue no npotokony SNMP.

9.2 SNMP Ha kommyTaTopax AJICUTEK

SNMP-areHT, paboTaroLumin Ha KoMMyTaTope, nogaepxusaeT Bepcunt SNMP 1, 2(c) n 3.
Ana poctyna kK SNMP-areHTy KOMMyTaTOpa HeobxoaMMo HacTpouTb SNMP-community
ans sepcnii SNMP 1 1 2c. SNMP-community BbICTYnatoT B POy CBOOOPasHbIX
naponeun ana goctyna kK areHty. SNMP-community B 3anpocax SNMP k areHTy
NpoBepsaeTca Npu KaxA0M 3arnpoce 1 B COOTBETCTBUM C HAM BblatoTCa NpaBa Ha
BbINO/IHEHVe onpejesieHHbIX onepaunit. Ana goctyna kK SNMP-areHTy KOMMyTaTopa
no Bepcy SNMP 3 HeobxoMMa HaCTPOMKa TUMOB W KAKoYer LnGpoBaHUSa AA
OAHOr0 NN HECKONbKNX NMONb30BaTeeil KOMMYTaTopa, a Takxke ykasaHune Engine Id,
KOTOPbIV ByfeT NCNoNb30BaTbCA A5 Nepejayun 3allnLLeHHbIX JaHHbIX MeXay
MeHe/XepoM ¥ areHToM.

PasnunyatoT ABa ypoBHS f0CTyna:

* Read Only — BO3MOXHO nony4yeHvie HGOpMauun OT areHTa, U3MeHeHue
HacTpoek 3anpeLleHo;

* Read/Write — BO3MOXHO nony4veHve nHGopmMaL My OT areHTa u 1rbble
N3MEHEeHWS HaCTPOeK.
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9.2.1 Hactpowvika SNMPv1/2c

AyTeHTndMKauna meHepkepa SNMP Ha KOMMyTaTope Npu NCNob30BaHNY
npoTtokonos SNMPV1/2c ocyLLecTBAsSeTCA C NMOMOLLbIO NpoBepku cTpokn SNMP-
community. ns Toro, 4tobbl UCNONBL30BaTb onpegeneHHsle SNMP-community,
HY>KHO 1X CO3/aTb B HAaCTPoOVike KOMMyTaTopa. Mo yMoN4YaHMo Ha KOMMYTaToOpax
AJTCUTEK npucyTtcreytoT cnegyrowie SNMP-community, KOTOpbie MOXHO
NPOCMOTPeTb KOMaHAOW:

show snmpcommunity

SNMP Community Name Client IP Address Client IP Mask Access Mode Sta
tus
public 0.0.0.0 0.0.0.0 Read Only Ena
ble
private 0.0.0.0 0.0.0.0 Read/Write Ena
ble

SNMP-community c umeHem "public" npeaoctaBnseT 4ocTyn AN uTeHus, "private" —
ANA UTEHUA U M3MEHEeHUS HaCTPOeK.

War 1. Co3pgaHme SNMP-community Ha KOMMyTaTope

Co3gagnm SNMP-community ¢ uMeHeM "monitoring” 1 npaBaMu TOJIbKO Ha YTeHwue:

configure
snmp-server community ro "monitoring"

Ao6asrM SNMP-community Ana HacTpoikmn komMmyTatopa no SNMP ¢ npasamu
YTEHUS U 3aMNNCu:

configure
snmp-server community rw "nms"
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LWar 2. OrpaHuyeHue IP-agpecoB, c KOTOPbIX pa3peLleH A0cTyn (onuMoHaNnbHO)

Bxog no SNMP-community MOXHO OrpaHnynTb AMana3soHOM pa3peLleHHbIX IP-
ajipecos:

configure
snmp-server community ipaddr 172.17.1.100 "nms"
snmp-server community ipmask 255.255.255.255 "nms"
snmp-server community ipaddr 172.17.1.100 "monitoring"
snmp-server community ipmask 255.255.0.0 "monitoring"

OrpaHunyeHune BXoja He ABAseTcs 06593aTe/IbHbIM, MO YMONYAHUIO AOCTYN pa3peLueH

c NobbIx agpecos. B npumMepe Bxog no SNMP-community ¢ nmMmeHeM "nms" paspeLueH
TOoNbKO ¢ IP-agpeca 172.17.1.100, a Bxoz no SNMP-community ¢ umeHem "monitoring"
orpaHuyeH gnanasoHom 172.17.0.0-172.17.255.255.

War 3. YaaneHwue cywectByrowmx SNMP-community (onuuoHanbHO)

Ana yaaneHna SNMP-community ncrnonb3syerca KomaHaa:

configure
no snmp-server community "monitoring"

AnsA noBbleHNsA 6e30MacHOCTU eCTb BO3MOXHOCTb OTKIHOUNTL CTaHAapTHble SNMP-
community "public" n "private", 4To NnoMoxeT NpeAoTBPaTUTb
HEeCaHKLMOHNPOBAHHbIN JOCTYM K KOMMYyTaTopy. [Na nX OTKAOUYEHUA NCNONb3yeTCs
Ta Xe KOMaHAQa, YTO 1 ANSA yAaNeHus:

configure
no snmp-server community "public"
no snmp-server community "private"

YpaneHue ctaHaapTHbIX SNMP-community HeBO3MOXHO.
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Mocne BbINOAHEHUS 3TUX KOMaHA Tabnmua SNMP-community npuMeT ciefyoLwmia
BUA,

show snmpcommunity

SNMP Community Name  Client IP Address Client IP Mask Access Mode Sta
tus

public 0.0.0.0 0.0.0.0 Read Only Dis
able

private 0.0.0.0 0.0.0.0 Read/Write Dis
able

nms 172.17.1.100 255.255.255.255 Read/Write Ena
ble

N3 Tabnuvypel BUAHO, YTo SNMP-community No yMOAYaHWIO He yaaneHsbl, a
3a610kMpoBaHsbl. JocTyn no HUM byaeT HeBo3MOXeH. MNpu 3ToM SNMP-community ¢
nMmeHem "monitoring" yaaneHo.

9.2.2 Hactpovika SNMPv3

SNMPv3 onuncaH B REC 3411 1 RFC 3418 1 B HACTOALWLMIA MOMEHT CYNTAETCS
npeAnoYTUTE/NIbHBLIM /19 UCMO/Ib30BaHNA NPY HAaCTPOVIKe CeTEBLIX YCTPOWCTB, B TO
Bpems Kak Bepcny SNMPV1/2¢ oTMeudeHbl Kak UcTopryeckme 1 HebesornacHble.

Lar 1. HacTpoiika nonb3oBaTenei
AyTeHTndMKaums Npm ncnonb3osaHm SNMPV3 ocyuecTBAseTcs He Mo cTpokam
SNMP-community, a no nN0rvHy nonb3osartesnsd. B faHHOM c/iyyae nosib3oBaTenemM

ABNSETCA 06bIUHbIN MONb30BaTeb HAa KOMMyTaTope. [10 yMONYaHUIo Nob30BaTenu n
HacTponkm SNMPV3 Ana HUX BbIFIAAAT ClefyowmmMm 06pa3om:

show users

User SNMPv3 SNMPv3 SNMPv3
User Name Access Mode Access Mode Authentication Encrypt
admin Read/Write Read/Write  None None
guest Read Only Read Only None None

B aTo Tabnuue:


https://tools.ietf.org/html/rfc3411
https://tools.ietf.org/html/rfc3418
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e "User Name" — nmsa nosb3oBaTenis, N0orvH;

* "User Access Mode" — ypoBeHb A0CTyna nonb3oBaTens npu Bxoge B CLI
(4epe3 KOHcoNbHbIM COM-nopT, telnet nnn SSH);

* "SNMPv3 Access Mode" — ypoBeHb focTyna npu Bxoge no SNMPv3. MoxeT
OT/IMYaTbCA OT ypoBHA goctyna B CLI;

* "SNMPv3 Authentication" — Tnn xelnpoBaHWs, KOTOPbI byaeT
NCMONb30BaTLCA A9 MPOBEPKN MOAMHHOCTY NAapPOoasA Nonb30BaTeNs npu
Bxoze. MoxeT npuHMMaTh 3HayveHus "none", "md>5" n "sha";

¢ "SNMPv3 Encrypt" — tnn windbpoBaHUs, KOTOPbIA ByaeT NCMo/Ib30BaTbCA NpU
nepejave JaHHbIX MeXAy MeHeKepoM U areHToM. MoxeT npnHnmMmaTb

3HayeHns "none", "aes" n "des".
Monb3oBaTenb "admin" MeeT NONHbIN AOCTYN K KOMMYyTaTopy no SNMPV3, npuv 3ToM
ayTeHTUdMKaLMa NoNb30BaTeNs MPOBOANTCS 6e3 XeLUMpoBaHWA Napons U nepejada
AaHHbIX NpoBoAUTCA 6e3 windpoaHus. MNMonb3oBaTens "guest” Takxe He UCnosib3yeT
XeLmnpoBaHMe Napons u LWndpoBaHme, HO obnasaeT NpaBamMuy TONbKO Ha YTeHKe.

Co3paHue, N3MeHeHVe Napons, n3meHeHne yposHs goctyna CLI v yaaneHume
nosib3oBaTesieli Ha KOMMYTaTOpPe MOXHO OCYLLEeCTBASATbL KOMaHAaAMU:

username <name> password <password> level <level>
no username <name>

MoapobHee Npo paboTy € NONb30BaTENAMM MOXHO NPOYMTaTh B rNaBe
"AyTeHTUdMKaums".

Lar 2. HacTpoiika ypoBHS focTyna

N3meHnTb ypoBeHb focTyna SNMPV3 ansa nonb3oBaTenst MOXHO C/iefytoLLei
KOMaHZAOoW:

username snmpv3 accessmode <username> <readonly|readwrite>

HasHaunM nonb3osaTento "admin" npaBa TO/NbKO Ha YTeHme npu Bxoge no SNMPv3:

username snmpv3 accessmode "admin" readonly

o ymMonuyaHmMo BHOBbL CO3/aBaeMble Moib30BaTenn MMeT NpaBa TOJIbKO Ha YTeHune
no SNMPV3, BHe 3aB/CMMOCTU OT NX YPOBHSA gocTyna B CLI.
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Lar 3. HacTpoiika Tuna xelMpoBaHWA Napons ayTeHTnpukauum

N3MeHNTb TUM XeLUMpPOBaHWA Napos Npuv ayTeHTUdUKaLMmM noib3oBaTens no
SNMPV3 MOXHO C MOMOLLbH KOMaHAbl:

username snmpv3 authentication <username> md5
username snmpv3 authentication <username> sha

O6paTtnTe BHMMaHWe, YTO A5 BK/IKOUEHUS XeLUVPOBaHKWS Napoas y Nosb3oBaTens
AONIXeH 6bITb 3aaH Naposb A/IMHON He MeHee 8 CMBOJIOB.

Mo YMOJTHYaHNIKO MNMapoab NepegaeTcd B OTKPbITOM BUAE, XeLWLIMPOBaHMe OTK/IIOYEHO!:

username snmpv3 authentication "admin" none

3agaanm xewmpoBaHe MD5 napons ayteHTUdmrKauum ans nonbsosatens "admin':

username "admin" password "qwerty110" level 15
username snmpv3 authentication "admin" md5

Ecnv ana nonb3oBaTtens He ykasaTb TUM XeLurpoBaHUA napond, To goctyn no SNMPv3
byZeT BO3MOXeH 6e3 napons, faxe ecn y nonb3osaTens 3agaH napobs B CLI.

LLiar 4. HacTpolika Tuna wn¢poBaHUs nepesaBaeMbiX AaHHbIX

N3meHnTb TN wrdpoBaHUsa nepesaBaeMblx N0 SNMPV3 gaHHbIX MOXHO
KOMaHZamu:

username snmpv3 encryption <username> aes <key>
username snmpv3 encryption <username> des <key>

ObpaTtnTe BHMMaHMe Ha TO, UTO ANSA BKIOYEHUS WndpoBaHUS y N0Nb30BaTeNs
[OJIKeH 6bITb 3aaH TUMN XewmnposaHusa napons (MD5 nauv SHA).

Mo ymonyaHuo WrdpoBaHME OTKIHOUEHO:

username snmpv3 encryption <username> none
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N3meHnM windposaHme ansa nonb3osatens "admin" Ha AES ¢ kntouowm
"255Dg5e76dXg":

username snmpv3 encryption "admin" aes "25SDg5e76dXg"

Kntoun windpoBaHns B KOHOGUTYpaLMM KOMMYTaTOpa BbIBOAATCSA B 3aLLMbPOBaHHOM
BUAE.

9.3 SNMP-trap Ha kommyTaTopax AJICUTEK

Mpv BO3HNKHOBEHWU OnpegeneHHbIX CObbITUIA (HanpumMep, NpyY N3MeHeHWn cTaTyca
CcoeMHeHNs) KOMMYTaTop MOXeT OTNpaBuUTb coobLyeHme (SNMP-trap)
3aperncTpupoBaHHbIM NpuemMHunkaMm SNMP-trap. Pernctpaunsa skatoyaeTt 3agaHme [P-
agpeca, SNMP-community ansa goctyna K npneMHuky n sepcmio SNMP-trap. IP-agpec
NpPUeMHMKa JOMKeH BblTb AOCTYMNEeH C KOMMYTaTopa, TO eCTb A0/KEH HAXOANTLCS B
OZHOV C HAM NoAceT, MO0 BbITb AOCTYMEH Yepes L3, HACTPOEHHbI Ha
KOMMYyTaTOpe.

9.3.1 HacTtpovika SNMP-trap v1/2

Ansa otnpaeky SNMP-trap Heo6xo4MMO 3aperncTpmpoBaTb OA4VH WAV HECKOJIbKO
npriemMmHrkoB SNMP-trap. MakcrmanbHoe KOIM4ecTBo NpueMHNKOB pasHoO 16. MNpn
BO3HVKHOBeHUW cobbITns SNMP-trap byzeT oTnpasieH BCEM HAaCTPOEHHbIM
nprieMHIKaMm.

configure
snmptrap "monitor" ipaddr 172.17.1.7 snmpversion snmpv2
snmptrap "test" ipaddr 172.17.1.8 snmpversion snmpv1

be3 ykasaHua Bepcmn SNMP-trap 6yayT oTnpaBnaTecsa ¢ Bepcren SNMPV2. MNMocne
BbIMONHEHUS 3TUX KOMaHA Bce SNMP-trap 6yayT OTNpaBaaTbCa 4BYM NPUEMHKKAM.
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9.3.2 HacTtpovika SNMP-trap v3

Ansa otnpaeky SNMP-trap no npotokony SNMPv3 Heobxo4VMbl A4OMONHUTE IbHbIE
HacTpouiku. Nockonbky NpoTokos SNMPV3 MOXeT NCNO/Ib30BaTh XeLUpoBaHve npu
ayTeHTUGUKaunm n wmndposaHve Npuv nepegade AaHHbIX, HEO6XOANMO HAaCTPOUTb KX
Ha KOMMyTaTope Ansa ayTeHTudumnkaumm Ha npmemHuke SNMP-trap. Mpw oTnpaske
SNMP-trap ecTb 0CO6€HHOCTb, OHU OTMPAaBAATCA 6e3 YCTaHOBNEHWA COeLUHEHUS U
OXNAAHWA NOATBEPXAEHWNSA, MO3TOMY areHT U MeHezXep He CMOTryT ObMeHATbCS
Engine Id. OH fonxeH 6bITb HACTPOEH Ha KOMMYTaTope.

Lar 1. HacTtpoiika Engine Id

Ansa HacTpoiiku Engine Id ncnonb3yetcs cnesytoLlas KOMaHAa:

snmp-server engineid <engine-id>

MNapameTpbl:
* <engine-id> — HEX-cTpoka 4eTHOI AnuHbI. JonycTuMble cnmBonbl: [a-f0-9].
MNpumep:

snmp-server engineid 0987654321

LWar 2. Co3paHune nonb3oBaTtensa ansa ornpaBskm SNMP-trap

Ansa otnpaeky SNMP-trap no npotokony SNMPv3 HeobxoaMo co34aTb
No/sib30BaTeNs, NoJ KOTOPbIM ByzeT MPOXoANTb ayTeHTUUKAUNA Ha NPUEMHMKE
SNMP-trap. Nonb3oBatenn He0bXoANMbI TONBKO A/18 oTnpaBku SNMP-trap 1 He
BAVIAIOT Ha 06bIYHBIX NOSIb30BaTeNe KommyTatopa. Co3aate Nonb3oBaTens A
oTnpaBky SNMP-trap MOXHO KOMaHZOW:

snmptrap snmpv3 <trap-user>

MNapameTpbl:

* <trap-user> — 1MA NMosb3oBaTtensa Anga otnpasky SNMP-trap. Pa3peLueHsbl
naTuHckne byksbl, udpbl 1 3HaK "_".
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Mprmep:

snmptrap snmpv3 "notificator"

Lar 3. HacTpoiika ayTeHTUPUKaLNN
Mocne co3gaHnsa Nonb3oBaTeNst eMy HYXXHO Ha3Ha4YNTb HeobXoAMMble TUM

XeLMPOBaHMA Napos U Cam Naponb AIMHON He MeHee 8 CMMBOJI0B C MOMOLLbHO
KOMaHAbI:

snmptrap snmpv3 authentication <trap-user> none
snmptrap snmpv3 authentication <trap-user> md5 <password>
snmptrap snmpv3 authentication <trap-user> sha <password>

MNpumep:

snmptrap snmpv3 authentication "notificator" md5 "notifica
tor_password_df5h"

LWar 4. HacTtpoiika wmnéppoBaHus

HasHaunTb T1N 1 koY WwindpoBaHns s nepedaydn jaHHbIX SNMP-trap MoXHO
KOMaH/0M:

snmptrap snmpv3 encryption <trap-user> none

snmptrap snmpv3 encryption <trap-user> aes <key>

snmptrap snmpv3 encryption <trap-user> des <key>
Kntou windpoBaHUs foXKeH 6biTb AIMHOM OT 8 A0 64 CUIMBOOB.

Mprmep:

snmptrap snmpv3 encryption "notificator" aes "enc_key_noti
ficator_6rs31be"
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Lar 5. HacTpoiika agpeca npuemHuka SNMP-trap

MNocne HacTporiku Nonb3oBaTens ansa otnpaskm SNMP-trap coobLueHnin Bepcumn
SNMPvV3 HeobxoanMO yka3aTb agpec npremHurka SNMP-trap ¢ NOMOLLbIO KOMaHAbI:

snmptrap snmpv3 ipaddr <trap-user> <ip>

MNapameTpbl:
* <trap-user> — nMs noab3oBaTens Ana otrnpasku SNMP-trap, koTopbln 6yaeT
1CNOb30BaTbCA Ana otnpasky SNMP-trap;
* <ip> — agpec, kyaa 6yayT otnpasnaTeca SNMP-trap.
Mprmep:

snmptrap snmpv3 ipaddr "notificator" 172.17.13.78

9.3.3 bnokupoBka otnpaBku SNMP-trap

bnokunpoBka otnpasku SNMP-trap npu n3meHeHN onepaTnBHOIO COCTOAHUSA
NHTepdercosB:

configure
no snmp trap link-status all

9.3.4 MpocmoTp

MpocMOTpeTL CNNCOK MPUEMHUKOB 1 Bepcun oTrpaBiasgemMblx SNMP-trap MOXHO
komaHaom (ans SNMPv1/2c):

show snmptrap
SNMP Trap Name IP Address SNMP Version
monitor 172.17.1.7 snmpv2
test 172.17.1.8 snmpv1
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Ansa Bepct SNMPV3 npocMoTpeTb cnncok npreMHmnkos SNMP-trap, nonb3oBaTenein,
TMNOB XeLINPOBaHUSA U LWGPOBAHVA MOXHO KOMaHAOM:

show snmptrap snmpv3
SNMPv3 SNMPv3
User Name IP Address Authentication Encryption

notificator 172.17.13.78 MD5 AES
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10. TOr'MPOBAHME

10.1 BBegeHwue B nornpoBaHue

JlornpoBaHMe — 3TO COXpaHEHMe TEKCTOBbIX COOBLLEHNIA O COBLITUSX,
NPOUCXOAALLMNX Ha YCTPOICTBE, B MaMSATU YCTPOICTBA. TakMMK COBLITUSAMU MOTYT
6bITb U3MEHEHUS COCTOSIHUS GUINYECKNX MOPTOB, COBLITUSA U3MEHEHWS MOKAa3aHNIA
AATUMKOB 1 COBBLITMA OTKa3a anmnapaTtypbl.

Bnarogaps N10rMpoBaHn0 MOXHO N3YUYNTb N3MEHEHEe COCTOSAHNA YCTPOMCTBA 3a
HEKOTOpPbI MPOMEXYTOK BPEMEHU 1 OnpejenTb BO3MOXHbIE MPUYHbI BbIXOZa 13
CTPOS UM HENPaBUAbLHOW paboTbl YCTPOKCTBA.

Jlor 6biBaeT nokanbHbIA N yaaneHHbI (06bI4HO Syslog). JTokanbHbIA NOr XPaHUTCA B
NaMaTK YCTPOWCTBA, yAaneHHbl Ha Syslog-cepsepe. Syslog-cepBep MOXHO HAacTpPOUTb
TaK, YTO COObLLEHUS BYAyT COPTUPOBATLCSA 1 3aMNCbIBAaTLCS B pa3Hble dannbl No
npropuTeTy. Hanpmnmep, coobLueHns aapa 4acTo HanNpaBAAOTCA B OTAe/bHbIN daiin,
TaK KaK 3TU CO0BLLLeHNSA Hanbonee BaxHbIe N AOKHbI perynsgpHO NpoCcMaTprBaThCs
BO M36exaHe cepbe3Hblx npobaem.

10.2 JlornpoBaHune Ha KommyTtaTopax AJICMTEK

* onepaTtuBHbIi nor (buffered logging) — coxpaHsieTcst B onepaTtMBHOM NaMaTy
YCTPOMCTBA N XPaHUT COOBLLIEHNSA OT cTapTa YCTPOMCTBA A0 MOMEHTA
nepesarpysku. Mpv nepesarpyske onepaTvBHbIA 10T YHUUTOXAaEeTCs;

* rMepMaHeHTHbIV nor (permanent/persistent logging) — coxpaHsaeTcsa B
AONTOBPEMEHHON NaMATn ycTpoincTea (Ha flash), xpaHuWT coobLeHns ¢
MOMEeHTa NnocaeAHen 0UNCTKN NepMaHeHTHOro siora. He ounwaeTtca npu
nepesarpyske nnv o4ncTke KoHourypaumm. OumaeTcs ToNbKO Npu
BbIMOJIHEHUW CneynanbHOM KOMaHAb;

* NorvpoBaHune BBeeHblx KoMaHz (logging cli-command) — B1A norvpoBaHus,
KOTOPbIV BKAKOUAET 3anuncb BBeeHbIX KOMaHJ B OnepaTuUBHbIN 1
NnepMaHeHTHbI (ecvi OH BK/IKOYEH) JIoT;

* NOrMpOoBaHMe B KOHCONb yrpaBneHus (console logging) — cneuvanbHbIv BUA,
NOrMpPOBaHUS, KOrfa coobLLeHVs BbIBOAATCA HenocpeacTBeHHO B CLI. BeiBog B
CLI paboTaeT ToNIbKO B pamMKax ceccuu ynpasneHus. Korga ceccus
ynpasneHuns 3aBepLuaeTcs (Mo KOMaHAe, Win No TalMayTy) — BblBOJ,
npekpallaercs;

* nornpoBaHue oTnpaBneHHbix SNMP-trap coobLueHnii — Bce OTNpaBAeHHble
KoMMyTaTopoB SNMP-trap coobLLeHnsa 3aHOCATCS B cneumanbHbIA NOT,
KOTOPbIA MOXHO NMPOCMOTPETb OTAEbHOW KOMaHAOW;

* norvpoBaHue Ha Syslog-cepsep (logging syslog) — oTnpaBka coobLeHn nora
Ha HaCcTpoeHHbIN Syslog-cepBep.
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OnepaTVBHbIN 1 NePMaHEHTHbIA I0r paboTatoT NO NPUHLMMY KONbLEeBOro bydepa.
BHOBb NpuxogsaLime coobLLeHMs MoMeLLatoTcs B KOHel, bydepa A0 Tex Nop Noka oH
He HaKoMUT MakCManbHOe KOINYeCTBO CO0bLLeHWIA. MNpr MakCMManbHOM 3HaYeHUN
pa3mepa KosibL,eBoro bydpepa coobLLeHNA NPOAOIKAOT 3aNNCbIBAaTLCA B XXYPHaJ, HO
npuv 3TOM COObLLEeHMA B Hayase KosibLieBoro bydepa yaanstoTcs.

Pa3mep onepaTyBHOrO 1 NepMaHeHTHOro 10ra BblIb1paeTcst B COOTBETCTBUM C
06BHeMOM NaMATU KOHKPETHOrO YCTPOICTBa, Ha AJ1IC-24110LVT pa3mep
onepaTtuBHOro nora — 20 TbICAY COOOLLEHNIA, MepPMaHEeHTHOro — 4 TbICAUN
COObLLEHWNIA.

Mo ymon4aHuio Ha ycTporcTBe BkAKOUeH onepaTtuBHbI nor (buffered logging).

10.3 Pa6oTa c normpoBaHuem

10.3.1 OnepaTuMBHbIW Nor
Hactpoiika

OnepatueHbIn nor (buffered logging) BkntoueH No yMon4aHuo, LONONHUTENbHbIX
HacTpoek He TpebyeTcs.

MpocmoTp

[Ana npocmMoTpa onepaTyBHOIO /10ra BbINOAHUTE KOMaHAY:

show logging buffered [<count>]

34ecb [<count>] — KONMYECTBO BbIBOAVMbIX COOBLLEHU (HEOBA3aTEIbHbIN
napametp). K npnmepy, 3HayeHve 10 BbiBegeT nocnegHue 10 coobLueHnii ns
ornepaTMBHOrO fiora. ECnm KonnmyecTBo He ykasaHo, byayT BbiBeeHbl BCce CO0bLLeHNS
onepaTtmMBHOIO N0ra.

10.3.2 NMepMaHEeHTHbIW nor
Hactpoiika

BKnmqumenepmaHeHTHoronora

logging persistent <level>
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3aeckb <level> — ypoBeHb 10rMpoBaHUSA. YPOBeHb JIOMMPOBAHNA MOXET bbITb 3ajaH
ymcnom ot 0 o 7 nnm CTPOKOM 13 ciefytoLlero cnucka: emergency, alert, critical,
error, warning, notice, info, debug. 3HaueHve 0 cooTBeTCTBYET YPOBHIO 1OrMPOBaAHNSA
emergency, 3HayeHne 1 — ypoBHIO alert v Tak ganee. YpoBeHb N0 YMOAYAHUIO:
warning (Uncnosoe 3HaueHue 4).

Kaxzoe 13 coobLLeHNI nora nMeeT onpejeneHHbl ypoBeHb BaXHOCTY OT O (camble
BaXKHble, emergency) 40 7 (0Tnajo4Hble coobLieHus, debug). YpoBeHb nornpoBaHmns
NO3BOIIET OTOPOCUTL HEBAXHbIE COOBLLEHNS, N COXPAHATbL TOJIBKO Te, ypOBeHb
KOTOPbIX UNC/IEHHO MEeHbLLE NV paBeH yCTaHOBNEHHOMY. [pnMep: Npu HacTpoKke
YPOBHS NOrMpoBaHus B 4 (warning) B mepMaHeHTHbIA 10T nonayT Bce CoobLUeHNs C
ypoBHAMUK OT 0 10 4 BKAtOUNTENbHO. CoobLLeHNs C ypoBHEM € 5 1o 7 byayT
OoTHbpOLLEeHbl 1 He NonagyT B NepMaHeHTHbI /10T

qTO6bIM3M€HMTbypOBEHbHepMaHeHTHOFOﬂOFa,BHHOHHMTGHOBTOpHOKOMaHAM

logging persistent <level>

OTKNOYEHME NEPMAHEHTHONO I0ra OCYLLECTBASETCA KOMaHAOIA:

no logging permanent

MpocmoTp

MpocMOTp NepMaHEeHTHOro 10ra BO3MOXeEH KOMaHJ0iA:

show logging permanent [<count>]

34eck [<count>] — KONMYECTBO BbIBOAVMbIX COOBLLEHU (HEOBA3aTEIbHbIN
napameTtp). Ecnv 3HaueHne He yKas3aHo, byaeT BbiBeJeT BeCb NepMaHeHTHbIV NoT.
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10.3.3 J/lornpoBaHue BBeAeHHbIX KOMaHJ,
Hactpoiika

BKHDHGHMQHOFMpOBaHMﬂBBeAeHHXKOMaHﬂ

logging cli-command

OTkNroueHwue:

no logging cli-command

MpocmoTp
Mpn BKAKOYEHWW OTMPOBaHKA BBEAEHHbLIX KOMaHZ KOMaHAbl 3aM1cbiBatoTCA 1 B
ornepaTvBHbIN NOT, N B MepPMaHeHTHbIN, eCnn OH bbln BkaroYveH. KomaHabl CLI He

6yAyT 3anmcaHbl B NepMaHEeHTHBbIW 10T, eC/IN ero YpoBeHb HUXXe YPOBHSA COOOLLLEeHWNIA
CLI-komaHa — 6.

10.3.4 OuncTtka noroB
OQVKTKaBceXﬂOKaﬂbHHXﬂOFOBHpOM3BOAMTCﬂKOMaHAOMZ
logging clear

OnepatuBHbIV nor (buffered logging) Takxxe ounwaeTca npy nepesarpyske
yCTpoOWCTBa.

10.3.5 JlornpoBaHuMe B KOHCO/1b yripaB/ieHUA
Hactpoiika

Mpw BKAtOYeHUM nornpoBaHus B CLI coobLyeHUs BbIBOAATCA HenocpeacTBeHHO B CLI-
ceccuto ynpasneHus. [py 3TOM Ha Apyrmne ceccun AaHHaa KoMaHa He BanserT.
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BkntoyeHune normposaHusa B CLI:

logging console 7

OTKkNrOYeHMe:
no logging console

NoruvposaHue B CLI TakXe 3aBepLUaeTca Npu 3aBepLueHnn ceccun. laHHas KOMaHAa
He oTobpaxaeTcs B KOHPUrypauum.

10.3.6 MpocmoTp cnucka SNMP-trap coob6LieHnA
KomMmMyTaTop npv BOSHMKHOBEHU HEKOTOPbIX COBLITUIA MOXET CO0bLLAaTh O HUX BCEM

HacTpOeHHbIM NpuemMHrkam SNMP-trap coobLueHuin. Kaxgoe coobLeHne byaet
3aHeCeHO B OTAE/IbHbIN /10T, AN MPOCMOTPA KOTOPOro NCMONb3yeTcsi KOMaHAa:

show logging traplogs

Log System Up Time Trap
1 0 days 00:01:24 Port: Link Up: 0/18
2 0 days 00:01:24 Port: Link Up: @/17
3 0 days 00:01:24 Init: Cold Start

B aTom nore coxpaHaroTcs Bce SNMP-trap coobLueHns. 3anncb BeeTcs No NpUHLUNY
KONbLEeBOro bydpepa, MakcMasibHbI pa3mep KOTOPOro coctaBngdeT 256 coobLeHNIA.
Mpwn nepesarpyske KOMMYTaTOpPa /10T OUKLLIAEeTCA.

Y AaHHOro Nnora ecTb HeCKObKO 0CObeHHOCTeN:

* Mpw BbIBOJeE /iora 60nee HoBble COObLLEHMS OTOHBPaXaroTCa B Hayane;

* coobuieHnsa SNMP-trap, oTnpaBka KOTOPbIX OTK/KOYEHa, He ByayT 3aHeceHbl B
nor SNMP-trap coobLueHuiA;

* B lor nonagatot Bce SNMP-trap coobLeHuns, BHE 3aBUCMMOCTU OT TOrO,
HacTpoeHbl MV npreMHnKn SNMP-trap coobLleHMin Ha KOMMYTaTope VUK HeT.
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10.4 Syslog

10.4.1 NowaroBasa HacTpoika
Lar 1. HacTpoiika agpeca Syslog-cepBepa

[Ans HazHaueHWs agpeca Syslog-cepBepa MCNOb3YyeTCs KOMaHAA:

configure
logging host <ipaddress> ipv4 [<port>] [<severitylevel>]

MNapameTpbl:

* <jpaddress> — IP-agpec Syslog cepBepa;

* [<port>] — HeobsA3aTeNbHbIN NapaMeTp, NOPT Ha3HaveHUs Ha Syslog-cepeepe;

* [<severitylevel>] — HeobsA3aTeNbHbIN NapaMeTp, ypOBEHb JIOrMPOBaHKS.
YpoBeHb fiorvpoBaHunsa ans Syslog-cepsepa paboTaeT No TOMy Xe NMPUHLKMY, Y4To
AN nepMaHeHTHOro fiora. Mpw yctaHoBke 3HaveHna 4 (warning) Ha Syslog-cepeep
6yAyT oTrnpaBaeHbl CO0bLLEeHUs C YPOoBHAMMU OT 0 0 4 BKIOUNTENBHO.

LLar 2. BkatoueHue oTnpaBKu coobLueHuin Ha Syslog-cepsep

[Ansa BkAoYeHusA OTNpaBKN NCMONTb3YETCA KOMaHAa:

logging syslog

Mocne BbINONHEHWS 3TOM KOMaHZAbl COOBLLIEHNST HAUHYT OTNPAaBAATLCA HA YKa3aHHbIN
Syslog-cepsep.

10.5 TunoBble BONPOCHI N OLLNGKW

B: MoxeT 1 nepMaHeHTHbI NOr 3aN0/IHNTL NaMATb YCTPONCTBA U MPUBECTN K
BbIX0Zy 060pyA0BaHNA N3 CTPOA?

O: Her, 6narogaps NnpUHLMNY KONbLLEBOro bydpepa MakCMMabHbI pa3mep
NepMaHeHTHOro J1Iora U3BecTeH 3apaHee N He byAeT yBeImyBaTbCS.

B: YHMUTOXaeTCa N1 MepMaHeHTHbIN 10T NPy ero BbIKAKYEHNI?
O: HeT, Npu BbIKIHOYEHVM MEPMaHEHTHbIV J10r NPOCTO nepecTaeT 3anmncbiBaTbCs.



100
643.PHK.50159-01 32 01

B: Kakoe Bpemsi nonazaet B cOObLLEHVA fora?

O: CuctemMHoe BpeMs yCTporcTBa. ECnv HacTpoeHa CUHXPOHM3aL s BPEMEHM Mo
SNTP, To Bpems B fiore 6yseT KOppekTHOe, BHeLLHee. EC/in CMHXpOHM3aums He
HaCTpoeHa, TO BpeMs byaeT oTcUnTbiBaTbCA € 1 aHBaps 2000 roga naroC KONMYeCTBO
CeKkyHZ, KOTopble YCTpoKrcTBO npopaboTtano (Uptime).
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11. PORT SECURITY

11.1 Port Security Ha kommyTaTopax AJICUTEK

K MmexaHun3Mmy Port Security Ha kommyTaTtopax AJICUTEK oTHOCUTCA pag GyHKLUMIA,
npesHa3HayYeHHbIX A/19 NOBbILLEHNA 6€30MNacHOCTU UCMOJIb30BaHNA 060pyA0BaHNS.

OcHOBHble HacTpomnkKn Port Security BbINONHATCA HENOCPEACTBEHHO B KOHTEKCTE
nHTepdenca, 04HaKo eCTb HEKOTOPble HACTPOMKW, KOTOPbIE BbIMOHAKTCA B peXnMe
rno6anbHOro KOHGUrypnpoBaHUS.

11.2 HacTpouika Port Security Ha nHTepdencax

11.2.1 OrpaHunyeHmne MAC-agpecoB

Ha kommyTtaTopax A/ICMTEK npesycMoTpeHa BO3MOXHOCTb OrpaHUYeHrsa KonnyecTea
AVHaMnyeckn nsyyeHHbix MAC-agpecoB Ha HTepderice. OrpaHuyveHmne
HacTpanBaeTca B gnana3oHe oT 0 go 600. Npn 3HaveH 0 KOMMyTaTop NepecTaeT
n3yyatb MAC-agpeca NpuUxoAaLLmX € 3TOro nHTepdeinca naketTos. 3HayYeHne
orpaHn4yeHnsa No ymondaHuo pasHo 600.

Ans paboTbl OrpaHMYeHnst HEO6XOAMMO BKIHOUNTL Port Security rnobanbHo:

configure
port-security

B npumepe Huxe Ha nHTepdeiice 0/1 BkatovaeTcs orpaHnyeHmne B 5 MAC-agpecos:

configure
interface 0/1
port-security
port-security max-dynamic 5

MNocne BBOAA 3TUX KOMaHZA b6yayT n3yyeHbl He 6onee 5 pa3nnuHbix MAC-agpecos, npu
NOCTyrN/JIeH HOBOrO NakeTa ¢ HendyyeHHbIM MAC-azpecom naket byseT o6paboTaH,
Ho ero MAC-agpec He byaeT 3aHeceH B Tabnnuy MAC-agpecos.
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11.2.2 N3onauuma nutepdencon (Port Isolation)

[laHHasa cnyx6a No3BOAISET NPeLOTBPATUTL Nepesady AaHHbIX MeXAy YCTPOMCTBAMMU,
NOAKNHOUYEHHbBIMY K Pa3HbIM MHTepdencam o4HOro KommyTaTopa. Ans nonsauum
HeCKONbKMX NHTepdelcoB Apyr OT Apyra HEOHXOAMMO 06BEeANHNTL NX B O4HY
rpynny. OanH nHTepdeinc He MoxeT bbiTb Jo0baBneH 6osiee YeM B OAHY rpynny
N30N1ALNN.

Ob6begnHeHMe B O4HY rpynmny rapaHTuUpyeT, 4Tto Tpaduk Mexay nHTepdencamm stoin
rpynnbl He byseT nepefaBaTbCs. Bcero paspelueHo 1cnoib3oBaTh TPU rpynnsbl, C
HomMepamu oT 0 40 2. 10 yMONYaHWIO U30NALMSA BbIKKOYEHA, a rpynmbl He cofepxaT
HU O4HOro NHTepdelica.

Mpwn HacTpolke N3oaaunm nHTepdencos Tpaduk byaeT NPOAOIKATL NepesaBaThCs:

* Mexay nHTepdencamm onpeseneHHoOn rpynnbl U MHTepdencamm 6e3 rpynnb;
* MeXay UHTepdencamm pasHbIX rpymnmn.

BknoyeHmne nsonaymun

Ans nomelLeHNss MHTepdelicoB B onpeaeneHHyo rpynny U3oasumm Ncnonb3yeTcs
KOMaHAa:

configure
interface 0/1-0/4
switchport protected 0

B saHHOM npumMepe nHTepdeinckl ¢ 0/1 no 0/4 BkAtoUeHbl B rpynny ¢ HomepoMm 0 u
N30N1POBaHbI Apyr OT Apyra. MNepesaya nakeToB mexay HTepdencamm 0/1-0/4
HEeBO3MOXHa.

Bbik/loueHUe nsonaunm

AN Toro, 4tobbl UCKIHOUNTL ONpeseNieHHble NHTepderchl N3 rpynmbl, UCMoMb3yeTcs
KOMaHAa:

configure
interface 0/1
no switchport protected @

B saHHOM npumMepe 13 rpynnbl 0 ncknrodveH nHtepdeinc 0/1, nHtepdeicsl ¢ 0/2 no 0/4
13 NpeablAyLLero npuMepa ocTanancb N30MPOBaHbI ApPYr OT Apyra. Ecan ncknoumntb
N3 rpynnbl Bce NHTepderichbl, N30a9Una byaeT OTKIIoYeHa ANA 3TOW rpynnbl.
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11.2.3 3awumTa ot wtopmoB (Storm Control)

3Ta cnyxba UCMonb3yeTcsa A8 OrpaHNYeHs KOIMYeCTBa nepeiaBaemblX MakeTos
onpegeneHHoOro Tmna. Kak npasuo, cnyxb6a HacTpamBaeTcs Ha nHTepdericax
abOHEeHTOB, MOCKOJIbKY OHM MOTYT MNOChINaTb HexenaTe/bHbIn Tpaduk B CeTb.
OrpaHnymBaTb MOXHO BXOAALLNI broadcast-tpaduk, multicast-Tpadpurik nan
Hens3BeCTHbIN unicast-Tpaduk. Tpaduk unicast cumMTaeTca HensBecTHbIM, ecit MAC-
ajpec HazHayeHWs NakeTa He N3yYeH Ha KOMMyTaTope.

HacTpolika 3alnTbl OT LUTOPMOB 3aK/IH04aeTCs B yKa3aHUM MaKCVManbHOW CKOPOCTY
Bxojsuero Tpaduka. ECTb gBa cnocoba HaCTPOMKIN: YKazaHVie MakKCMasibHOMN
CKOPOCTW B NakeTax B CeKyHAy (pPps) nav yepes knnobutsl B cekyHay (kbps). Ha
KOMMYyTaTOpe MOXHO HaCTPOUTb TONLKO OAMH BaPUAHT 3alUTbl, HACTPOUTb
COBMECTHO OrpaHuyeHmne B pps, 1 B kbps Henb3s.

Bk/IlOUEHMe OrpaHNYeHUs BXoAsLLero Tpadpumka c MakCUMasibHO CKOPOCTbIO B
nakeTax B CEKYHAY

Huxe npeacTaBneHbl KOMaHAbl AN YCTAHOBKM 3HAYEHMA OrpaHNYeHns AN BCex Tpex
TMNoB Tpaduka:

configure
interface 0/1
storm-control broadcast rate 20
storm-control multicast rate 30
storm-control unicast rate 50

B aToM npumepe ans nntepdeinca 0/1 yctaHoBneHo orpaHnyeHve B 20 NakeToB B
cekyHAy Ana broadcast-tpaduka. K npumepy, echvi Ha nHTepdeinc noctynaet
broadcast-tpaduk 21 nakeToB B CekyHAy, TO NponayT To/ibko 20 NakeTos, a 21-bIin
byneT otbpolueH. Ana multicast-tpaduka yctaHoBneHO orpaHuyeHme B 30 NakeToB B
cekyHay, a ana DLF nakeTtoB B 50 nakeToB B CeKyHAy.

BkitoueHUe orpaHnyYeHus BxoasLero Tpaduka ¢ MakKCMMasibHON CKOPOCTbIO B
KNUnoburtax B ceKyHAay

Huxe npeacTaBneHbl KOMaHAbl 4151 YCTAHOBKM OrpaHUYeHns ANa BCeX TUMOB
Tpadwuka:

configure
interface 0/1
storm-control broadcast kbps 64
storm-control multicast kbps 128
storm-control unicast kbps 192
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B aToM npumepe ans nHtepdeinca 0/1 yctaHOBNEHO OrpaHuyeHve B 64 KnnobuTta B
cekyHAy ana broadcast-tpaduka. K npumepy, ecnv Ha nHTepdeinc byzeT noctynatb
broadcast-Tpapuk co ckopocTbto 128 KMNOBUT B CEKYHAY, TO MPONAET TO/IbKO
nonosuHa. nsa multicast-tpadumka yctaHoBNeHO orpaHnyeHune B 128 k6ut/c, ans DLF
TpadrkKa orpaHnyeHmne yctaHoBneHo B 192 kbuTt/c.

OTK/IIOUEHME OrpaHMYeHuns Bxoasllero Tpaduka

OTKOYeHMe MOXeT NoTpeboBaTb A Nepes TeM, Kak CMeHUTb PeXM OrpaHnYeHuns ¢
pps Ha kbps 1 06paTHO. BbIMONHEHWE 3TUX KOMaHZA NpuBeeT K OTKAHUEHUIO 3aLLnThI
OT LUTOPMOB Ha nHTepderice 0/1:

configure
interface 0/1
no storm-control broadcast rate
no storm-control multicast rate
no storm-control unicast rate

Mocne oTKAKOYEHWNS OrpaHNYEHNs O4HOrO TUNa (HanpyMep, B pps) Ha Bcex
NHTEepdencax KOMMyTaTopa MOXHO HAaCTPOUTb OrPaHUYeHe A4PYroro TMna
(Hanpumep, B kbps).

11.2.4 Cny>x6a o6Hapy>xeHus netenb (LBD)

AaHHas cnyxba No3sosseT asToMaTnYeckn onpeaenaTs, ecTe v Ethernet-neTna 3a
KOHKpPeTHbIM VHTepdencoM. Kak npaBunno, 3ta ciyxba BkItoYaeTcs Ha aboHEHTCKUX
NHTepdencax 1 NpeAoTepaLlaeT obpasoBaHme netesb ClefyroLwmm ob6pasom:

* KOMMYTaTOP Nepuoanyecky wnet crneumanbHelil Ethernet-naket Ha
yKa3saHHble HTepdencsl N NPUHMaeT OTBeT,;

* eC/In OTNPaB/IeHHbI KOMMYTaTOPOM MakeT BepHeTCHA Ha TOT Xe VHTepdeiic, ¢
KOTOPOro 6bln OTNpaBneH — AeTeKTUPYyeTcs NeTns;

* Mpyv o6HapyXeHUn neTnn GU3nyecknin NOPT KOMMYTaTOPa BbIKIHOYAETCS;

* BbIK/IOYEHHbI NOPT KOMMyTaTOpa BOCCTaHaB/IMBAETCHA Yepes HekoTopoe
BpeMsi aBTOMaTM4yecky, Nocsie Yero npouecc AeTekTMpoBaHNA neTeslb Ha 3TOM
NHTepderice NOBTOPSETCSH;

* ecnuv netnsa byaet obHapy>XXeHa BHOBb — MOPT CHOBA BbIK/THOYAaETCA 1 npoLecc
noBTOpseTCS.

Mpwn 6nokMpoBKe B Tabnnue MHTepdencos cTaTyc 3ab10KMPOBaHHOIo NHTepdelca
npumet 3HaveHwve "LBD Disabled". Bce cobbITns cnyx6bl LBD 3anuncbiBatoTCs B NOT.
Mo yMOn4aHMIo AeTeKTpOoBaHMe netesb OTKIHYEHO.
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Ob6Lasa cxema ans cnyxbsl LBD n3obpaxeHa Huxe:

0/1 loopback-detection

KOMMYTATOP YCTPOWCTBO
BknroueHuvie LBD

Ana BkntoyeHns C}'Iy)K6bI Ha ornpegeneHHOM I/IHTGpCI)GVICG MCNoJib3yeTcd KoMaHaa:

(als_sw) #configure
(als_sw) (configure) #interface 0/1
(als_sw) (configure) (interface 0/1) #loopback-detection

Cnyx6a LBD He MOXeT 6bITb BK/IHOUEHa Ha MHTepdeicax COBMECTHO CO C1y>K60i
LBDUD.

BbikntoyeHue LBD

[Ana BbIK/IFOYEHUA MCnonib3yeTcd KoMaH4a:

(als_sw) #configure
(als_sw) (configure) #interface 0/1
(als_sw) (configure) (interface @/1) #no loopback-detection

[AononHnTtenbHble HacTpoiiku LBD

Ansi cnyx6bl 06HapY>XeHNs neTeslb BO3MOXHO U3MeHEeHVe NapaMeTpoB paboTsl.
Mepuog BoCcCTaHOBNEHUSI MHTepPdelica, BbIKIHOYEHHOMO MNPy 06HAPYXXEHUW NeTAu,
MOXHO N3MEHUTb KOMaHAOM:

(als_sw) #configure
(als_sw) (configure) #loopback-detection recovery time <seconds>

Bpemsa ykasbiBaeTca B CeKyHAAX U MOXET MpUHMMaTh 3HaveHusa oT 1 fo 1800 cekyH.
o ymonyaHuo BpeMs BOCCTaHOB/IEHUS paBHO 60 cekyHaaM.
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11.2.5 Cny>k6a o6Hapy>KeH1s Of4HOHanpaB/IeHHbIX COeANHEHUI
(LBDUD)

JleTeKkTpoBaHMe Of4HOHaNPaBAeHHbIX COeANHEHNM NO3BOJIAET YCTPOMCTBAM,
NOAKNHOYEHHbIM O4HOHAaNpPaBAeHHbIMW ONTUYECKUMU MOZYNSMU, OTCNEXVBaTb
dumsnueckyro KoOHbUrypaumio kabene n 0bHapyXxmnBaTb MosiBAEHME
OAHOHaMNpaB/ieHHbIX COefUHeHW. Npu 0bHapy>XXeHN 04HOHaNPaBAEHHOro
COoeZIMHEeHNS COOTBETCTBYHOLLMIA NHTEPPENC OTKIOYaETCS.

O6Lwasn cxema ans cnyx6sl LBDUD mn3obpaxeHa Huxe:

KOMMYTATOP

KOMMYTATOP KOMMYTATOP

TexHonormna LBDUD HecoBMeCTMIMa C aHaNOrMYHbIMW peLleHUaMn apyrx
npoussognTenen. [1na koppekTHown paboTbl cnyxba LBDUD gosikHa 6bITb BKIKOUEHA
Ha BCeX YCTPOWMCTBAXxX B CXeme BblLLe.

BknroueHvie LBDUD

AN BKAOYEHWS Cy>X6bl Ha onpeaeneHHOM UHTepdelice NCNOoNb3yeTcs KOMaHAa:

(als_sw) #configure
(als_sw) (configure) #interface 0/1
(als_sw) (configure) (interface 0/1) #loopback-detection unidirectional

Cnyx6a LBDUD He MoXeT 6bITb BK/IHOUEHa Ha NHTepdericax COBMECTHO CO CyX60M
LBD.
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BbiknoyeHue LBDUD

BbIKNtoUnTb CNyxby Ha MHTepdernce MOXHO KOMaHZAOW:

configure
interface 0/1
no loopback-detection unidirectional

[ononHnTtenbHble HacTpoiikn LBDUD

Ansa cny>bbl feTeKTUPOBaHWS O4HOHaNPaBAeHHbIX COeANHEHUIA BO3MOXHO
n3MeHeHVe napameTpoB paboThl. [leprog BoCCTaHOBAEHUS nHTepdelica,
BbIK/IFOYEHHOr0 Npu 06HapYy>XeHN OAHOHANPAaBAEeHHOIro COeANHEHWS, MOXHO
N3MEHUTb KOMaHAOW:

configure
loopback-detection unidirectional recovery time <seconds>

Bpemsa ykasbiBaeTcs B CeKyHAAX U MOXET MPpUHMMaTh 3HaveHus ot 1 o 1800 cekyHA.
Ecnn ykasaTtb 3HaueHMe BpeMeHW paBHbIM HY/HO, nHTepdenc He byaeT
aBTOMaTNYeCKM BOCCTaHaBAMBATbLCA. 3HaUYeHVe BOCCTAHOB/IEHUS MO YMONYAHUNIO —
60 cekyHA,.
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12. LLDP

12.1 BBegeHue B LLDP

Link Layer Discovery Protocol (LLDP) — npoTOKO/ KaHa/IbHOro YpOBHS,
NO3BOJIAOLWMIA ceTeBbIM ycTporicTBaM (LLDP areHTam) aHOHCKpoBaTh B ceTb
nHPopmMaLuio o cebe, a Takxke cObMPaTb U HaKanJMBaTb MHPOPMALMIO O APYriX
ycTponcTeax. lNpoTokon onvcaH B ctaHgapTe |IEEE 802.1AB.

12.2 LLDP Ha kommyTaTopax AJICUTEK

KommyTaTop npw BkaroueHUn cyK6bl LLDP HaurHaeT nepnognyeckn oTnpasnaTb
LLDP-coobLeHunst cocefHNM ceTeBbIM yCTporicTBam. LLDP-coobueHus, npuxoasiune
OT APYrUX YCTPOMCTB, COXPaHAETCHA B NaMATN KOMMYTaToOpa Ha BpeMs, yKa3aHHOe B
camoM LLDP-coobLieHnn. He3aBnUCMMO OT TekyLLero COCTOAHWSA, KOMMYTaTop He
nepeHanpasnseT Ha Apyrve nHtepdericel nonyyeHHble LLDP-coobuieHums.

12.2.1 HacTpoiika
Lar 1. BkntoyeHue onpaBku LLDP-coo6LieHniA Ha nHTepdelice

Ansa BkAo4YeHus OoTnpaBKn COO6LLI,eHI/II7I MCNoJb3yeTcda KOMaHaa:

configure
interface 0/1
1ldp transmit

Mocne BbINOAHEHNSA 3TOM KOMaHAbl KOMMYyTaTop byaeT oTnpaBnATb ¢ uHTepderica 0/1
LLDP-coobuieHns co cneayowmmm NnonsaMum:

* MAC-agpec kommyTaTopa. Nepegaetca B none "Chassis ID", noatnn "MAC
address";

* HauMeHOBaHMe NHTepdeiica. MNMepegaetcs B none "Port ID", noatun "Locally
assigned";

* Bpems xpaHeHus. [NepesaeTca B none "Time To Live".

Mo ymonuaHunto kKoMmmyTtaTop otrnpaenseT LLDP-coobuieHns kaxable 30 cekyHA,
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LWar 2. BkatoyeHue npuema LLDP-coob6LieHnii Ha nuHTepdeiice

Ana BKNHOUEHNS MprieMa COObLLIEeHUIA OT APYrUX YCTPOMCTB UCMOb3yeTcst KOMaHAA:

configure
interface 0/1
11dp receive

Mocne BbINOAHEHNSA 3TOM KOMaHAbl KOMMYTATop byaeT NpUHNUMaTb 1 XpPaHUTb
cBeZeHuns 06 yCTpoMCTBe, NOAKIHOUYEHHOM K MHTepdelicy 0/1.

LWar 3. UsmeHeHne nepuoga oTnpaBku LLDP-coo6LweHmnia (OoNL{MOHaNbHO)

Mo ymon4aHno KOMMyTaToOp OTMNpaBaseT coobLueHns Kaxabli 30 cekyHa,. 3T0
3HayeHme MOXHO N3MEHNTb KOMaHZO0M:

configure
1ldp timers interval 5

MNepvog MOXHO yKka3aTb OT 5 40 32768 cekyHA.

War 4. Jlo6aBneHune B nepepaBaemMble coobLieHus IP-agpeca kKomMmyTaTopa
(onyMoHanbHO)

CBeseHuns 06 yCTpoKicTBe NepesatoTcs B BUAe Habopa TLV, onncaHHble B cTaHZapTe
IEEE 802.1AB. TLV 3TO COBOKYNMHOCTb Tpex noJieit: nose Tuna (onpeaenser
cogepxnmoe TLV), none pasmepa n rnose caMux gaHHbIX. [laHHble, B CBOIO oyepesb,
TakXXe MOry MMeTb C/IOXHYK CTPYKTYpY, opmaTt KOTOpOn byaeT onpeaenstbCs
noATunom. NMNommmo obssaTtenbHbiX TLV, Takmnx kak "Chassis ID" (TLV Tun 1), "Port ID"
(TLV Tun 2) n "Time To Live" (TLV Tun 3), B nepegaBaeMble NakeTbl MOXHO 406aBUTb
pA4 cneuranbHbIX TLV.

Ansa Toro, 4To6LI 406aBUTL B NepejaBaeMsble nakeTbl IP-agpec kommyTatopa (TLV ¢
TUMOM 8), BbIMOJIHAEM KOMaHAy:

configure
interface 0/1
11ldp transmit-mgmt

Mocne BbINONHEHNSA 3TOW KOMaHAbl KOMMYyTaTop byzeT nepejaBaTb CBOW IP-agpec B
coobuieHumsx LLDP. IP-agpec kommMyTaTopa nepejaeTcs B BUAE YeTbIpex OKTeTOB, C
noAatunom 1, yto 1 o3Hauvaert IPv4-agpec.
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Lar 5. lo6aBneHue B nepegaBaemMble COO6LLLEHUS MMEHU YCTPOACTBA
(onUMOHaNbLHO)

C nomMoLwpblo cneayroLein HaCTPOMKN MOXHO BKIHOUNTL OTrpaBky System Name
ycTpowctea B TLV ¢ Tunom 5 (System Name TLV):

configure
interface 0/1
1ldp transmit-tlv sys-name

Mocne BbINONHEHNS 3TOV KOMaHAbl KOMMYTAaTop byAeT nepesaBaTb CTPOKY
npurnaweHuns CLI B cooblieHnsax LLDP. MpurnaweHne MOXHO U3MEHUTb ClefytoLLein
KOMaHA0W:

set prompt "switch1"

Ectb v gpyron BapmaHT. lNo ctaHgapTy IEEE 802.1AB, ecnm ycTponcTBO COBMECTUMO C

RFC 3418, To B kayecTBe System Name Hy>XHO ncnonb3osatb sysName o6bekT SNMP.
AAna BKIKOYEHNA COBMECTUMOCTU C 3TUM CTaHAAPTOM HY>XXHO BbIMOMIHUTL CNeAyoLLyHo
KOMaHay:

11dp rfc3418

N3MeHnTb sysName MOXHO C MOMOLLbIO CieAytoLLeil KOMaHAbI:

snmp-server sysname "switchi"


https://tools.ietf.org/html/rfc3418
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12.2.2 NMpocmoTp

MpocmoTp MHGOpPMaLMK O APYrrX YCTPOMCTBAX, KOTOPble coobwmam o cebe no
npotokosy LLDP, Ha Bcex nHTepdericax, HaCTpOeHHbIX Ha npuem LLDP:

show 1ldp remote-device all
LLDP Remote Device Summary

Local
Interface RemID Chassis ID Port ID System Name
0/1 1 172.17.1.5 20

Bonee geTanbHyto MHGOPMaLIMIO MOXHO NONYUYNTb KOMaHAOMN:

show 1ldp remote-device detail /1
LLDP Remote Device Detail
Local Interface: @/1
Remote Identifier: 1
Chassis ID Subtype: Network Address
Chassis ID: 172.17.1.5
Port ID Subtype: Local
Port ID: 20
System Name:
System Description:
Port Description:
System Capabilities Supported:
System Capabilities Enabled: router
Time to Live: 63
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13. VLAN

13.1 BBegeHue

VLAN (aHrn. Virtual Local Area Network, BupTyanbHas nokanbHasa ceTb) — rpynna
y3710B CceTu, Tpadurk KOTOPOK, B TOM YMC/IE LUNPOKOBELLATEe/bHbIN, HAa KaHa/IbHOM
ypoBHe (Layer 2) MONIHOCTLIO M30/IMPOBAaH OT Tpaduka Apyrux y3nos cetun. VLAN
NO3BOJIAET CO3/aBaTb NONHOCTLIO U30VPOBaHHbIE CErMEeHTbl CeTU nyTemM
NOTNYecKoro KOHGUrypmpoBaHUs KOMMYTaATOPOB, He npuberast K U3MeHeHUo
dU3MYeCcKom CTPYKTYpPbI CETU.

BHyTpv koMmyTaTopa HacTporiku VLAN no3BOASAIOT N30AMPOBaTb TPadUK Mexay
nHTepdencamun:

VLAN 100 _¢

u
VLAN 300 VLAN 200

KOMMYTATOP

VLAN CTpOATCA Ha OCHOBe TeroB. Ter — MeTKa-naeHTndumkaTop, gobasnsemas K
Ethernet-kagpy v ncnonb3lyemas ans nepegaym nHbGopMaLm 0 NPUHAANEXHOCTA
kKagpa k onpegeneHHomMy VLAN. OnncaHue npvBegeHo B cTaHgapTe |IEEE 802.1Q.

KomMyTaTop oneprpyeT TO/NIbKO TerMpoBaHHbIMK MakeTamu. o ymonyaHumio Bce
NHTepdericbl KOMMyTaTopa OTHOCATCA K ycioBHOM ceTn VLAN 1 ¢ ngeHTudrkaTtopom
VID, paBHbIM 1. Bce HeTernpoBaHHble NakeTbl Ha BXoje nHTepderica KoMMyTaTopa
Ternpytotca VLAN 1, a Ha Bbixoge Ter VLAN 1 cHumaeTcs.


http://www.ieee802.org/1/pages/802.1Q.html
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MpoxoxzeHne nakeTa BHYTPY KOMMyTaTopa M306paxeHO Ha CXeMe HUXe:

BXOAHOW MOPT

: MNpasuna
5 . MNpaBuna Bxozsauine 4aCTUS
Bxoaswmni . | dvnsTpaumn npasuna Y
aker e : (Participation
, | (acceptframe) (Ingress rules) rules)

MaTpuua

KOMMYyTaLn

BbIXOAHOW MOPT

: Mpasvna :

. ' Vcxopawme .
BbixogaLumia E : npasuna Py??FTM: :
nakeT : (Egress rules) (Participation :

: rules) :

13.2 Hactpouka VLAN

Hactpoika VLAN Ha KOMMyTaTtope npoxoAuT B HECKOJIbKO 3Tanos:

co3aaHue VLAN;

* HacTporika npasua dunbTpauny;
* CO3JaHuve BXOZALMX NpaBun;

* CO3/laHue NpaBu yyacTus;

* CO3JaHuve NCXOAALLMX NpaBu.

13.2.1 CoszpgaHue VLAN

Ansa Toro 4Tobbl KOMMYTATOP MOT NPUHKMaTL U 0bpabaTeiBaTh VLAN, Heob6xoAMMO
ero co3saatb. [na co3aaHma VLAN ncnonb3yeTtcs cieayroLlas KomaHaa:

(als_sw) #vlan database
(als sw) (Vlan) #vlan <vlan list>
(als_sw) (Vlan) #exit



114
643.PHK.50159-01 32 01

Hanpumep, ana co3gaHusa Tpex VLAN (244, 600 1 1000 Ha npuMepe Hiuxe)
NCMO/b3YHOT KOMaHAy:

vlan database
vlan 244,600,1000
exit

B 31O KOMaHAe MOXHO 3aaaBaTb Habop VLAN cneayroLimmm cnocobamu:

* nepeyncneHve VLAN yepes 3anatyto (100,101,102,110);

* yKasaHwve nHtepsana VLAN uepes 3Hak "-" (100-102);

* KOMBUHVPOBAHHbLIM CMOCOBOM, NCMO/b3YSA NepeyncsieHne N NHTepBar
(100-102,110).

Kaxxgomy VLAN MOXHO Ha3HaunTb UMS, CAeNaTb 3TO MOXHO C/iefytoLleri KOMaHAowM:

vlan database
vlan name <vlan id> <vlan name>
exit

Ha nprmepe HuKe rnokasaHbl KOMaHAbl Ha3HaveHna nmeHu "IPTV" ana VLAN 600:

vlan database
vlan name 600 "IPTV"
exit

Nmsi oTobpaxaeTcst B KOHOUIypaLmm KoMMyTaTopa 1 B Tabnmuax CTaTUCTUKN.

13.2.2 HacTpoiitka npaBun ¢punbTpaunmn

MOXHO HaCTpOUTb MHTepdeiiC Tak, YTOBbI OH MPUHKMMAaN TONbKO TerMpoBaHHbIe
nakeTbl. 15 3TOro MCNob3yeTCs CesytoLlas KoMaHaa:

configure
interface 0/1
vlan acceptframe vlanonly
exit
exit
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Takke MOXHO HaCTPOUTb MHTepdelic Tak, YTOBbI OH MPUHKMMAaN TONbKO
HeTernpoBaHHble NnakeTbl. 18 3TOro NCNonb3yeTcs ciedyoLlas KOMaHAA:

configure
interface 0/1
vlan acceptframe admituntaggedonly
exit
exit

Mo yMonyaHuto NHTepdenc NpMHNMaeT TerMpPoBaHHbIE M HETEMVMPOBAHHbLIE MaKeThI.
ANsi 3a,aHVS TAaKOro NOBEAEHMA NCNONb3YeTCs cleytollas KOMaHAa:

configure
interface 0/1
vlan acceptframe all
exit
exit

Mpwn HacTporke ogHOro U3 pexunmoB (vlanonly nnn admituntaggedonly), nakeThbl
NPOTUBOMOJIOXHOIO TUMa ByAyT OTOpOLLeHbl Mo NpaBway acceptframe.

13.2.3 HacTpoiika BXxoaALWMX nNpaBuJl

AAna BxoadALlero HeTerpoBaHHOro NakeTa MOXHO YCTaHOBUTL Ter Mo 04HOMY 13
npaswn. MpropuTeT NpaBuaa TerMpoBaHWA ykasaH B nopsake yobiBaHUA (1 —
HauBbICLLUNIN, 3 — HAUMEHbLLUNIA):

1. Ha ocHoBe MAC-agpeca (MAC-based).
2. Ha ocHoBe 3HayveHUs nons Ethertype (Protocol-based).
3. Ha ocHoBe nHTepdodelica (Port-based).

Ecnn ana naketa NoAxoAAT HECKO/IbKO NpaBwi, TO cpabaTbiBaeT NpaBwusio, y KOTOPOro
BblLLe npuopuTeT. Hanpumep, ecav ycTaHOB/IEHO NpaBuio Ha ocHoBe 0/1
nHTepderica TernpoBaTb Naketbl VLAN 3 1 ycTaHOBNEHO rnobanbHOe NpaBuio Ha
ocHoBe MAC-agpeca TermpoBaTb nakeTbl VLAN 5, To nakeT 6ygeT nepejaH gasnblue C
VLAN 5, ecnv ero MAC agpec nCToOYHMKa coBMnagaeT C yKa3aHHbIM B rnpasuie
TernposaHuna Ha ocHose MAC-agpeca.

Mo ymon4aHuio Ha Bcex MHTepdencax KoOMMyTaTopa BXOAALLNIA HeTerMmpoBaHHbIA
Tpaduk Ternpyetca VLAN 1.
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13.2.4 HacTtpoirka MAC-based VLAN

AN TOro, YTo6bl HACTPOUTL TErVPOBaHME BXOASLLLEr0 HeTermpoBaHHOro Tpaduka
onpegeneHHblM VLAN, ocHoBbIBasAcb Ha MAC-agpece NCTOYHKIKA, NCMOJIb3YyeTCs
cnefyroLlan KomaHaa:

vlan database
vlan association mac <MAC-address> <MAC-address mask> <vlan id>
exit

B faHHO KoMaHAe ¢ nomollbto nona <MAC-address mask> MOXHO 3a4aTb AManasoH
MAC-agpecoB. Echn kommyTaTop npuMeT nakert, y kotoporo MAC-aspec UCTOYHKIKA
nonagaeT Noj OAHO 13 NpaBwWA, TO 3TOMY NakeTy byAeT Ha3HaYeH yKa3aHHbI B
npasune Ter VLAN. MpaBun MOXeT 6bITb HECKObKO. ECnv nakeT nonajaet rnog
HECKO1bKO Mpasw/l, TO MPUMEHSETCA TO/IbKO CaMoe NnepBoe, B MopsaLKe CO34aHUA.

B npumepe HUXe ana onpegeneHHoro MAC-agpeca HasHadvaetcs VLAN 97:

vlan database
vlan association mac 08:60:6e:6f:5b:6¢c ff:ff:ff.ff.ff:ff 97
exit

Mprimep NCnonb3oBaHUA Macku ANnd 3ajaHuna gnanasoHa MAC-aapecos:

vlan database
vlan association mac 08:60:6e:6f:5b:00 ff.ff.ff.ff:.ff:00 97
exit

Mocne BbINOAHEHWS 3TOM KOMaHAbl BCeM BXoAdaLwM naketam ¢ MAC-agpecamm
NCTOYHMKA B AnanasoHe oT 08:60:6e:6f:5b:00 go 08:60:6e:6f:5b:ff byaet gobasneH Ter
VLAN 97. Obpatute BH/MaHMe, YTO Ha nHTepdericax HeoH6XOANMO BKAKOUNTL
o6paboTtky VLAN 97.

13.2.5 HacTtpoiika Protocol-based VLAN

Hactpoiika TermpoBaHuns BXOAALLLErO HETErMPOBAHHOMO Tpadrika Ha OCHOBe
3HaueHuns nonsa Ethertype npon3BoaMTCA B HECKONBKO LLAroB: CHavana co3jaeTcs
rpynna, el HasHa4vaetcsa UmaA 1 VLAN, 3atem K rpynne gob6aBnseTcd NpoToKOo, Ha
OCHOBeE KOTOPOro byayT TernpoBaTbCs NnakeTbl, NOTOM Ha nHTepderce NnpuMeHseTcs
Co3jaHHas rpynna.
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LWar 1. CozgaHue rpynnsbl

Ana co3gaHna rpynnbl NCNONb3YeTCa cnefyoLlas KoMaHaa (B nprimepe
ncnonb3oBaHa rpynna 1):

configure
vlan protocol group 1
exit

Bcero paspeLueHo ncnoabL30Bath rpynnbl ¢ HoMepamu oT 1 40 16 BKAKOUNTENBLHO.

LWar 2. HasHaueHne NMeHwu rpynnbl

ANst HA3HaYeHUss IMEeHW rpynnbl UCMONb3YeTCs CieaytoLlas KoMaHAaa:

configure
vlan protocol group 1 named "PPPOE"
exit

B kauecTBe ID rpynnbl HY>KHO LUCMO/Ib30BaThb TOT Xe HOMEep, YTO H6biN1 NCMOb30BaH
npwv co3gaHuu. B npnmepe rpynne c Homepom 1 HasHayvaeTca umsa "PPPOE".

LWWar 3. HasHaueHue VLAN rpynne

Ansa 3agaHuva Toro, kakum VLAN 6yayT TermpoBaHbl NakeTbl, UCMNONb3yeTCs
cnesyroLLas KomaHaa:

vlan database
protocol group 1 600
exit

B aaHHOM npumepe ans rpynnbl 1 HazHayeH VLAN 600. O6paTuTe BHUMaHMe, YTo
VLAN 600 poskeH bbITb CO34aH, @ A1 KOPPEKTHOM paboTbl HY>KHO HAaCTPOUTL ero
06paboTky Ha MHTepdencax.
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War 4. lo6aBneHne NPOTOKONOB

Ansi fo6aBneHNst MPOTOKONOB, HAa OCHOBE KOTOPLIX ByAeT NPUCBOEH TerT,
NCNONb3yeTCa cneayroLlas KoMaHaa:

configure
vlan protocol group add protocol <group id> <protocol>
exit

3HaueHVe napamMmeTpa <protocol> MOXeT NPUHMMATL CeaytoLLe 3HAUEHS:

* arp — Address Resolution Protocol (ARP);

* ip — Internet Protocol (IP);

* ipx — Internetwork Packet Exchange (IPX);

* pppoe_discovery — 3Tan obHapyxeHusa PPPoE (PPPoED);
* pppoe_session — 3tan ceaHca PPPoE (PPPOES).

TakXe MOXHO HacTpPOWUTb TerMpoBaHVe NakeTa Ha OCHOBe ornpejeneHHOoro 3Ha4YeHus
nons Ethertype ¢ nomoLLbro KOMaHAbI:

configure
vlan protocol group add protocol <group id> ethertype <eth
ertype>
exit

B 3TOM KOMaHAe BBOAMTCA YnC/IoBOe 3HadeHMe nong Ethertype. onyctnmo
ncnonb3oBaThb 16-pnYHYyo 3anmncek, HanpumMep 0x0800.

Lar 5. MpumeHeHue rpynnbl Ha MHTepdece

Ansa Toro 4tobbl MHTEpdenc Mor obpabaThbiBaTh NakeTbl COrNACHO MPaBuaIam rpynmel,
HEeobX0AMMO NMPUMEHUTb FPyNny Ha NHTepdelice. g 3TOro NCNob3yeTcs
cnefyroLan KoMaHaa:

configure
interface 0/1
protocol vlan group <group id>
exit
exit
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13.2.6 HacTpoiika Port-based VLAN

Ans Toro, 4Tobbl 334aTb TErMPOBAHME BXOASALLLEro HeTervpoBaHHOro Tpadumka
onpegeneHHbiM VLAN Ha nHTepdelice, MCNONb3yeTcsa cieaytoLlas KOMaHAaa:

configure
interface 0/1
vlan pvid <vlan id>
exit
exit

13.2.7 HacTpoiika npaBu yyacTus

NHTepdelic MoxeT obpabaTbiBaTb TO/IbKO Te VLAN, KOTOpble NponucaHbl B NpaBuiax
yyactus. Ecnm Ha BXog HTepdeica (mocsie NpoxoxaeHnsa npasui GunbTpaunm u
BXOZALLMX MpaBua) nonajaeT nakeT ¢ TeroM, B 06paboTke KOTOPOro nHTepdeic He
y4acTByeT, TO Tako NakeT byAeT OTOpOLLeH.

Mocne punbTpaumm 1 06paboTkn BXOASALLMMIN NpaBuiaMu ornpesenseTcs yyactme
nHTepdericos B 06paboTke NakeToB C onpejeneHHbIMN 3HayYeHamMu VLAN. MNakeT
MOXeT 6bITb NepesaH Ha NHTepdelCbl, KOTOpble onpeseneHbl Kak y4acTHUKKM VLAN,
KOTOPbLIM TErMpoBaH NakeT. ECI HU O4UH 13 NHTEPPENCOB He ABNAETCA YYaCTHUKOM
sToro VLAN, To nakeT 6yzeT OTOpOLLEH.

Mo ymonuaHuto Bce HTepdeincbl 0bpabaTbiBatoT ToNbKO 1 VLAN, nakeTbl € ApYrMu
Teramu byayT oTbpoLueHbl. Ana BkaoyeHnss 06paboTkm VLAN Ha nHTepdeice
NCNONb3YyeTca KOMaHAa:

configure
interface 0/1
vlan participation include <vlan id>
exit
exit
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Ansa Toro 4ytobbl ckaUNTbL VLAN 13 06paboTkm Ha MHTepdeiice, NCMONb3yeTcs
KOMaHga:

configure
interface 0/1
vlan participation exclude <vlan id>
exit
exit

KomaHza ncknroveHns ns obpaboTku Takke MoXeT bbITb npumMeHeHa ans VLAN 1. 310
NO3BOJINT 3aMPeTUTb HETErVIPpOBaHHbIV TPaduK Ha HTepdeiice. Toro xe spdpekTa
MOXHO AOCTUTHYTb, YCTAHOBMB PeXnM 06paboTky nakeToB Ha MHTepdelice vlanonly
(0bpabaTbiBaTb TONLKO TEMVIPOBAHHbIE MaKeThI).

13.2.8 HacTpoiika ncxogawmx npasmn

MNocnegHMM LLaroMm o6paboTkm NakeTa ABASETCH NPaBUIO AN BbIXOASLLErO C
nHTepderica Tpadumka. Ha JaHHOM LWare onpegenseTcs Ans Kakmx 3HadeHmin VLAN
Tpaduk c HTepderca nakeT byaeT BbIXOAUTL C TEroM, a AN Kakux 6es Tera.
CywiecTByeT ABa pexwvma: tagging (ter VLAN ocTaeTcq) 1 untagging (ter VLAN
yaansetcs). 1o ymon4yaHuio Bce HTepdencbl Ha KOMMYTaToOpe HaXoAsaTCA B pexume
untagging ana scex VLAN.

NSt TOro YTobbl HACTPOUTL TerMpoBaHMe ncxoasLero Tpaduka, NCNob3yeTcs
cnegyroLlasi KoMaHza:

configure
interface 0/1
vlan tagging 100
exit
exit

Mocne BBOZA 3TOW KOMaH/AbI Bce rnakeTsbl, nonyymsLuve ter VLAN 100 Ha kommyTaTope
AN NpULLeLLmne ¢ HAM, ByayT BbIXOAUTL C MHTepdeiica 0/1 € 3TUM Terom.

Ana oTknroyeHusa pexnma TermpoBaHnNA NCNOJIb3yeTCA KOMaHAa:

configure
interface 0/1
no vlan tagging 100
exit
exit
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B aTom cnydvae nakeTsbl, nonyyusimve ter VLAN 100 Ha komMyTaTope nnu npuilejLlve
C HUM, ByayT BbIXOAUTL € nHTepdelica 0/1 6e3 Tera.

13.2.9 NpocmoTp VLAN

Ans npocmoTpa Bcex VLAN, cO34aHHbIX Ha YCTPOWCTBE, NCMNONb3YyeTCs CnefyoLLas
KOMaHja:

show vlan

VLAN ID VLAN Name VLAN Type
1 Default Default
111 Static
375 IPTV Static
660 Static
900 Static
1000 Management Static

3Ta Tabnvua BbIBOAUT CNMNCOK co3aaHHbIX VLAN 1 nx nmeHa (ecam nms 6bino
HaCTPOEHO).

Bonee peTtanbHyo HPOpMaLMto No KOHKpeTHOMY VLAN MOXHO MOCMOTpeTb
cnesyroLlein KOMaHAOoM:

show vlan 375
VLAN ID . 375
VLAN Name : IPTV
VLAN Type : Static

Interface Current Configured Tagging
o1 Include  Include  Untagged
é}é4 Include Include Untagged
0/25 Include Include Tagged
é}é8 Include Include Tagged

Mons B 3TON Tabnuue:

* Interface — HoMep nHTepdelica;
* Current — TeKyLLlee COCTOSIHME yYacTMA JaHHOro NHTepdelica B obpaboTke
VLAN. MoxeT 6bITb "Include" (yuactByeT B obpaboTke) 1 "Exclude" (He
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yyacTByeT B 06paboTKe);

* Configured — HacTpoeHHOe COCTOSAHME Y4acTUsA JaHHOTO UHTepdeica B
o6paboTtke VLAN. MoxeT 6bITb "Include" (yuacTtByeT B 06paboTke) 1 "Exclude”
(He yyacTByeT B 06paboTke);

* Tagging — ncxogdilee npaswno 4na VLAN Ha gaHHOM UHTepdeice. MoxeT
6bITb "Tagged" (MeTka VLAN ocTaeTcs npu BbIXOAe NakeToB C UHTepdelica) n
"Untagged" (MeTka VLAN cHMMaeTcs).
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14. DOUBLE VLAN (Q-IN-Q)

14.1 BBegeHue B Q-in-Q

Q-in-Q — TexHo0rNA, NO3BONIAIOLLAA NakeTy MeTb Heckosibko 802.1q Teros.
OnucbiBaeTca cTaHAapTom IEEE 802.1ad. Ansa paboTbl TpebyeTcs noasepikka Ha
060pyA0BaHNW, TaK Kak 60NbLUMHCTBO L2 yCTpOMCTB paboTaroT TOJIbKO C OAHUM
Terom.

Mpw HasHayeHWW ABOMHOrO Tera NakeT NpuobpeTaeT cnesyroLLnNiA BUA;

DMAC SMAC Ethertype = Data ...

DMAC SMAC VLAN I Ethertype | Data ...
outer

DMAC SMAC S-VLAN I C-VLAN Ethertype | Data ...
outer inner

YcTponcTBa, He nojjepxmsaroLye TexHonorno Q-in-Q, obpabatbiBatoT Tpapuk €
ABOVIHbIM Terom rno BHewHeMy Tery (S-VLAN Ha cxeme).

14.2 HacTtpouka Q-in-Q Ha kommyTaTopax AJICMTEK

KommyTatopbl AJICUTEK noaaepXxvBatoT nepeydnc/ieHHble HUXe TeXHoornmu. Ha
BXOJe nopra:

* dUNbTPaALNA NAKeTOB NO HANYMIO AU OTCYTCTBUIO Tera (Accept frame);
e BxogHasa TpaHcnaums VLAN (Ingress translation);

* Ha3HayeHne S-VLAN no C-VLAN (Selective Q-in-Q);

* HasHauyeHwve VLAN no noprty (Port-based Q-in-Q);

* dunbTpauma no npasunam yyactus VLAN Ha Bxoge (Ingress filter).

Ha BbIxoze noprTa:
* dnNbTPaLMA NaKeToOB NO NpaBuaaM yyacTus Ha Boixoze (Egress filter);

* yaaneHne n coxpaHeHne VLAN no npaswunam VLAN ans nopta (VLAN tagging);
* BbIXoAHasa TpaHcnaums VLAN (Egress translation).
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14.2.1 UNI-nutepdeiicbl n NNI-nHTepdpeiicol
NHTepdeincel KoMMyTaTOpa Npu paboTe C ABOMHbLIM TEroM eNaTcsa Ha ABa Tuna:

* NNI (Network/Network Interface) — nHTepdeinc, 3a KOTOPbIM HAXOANTCA CEeTb
npoBavigepa;

* UNI (User/Network Interface) — nHtepdeinc, 3a KOTOPbIM HAXOAUTCSA KIVEHT,
nonyyaroLmi ycnyru B eolgeneHHom VLAN.

PaccMoOTpmM ypoBeHb A0CTyMNa npoBanjepa, rae KaxAablii KNMeHT nonyyaeT yeayrm
cBA3M B BblgeneHHOM VLAN. KnueHT 3a nntepgericom 0/10 nonyyaet ycnyru Bo VLAN
10, knneHT 32 0/11 BO VLAN 11 1 Tak ganee. Ytobbl He cMellnBaTb KaneHTckme VLAN
C Pa3HbIX KOMMYTATOPOB, MOXHO NPpUMeHNTb Q-in-Q 1 NomMecTnTb BeCb TPaduKk C
kommyTaTopa 1 B S-VLAN 338, a c kommyTaTopa 2 B S-VLAN 448. B cBotO ouepesb
Tpadwuk, NpefHasHaYeHHbI KnneHTaM KoMmyTaTopa 1, byaeT naTn ¢ 4BOVIHOM
MeTkomn S-VLAN 338 nnun 448 n C-VLAN KOHKPETHOro K/nmeHTa.

Cxema ceTu Anst JAHHOTO NpYMepa M306paxeHa HXKeE:
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0/28 0/10

<€ - VLAN 338.x- >

KOMMYTATOP 1

0/11

L2 CETb

0/28 0/10

<€ - VLAN 448 x- >

KOMMYTATOP 2
®VLAN 448.10

A W

Service VLAN Client VLAN 0/11

[aHHOe noBejeHVie MOXHO peann3oBaTthb C MoMoLLbo HasHadeHus UNI 1 NNI
nHTepdeincos. B Hawem npumepe NNI-nHTepdericamum byaeT nHtepdeiic 0/28, UNI-
nHtepderncamn yayt 0/10, 0/11, 0/12 n apyrve nHTepdencsl KOMMYTaTOPOB,

KOTOpble BeAyT K K/IeHTaM. BHe 3aBUCMOCTU OT TOTo, ecTb N y nakeTta VLAN, UNI-
nHtepdenc gobaenset Ter S-VLAN. NNI-nHTepdelc nprHnMmMaeT nakeT ¢ 4BONHbIM
Terom n nepegaet ero cornacHo L2 tabnunue v npasunam yyactnsa VLAN Ha NNI- n UNI-
nHTepdencax.

Ansa ykazaHna NNI-nHTepdeincoB ncnonblyeTcd KOMaHAa:

(als_sw) #configure
(als_sw) (configure) #interface 0/1
(als_sw) (configure) (interface 0/1) #mode dvlan-tunnel
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Mpwv 3TOM, ecnn Ha3zHayveH XoTb 0aMH NNI-MHTepdeinc, ocTanbHble HTepdenco!
ctaHyT UNI-nHTepdercamun. Ecnm komaHgy "mode dvlan-tunnel” ybpaTtb co Bcex
NHTepdericoB, TO KOMMyTaTOp byzeT obpabaTbiBaTh NakeTbl MO BHELUHEMY Tery.

14.2.2 dunbTpauusa NakeTos MO HaJIMYUIO NN OTCYTCTBUIO Tera
(Accept frame)

CDVU'IpraLI,I/IFI MakKkeToB Ha BXOJe NO3BOIAET.

e OTbpackiBaTb NakeTbl 6e3 VLAN;
* OTbpackiBaTh NakeTbl € VLAN;
* [lprHMMaTbL BCe NMakeTbl (COCTOAHKE MO YMONYaHUIO).

Cnepytowias HacTpolrika Nno3sBonuTt nHTepdeincy 0/1 NprUHUMaTb TOIbKO
TerpoBaHHble nakeTsl (MakeTbl ¢ VLAN):

configure
interface 0/1
vlan acceptframe vlanonly

Cnepytowias HacTporika no3sBonuTt nHTepdeicy 0/1 NpUHMMaTb TONbKO
HeTerMpoBaHHble NakeThbl:

configure
interface 0/1
vlan acceptframe admituntaggedonly

CneaytoLast HacTporka No3BonT MHTepdeincy 0/1 NpMHMMaTL BCe NakeTbl, Kak C
VLAN, Tak 1 6e3 (HacTpoiika no yMOAYaHWo):

configure
interface 0/1
vlan acceptframe all
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14.2.3 BxogHas TpaHcnauusa VLAN (Ingress translation)

BxozHasa TpaHCaumMsa No3BoaseT NoMeHATb BHewHWA VLAN npu BXoje nakeTta Ha
KOMMYyTaTOP.

MprMep paboTbl MOKa3aH Ha CXeMe HUXeE:

0n 0/2

KOMMYTATOP

VLAN 10 —> KOMMYTATOP | VLAN 20 —>

KoHdurypaums ana cxemsi:

(als_sw) #vlan database

(als_sw) (Vlan) #vlan 10,20

(als_sw) (Vlan) #exit

(als_sw) #configure

(als_sw) (configure) #dvlan selective

(als_sw) (configure) #interface 0/1

(als_sw) (configure) (interface @/1) #dvlan cvid 10 cvid 20
(als_sw) (configure) (interface 0/1) #vlan participation include 20
(als_sw) (configure) (interface 0/1) #exit

(als_sw) (configure) #interface @/2

(als_sw) (configure) (interface 0/2) #vlan participation include 20
(als_sw) (configure) (interface 0/2) #vlan tagging 20

(als_sw) (configure) (interface 0/2) #exit

(als_sw) (configure) #exit

(als_sw) #
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Ha nHtepdeinc 0/1 npuxoamt naket ¢ VLAN 10. NakeT obpabaTbiBaeTCa BXOAHOW
TpaHcnaumen, Tak kak Ha nHtepderice 0/1 nmeetcs npaswo "dvlan cvid 10 cvid 20", n
TpaHoAUMA BkIroYeHa koMaHgon "dvlan selective". VLAN 10 B nakeTe 6yayT 3aMeHeH
Ha VLAN 20 » nakeT byzeT nepefaH Ha nHtepderic 0/2. YtTobbl nakeT MOr NpowiTH ¢
nHtepderica 0/1 Ha nHTepdeinc 0/2, Ha NHTepdercax JONKHO bbITb HACTPOEHO
npaswno yyactus ans VLAN 20. MAC-agpec nakeTa 6yaeT BblyydeH Bo VLAN 10.

14.2.4 HasHa4yeHue S-VLAN no C-VLAN (Selective Q-in-Q)

Selective Q-in-Q — TexHon0rns, NO3BONANOLAA Ha3HaYaTb Ter S-VLAN Ha nakeTsbl C
onpegeneHHbIM C-VLAN. Selective Q-in-Q HacTpavBaeTca 1 NpPYIMeHAETCA Ha BXOJe
UNI-nHTepdeiicos.

PaccmoTpum cxemy, rae Ha nHtepdeinc 0/1 KommyTaTopa NpuxoaaT nakeTsl Bo VLAN
10 n 20. Ha Bbixoge naketbl ¢ C-VLAN 10 gomxHbl nonyyntb S-VLAN 30, a nakeTsl ¢ C-
VLAN 20 — S-VLAN 40:

0N 0/2

KOMMYTATOP

VLAN 10 —> VLAN 30.10—>
KOMMYTATOP
VLAN 20 —> VLAN 40.20—>
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Ana jaHHON cxemMbl KOHPUTrypaumsa byaeT ciegyroLlen:

vlan database
vlan 10,20,30,40
exit
configure
dvlan selective
interface 0/1
dvlan cvid 10 svid 30
dvlan cvid 20 svid 40
vlan participation include 30,40
exit
interface 0/2
mode dvlan-tunnel
vlan participation include 30,40
vlan tagging 30,40
exit
exit

Selective Q-in-Q HacTpamBaeTCs TONIbKO B TOM C/lyyae, ec/ini Ha KoMMyTaTope Ha
o4HOM 13 nHTepdencos BkAoUeH "mode dvlan-tunnel”. Ha nHtepdeic 0/1 npuxogat
nakeTbl ¢ VLAN 10, nHTepderic 0/1 asnaetca UNI-nHTepdeincom, Tak kak Ha
nHTepoderice 0/2 npucytcTByeT HacTporka "mode dvlan-tunnel”. MakeTbl Bo VLAN 10
no npaswny "dvlan cvid 10 svid 30" 6yayT nonyyatb S-VLAN 30. [lanee nakeTbl
nepegatotca Ha MHTepdenc 0/2 ¢ S-VLAN 30 n C-VLAN 10. NMakeTbl Bo VLAN 20 no
npaswny "dvlan cvid 20 svid 40" 6yayt nony4datb S-VLAN 40. [lanee nakeTs!
nepegatotcsa Ha 0/2 nHTepdenc ¢ S-VLAN 40 n C-VLAN 20.

Ha nntepdericax 0/1 v 0/2 omKHO 6bITb HAacCTpoeHo npasuio yyactus ans VLAN 30 n
40.

14.2.5 Ha3zHaueHue VLAN no nopTty (Port-based Q-in-Q)

Mpwv paboTe ¢ ABOMHbIM TeroM MOXeT BO3HUKHYTb HEOH6XOANMOCTb MOMECTUTb BeCb
Tpaduk c HTepdeinca kKnneHTa B onpegeneHHolin S-VLAN. a8 3TOro ncnonb3yeTcs
Port-based Q-in-Q, ananor Port-based VLAN. Port-based Q-in-Q 6yzet paboTatb
TONbKO B TOM C/y4ae, ec/ii NakeT He noran BO BXOAHYH TpaHcasaumio 1 Selective Q-in-

Q.
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PaccmoTpumM cxemy, rae Ha nHtepdeinc 0/1 npuxoadat naketbl Bo VLAN 10 v 20, Bcem
naketam Ha Bxoje Hy>XHo f06aBuTb S-VLAN 30:

0n 0/2
KOMMYTATOP
VLAN 10 —> VLAN 30.10—>
KOMMYTATOP
VLAN 20 —> VLAN 30.20—>

Ana faHHOW cxeMbl KOHGUrypaums byaeTt cnesytoLlein:

#vlan database
(Vlan) #vlan 30
(Vlan) #exit
#configure

(als_sw)
(als_sw)
(als_sw)
(als_sw)

(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)

(configure)
(configure)
(configure)
(configure)
(configure)
(configure)
(configure)
(configure)
(configure)
(configure)
#

#interface
(interface
(interface
(interface
#interface
(interface
(interface
(interface
(interface
#exit

0/1

0/1)
0/1)
0/1)
0/2

0/2)
0/2)
0/2)
0/2)

#vlan
#vlan
#exit

#mode
#vlan
#vlan
#exit

pvid 30

participation include 30

dvlan-tunnel

participation include 30

tagging 30

Ha nntepderic 0/1 npuxopat nakeTsl ¢ VLAN 10, nHtepdeiic 0/1 asnaetca UNI-
nHTepdericom, Tak Kak Ha nHTepdence 0/2 npucyTcTByeT HacTporika "mode dvlan-
tunnel". MakeTbl Bo VLAN 10 no npaswuny "vlan pvid 30" 6yayT nonyyats S-VLAN 30.
[anee nakeTbl NnepeaatoTcs Ha MHTepdeinc 0/2 ¢ S-VLAN 30 n C-VLAN 10. NakeTbl BO
VLAN 20 no npaswny "vlan pvid 30" 6yayt nony4yaTb S-VLAN 30. lanee nakeTbl
nepegatotcsa Ha 0/2 nHTepdenc ¢ S-VLAN 30 n C-VLAN 20. Ha nntepdeiitcax 0/1 n 0/2
AOMKHO 6bITh NpaBuio yvactusa ana VLAN 30.
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14.2.6 dunnbTpauma no npasunam yyactusa VLAN Ha Bxoge (Ingress

filter)

dunbTpaums NO NpaBMIaM y4acTus NO3BONASET OTOPOCUTL Ha BXoje nHTepdeiica
naketbl ¢ VLAN, He y40BNeTBOPAOLLMM NpaBuiaM yyacTus.

Ha Bxoge UNI-nHTepdeiica otépocmm naketsbl Bo VLAN 10. MNakeTbl BO VLAN 20
A0MKHBI nony4yaTte S-VLAN 30 no npasuny "Port-based Q-in-Q":

0n

VLAN 10 —> X

VLAN 20 —>

0/2

KOMMYTATOP

KOMMYTATOP

VLAN 30.20—>

Ana gaHHOW cxeMbl KOHPUrypauusa byaeT cnegytoLlei:

(als sw) #vlan database

(als sw) (Vlan) #vlan 10,20,30,500
(als_sw) (Vlan) #exit

(als_sw) #configure

(als_sw) (configure) #dvlan selective

(als_sw) (configure) #interface 0/1

(als_sw) (configure) (interface @/1)
(als_sw) (configure) (interface 0/1)
(als_sw) (configure) (interface 0/1)
(als_sw) (configure) (interface 0/1)
(als_sw) (configure) #interface 0/2

(als_sw) (configure) (interface 0/2)
(als_sw) (configure) (interface 0/2)
(als_sw) (configure) (interface 0/2)
(als_sw) (configure) (interface 0/2)
(als_sw) (configure) #exit

(als_sw) #

#dvlan cvid 10 svid 500

#vlan
#vlan
#exit

#mode
#vlan
#vlan
#exit

pvid 30
participation include 30

dvlan-tunnel
participation include 30,500
tagging 30
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Ha nntepdernc 0/1 npmuxopat naketsl ¢ VLAN 10, nHtepdenc 0/1 anaetca UNI-
nHTepdencom, Tak kak Ha MHTepdeice 0/2 NpucyTcTBYeT HacTpoiika "mode dvlan-
tunnel". MakeTbl Bo VLAN 10 no npaswny "dvlan cvid 10 svid 500" 6yayT nony4yatb S-
VLAN 500. flanee nakeTtbl He nepeaatoTcd, Tak kak VLAN 500 oTcyTcTBYeT B npasuiax
yyactua Ha nHtepoerice 0/1. MakeTsbl Bo VLAN 20 no npaswny "vlan pvid 30" 6yayT
nonyyatb S-VLAN 30. Janee nakeTbl nepeaatotcs Ha nHTepderic 0/2, Tak kak VLAN 30
NPUCYTCTBYET B NpaBuiax y4actua Ha nHtepoericax 0/1 n 0/2.

14.2.7 dPunbTpauus NakeTos No NpaBuJiaM y4acTus Ha Bbixopge
(Egress filter)

®dunbTpaums Mo npasuiaM y4yacTnsa No3BosiseT OTOPOCUTL Ha BbIXOAe NHTepdelica
naketbl ¢ VLAN, He yA0BNeTBOPAOLLMM NpaBuiaM yyacTus.

Ha Bbixoge NNI nHtepderica otépocm naketbl ¢ S-VLAN 500. MakeTbl Bo VLAN 20
A0/MKHBI nony4yate S-VLAN 30 no npasuny "Port-based Q-in-Q":

0/1 0/2

KOMMYTATOP

VLAN 10 —> X
KOMMYTATOP
VLAN 20 —> VLAN 30.20—>
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Ana jaHHON cxemMbl KOHPUTrypaumsa byaeT ciegyroLlen:

vlan database
vlan 10,20,30,500
exit
configure
dvlan selective
interface 0/1
dvlan cvid 10 svid 500
vlan pvid 30
vlan participation include 30,500
exit
interface 0/2
mode dvlan-tunnel
vlan participation include 30
vlan tagging 30
exit
exit

Ha nHtepdenc 0/1 npuxogat naketsl ¢ VLAN 10, nHtepdenc 0/1 asngetca UNI-
NHTepdericom, Tak Kak Ha nHTepdence 0/2 NpucyTcTByeT HacTporika "mode dvlan-
tunnel". MakeTbl Bo VLAN 10 no npaswny "dvlan cvid 10 svid 500" 6yayT nony4yats S-
VLAN 500. lanee nakeTtbl He nepeaarotcs, Tak Kak VLAN 500 npucytcTByeT T0O/IbKO Ha
BxoZe nHTepdeica 0/1 n oTCyTCTBYET Ha ApYyrux nHTepdercax. Naketbl Bo VLAN 20
no npaswuny "vlan pvid 30" 6yayT nony4yatb S-VLAN 30. [lanee nakeTbl NepeaaroTca Ha
nHtepderic 0/2, Tak kak VLAN 30 npucyTcTBYyeT B NpaBuiax y4acTusa Ha nHtepdercax
0/1 n 0/2.

14.2.8 YpaneHue n coxpaHeHue VLAN no npaBunam VLAN ansa nopTta
(VLAN tagging)

Mo ymonuaHuto Bce VLAN-Terv Ha nHtepdeincax KOMMyTaTtopa CH/MAKTCA Npu
BbIXOZe nakeTa. Takoe noBejeHVie COOTBETCTBYeT pexunmy "untagging" ana VLAN ter
Ha nHTepderice. YTo6bI N3MEHUTb 3TO NoBedeHMe 1 ocTaBUTb VLAN B nakete,
nprMeHseTca pexum "tagging".

AN yCTaHOBKN pexXxnMa TermpoBaHnsa Ha nHTepderice He0bXo4MMO BbIMONHUTL
C/lelyroLLyHO KOMaHay:

configure
interface 0/1
vlan tagging 10

B aaHHOM npumepe ans Bcero Tpadumka Bo VLAN 10, ncxogsautero ¢ uHtepdeinca 0/1,
VLAN 10 6yzeT ocTaB/neH B rnakerTe.
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14.2.9 BbixogHasa TpaHcnAUua

BbixogHasa TpaHcnauma no3sonseT 3aMmeHnTb VLAN npu Bbixoje naketa ¢
nHTepderca. BeixogHaa TpaHCnaUmS Bcerga MeHseT BHewHn Ter VLAN.

PaccmoTpum ciyyain npuMmeHeHns TpaHanaumm. Ha cxeme VLAN 10 1 20
ob6beanHsatoTca B 100 VLAN, VLAN 30 npeobpasyetcs B8 300 VLAN:

0N 0/2

KOMMYTATOP

VLAN 10 —> VLAN 100 —>
VLAN 20 —> KOMMYTATOP VLAN 100 —>
VLAN 30 —> VLAN 300 —>

KoHdurypauus ans cxembl BbiLLe:

(als_sw) #vlan database

(als_sw) (Vlan) #vlan 10,20,30,100,300

(als_sw) (Vlan) #exit

(als_sw) #configure

(als_sw) (configure) #dvlan selective

(als_sw) (configure) #interface 0/1

(als_sw) (configure) (interface 0/1) #vlan participation include 10,20,30
(als_sw) (configure) (interface 0/1) #exit

(als_sw) (configure) #interface @/2

(als_sw) (configure) (interface 0/2) #vlan participation include 10,20,30
(als_sw) (configure) (interface 0/2) #vlan tagging 10,20,30,100,300
(als_sw) (configure) (interface 0/2) #dvlan svid 10 svid 100

(als_sw) (configure) (interface 0/2) #dvlan svid 20 svid 100

(als_sw) (configure) (interface 0/2) #dvlan svid 30 svid 300

(als_sw) (configure) (interface 0/2) #exit

(als_sw) (configure) #exit

(als_sw) #



135
643.PHK.50159-01 32 01

Ha nntepdenc 0/1 npmuxoaat naketsl ¢ VLAN 10, 20 v 30. H1 Ha ogHOM 13
nHTepdercos He BkatoYveH "mode dvlan-tunnel”. MNakeTbl N0 NpaBWay yyacTus 6yayT
nepegaHbl Ha nHTepdenc 0/2. Ha Bbixoge nHTepdeinca 0/2 no npasusly BbIXOLHOWN
TpaHcnauumm "dvlan svid 10 svid 100" Bce nakeTbl BO VLAN 10 6yayT TpaHCAMpPOBaHbI B
VLAN 100, aHanornyHo naketbl Bo VLAN 20 6yayT Takxe TpaHcanmpoBaHbl Bo VLAN
100 no npaswny "dvlan svid 20 svid 100". MakeTbl BO VLAN 10 1 20 nocne TpaHnsLum
BbINAYT C ogHMM Terom VLAN 100. MNakeTbl Bo VLAN 30 o6pabaTtbiBaroTCs Mo npasuy
BbIXxoAHOM TpaHcnaumm "dvlan svid 30 svid 300" n BbixogaT ¢ ogH1m Terom VLAN 300.

14.2.10 Cxema 06paboTKM NnakeTa

MpAMOYronbHUKM 0603HaYatoT AeNCTBMe, KOTOPOe MOXEeT 6biTb COBEpLUEHO C
nakeToM. Y TakmX NMPsIMOYroNbHNKOB MOXeT 6bITb ABa BbIXOAa, MOMeYeHHble Kak
"yes" 1 "no". B cnyyae, eciv nakeT nonan rnog 06paboTky AaHHbIM 6/10KOM, TO
nepexoj OCyLLeCTB/SETCs Mo cTpesike "yes", Haye rno cTpesike "no". Hanpumep: 610K
BXOAHOW TpaHCASLMM NMeeT ABa BbIX0Aa, ecnn BHelwH VLAN B nakeTte 6yzeT
HaliZeH B Tabauue BXOAHOW TPaAHCNALMK, TO Nepexos byeT OoCcyLLecTBeH No cTpeske
"yes", BO BCex Apyrnx cay4dasx nepexog dbyaet no crpeske "no".

Pombamu 0603Ha4eHbl HEKOTOPbIe YC/I0BUS, KOTOPbLIM YAOBAETBOPSAET UIN He
yaoBneTsopsaeT nakeT. Eciv nakeT yaoBneTBOPSAET YCI0BUAM, Nepexo]
OCyLLecTBNAeTCa No cTpenke "yes", B Apyrrx ciyyasax no crpenke "no'.

KoHeuHble 610k 0603HaYeHbl oBanaMu ¢ GMHaNbHLIMU AeACTBUAMUN, KOTOPbIE
NPOWV3BOAATCA HaZ NakeToM.

MosiCHUM Ha NprMepe KOHPUrypaLmu:

configure
interface 0/1
exit

interface 0/2
mode dvlan-tunnel
exit

exit

NHTepdenc 0/1 aenaetca UNI-nHTepdencom, Tak Kak He COAePXUT HacTpoiKky "mode
dvlan-tunnel", HO Takas HacTpoKka ecTb Ha UHTepdelice 0/2. NHTepdelic 0/2
ansgetca NNI-uHtepdencom.
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Ecnum HacTporika "mode dvlan-tunnel” oTcyTcTBYeT B KOHOUrypauum, To Bce
nHTepdencol ABNAKTCA 06blYHbIMU MHTepdericamun. U He asnatoTca NNI- nam UNI-
nHTepdencamu.

configure
interface 0/1
exit
interface 0/2
exit

exit

O6pa6oTka NnakeTa Ha Bxoae UHTepdeica



I Accept frame

137

643.4PHK.50159-01 32 01

no

Is Rx port UNI

Is packet

/ -

no

A\

Ingress translation

yes | no

Is packet

untagged yes

\’

untagged

yes

yes Selective Q-in-Q
no
V &
PVID
Vv Vv \4
Ingress filter
no

I Ingress translation

PVID

y

yes

I Ingress filter

[ yes

no

Ha cxewme:

)\

L2
( Learning, Forwarding, Filtering )

Drop
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* Accept frame — 610K GUNbTPALNM NAKETOB MO HAINYUIO UV OTCYTCTBUIO
VLAN. Ecnm 610K NponyckaeT NakeT, TO nepexos NponCXoaunT no cTpesike
"yes", nHaye — "no";

* Is Rx port UNI — npoBepka, aBnsetcs 1n BxogHoM nHTepderc UNI
nHtepdericom. Ecnm nopt aensetca UNI-nHTepdericom, nepexos
OCyLL,eCTBNAeTCA No cTpesike "yes", B 0CTalbHbIX Cly4asax no crpenke "no";

* Is Packet untagged — nposepka, ectb in y naketa VLAN. Echm VLAN
OTCYTCTBYET, TO OCYLLLeCTBAAETCA rnepexo] no crpenke "yes", B OCTaNbHbIX
cnyyasax no crpenke "no";

* Ingress translation — BxogHas TpaHcnsauma VLAN. Eciv nakeT nonagaeT nog,
npaBunIo BXOAHOM TpaHcnaumn, To VLAN B nakeTe 3aMeHAeTCs COrnacHo
npasuay N OCYLLECTBIAETCA Nepexos no cTpesnke "yes", B 0CTaNbHbIX Cy4Yasax
no cTpesnke "no";

e Selective Q-in-Q — Ha3HauyeHue S-VLAN no C-VLAN. Echm naket nonagaet
nog npasuno "Selective Q-in-Q", To nakeTy gobasnseTca ewe ognH VLAN (S-
VLAN) 1 nepexog, ocyLLecTBAAETCA Mo cTpesike "yes", B 0CTaNbHbIX Cydaax Nno

cTpenke "no";
* PVID — B naket gob6asnsetca VLAN cornacHo npaswuny "vlan pvid <VLAN>" Ha
nopTy;

* Ingress filter — dunbTpaumsa NnakeToB NO NpaBUIaM y4acTus Ha BXoje, C
npaBuiaMu yyacTns cpaBHuBaeTcs BHelwHWA VLAN. Ecav nakeT npoxoaut
NMpoBepKY, TO Nepexo] oCyLLecTBAAeTCA No cTpesike "yes", B 0CTaNbHbIX
cnyyasax no crpenke "no";

* L2 Learning, Forwarding, Filtering — Ha faHHOM 3Tane NakeT MOXeT 6bITb
oT6poLeH no npasunam ACL, nsyyeH no BHewwHeMy VLAN, o6paboTtaH
BHYTPEHHEWN IOrMKo KOMMyTaTopa, HanpumMep ¢ nomMoubto IGMP Snooping,
NN NepesaH cornacHo Tabanue KOMMyTauum Ha apyrve nopThl;

* Drop — naket oTbpacbiBaeTcs, nyveHne MAC-agpeca nakeTa He
NpPON3BOAMUTCA.

O6pa6oTka NnakeTa Ha BbIxofe MHTepdeca
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( Start

)

A4

Egress filter

Is Rx port CPU
yes

no

4

and Tx port NNI

Is Tx port tagged

no

yes

Is Rx port

NNI or UNI yes

Remove VLAN

Egress translation

Vv V V

( Transmit

Ha cxeme:

* Egress filter — dunbTpayma nakeToB No NpaBMIaM y4acTns Ha BbIXOAe, C
npaBuaaMu yyacTnsa cpaBHmBaeTcs BHelHWA VLAN. Ecav nakeT npoxoaut
NpoBepKy, TO Nepexo] OCyLLeCcTBAAeTCa No cTpenke "yes", B 0CTaNbHbIX
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cnyyasax no crpenke "no";

Is Rx port CPU and Tx port NNI — npoBepka, ecin nakeT 6b11 OTpaBeH C
CPU-nHTepdeica (Hanpumep naket otnpasun IGMP Snooping) n nHrepderic,
Ha KOTOopbI oTnpasnseTca naket, aensgeTtcs NNI-nHTepdericom, To
OCYyLLeCTBAAETCA Nepexo] rno crpeske "yes", B 0OCTanbHbIX Ciydasdx — no
cTpenke "no";

Is Rx port NNI or UNI — npoBepka, 6b1n v nakeT npyHAT Ha NNI- nan UNI-
nHtepoderice. Ecam B KoHUrypaumm Ha ntobom nHtepderice npucytcraeyet
cTpoka "mode dvlan-tunnel”, To ocyLLecTBAsIeTCA Nepexos no cTpenke "yes", B
OCTa/IbHbIX C/lyyasax rno crpeske "no’;

Is Tx port tagged — npoBepka, NPUCYTCTBYET I HACTPOMKa COXPAaHEHWS Tera
Ha nHTepderice (HacTpoika "vlan tagging <VLAN>"), kyaa oTnpaBnseTcs naker.
Ecnn Takaa HacTpoika NpucyTcTByeT A8 BHelHero Tera VLAN B nakeTe, TO
nepexozj ocyLLecTBAaeTca No cTpenke "yes", B 0CTa/ibHbIX C/lyYasax — no
cTpenke "no";

Remove VLAN — ysnaneHune BHewHero VLAN v13 nakeTta;

Egress translation — BbixogHas TpaHcnaumsa VLAN. Eciv nakeT nonagaet nog,
NpaBWJIO BbIXOAHOW TpaHcnaunMKM, VLAN B nakeTe 3aMeHsAeTcs CoriiacHo
npaBuy N OCYLLLECTBSETCA Nepexos Mo cTpenke "yes", B 0CTalbHbIX C/lyYasx
— no cTpesike "no";

Transmit — oTnpaBka nakeTa ¢ Tekywnmm Terom VLAN;

Drop — nakeT oTbpacbiBaeTcs.

Mpumep 06paboTKM NakeTa Ha BXoAe

PaccmoTpum nprimep 06paboTkm NakeTa Npu cnegyroLlen KoOHUrypaumn:

configure

dvlan selective

interface 0/1

dvlan cvid 20 cvid 10

dvlan cvid 30 svid 10

vlan pvid 40

vlan participation include 10,40

exit

interface 0/2

mode dvlan-tunnel

vlan participation include 10,20,40
vlan tagging 10,20,40

exit
exit
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MycTb nakeT c ogHUM Terom VLAN 10 npuxoanT Ha nHTepdeic 0/1. Mo cxeme
paccMOTPUM NPOXOXAeHVe rnakeTta. B camom Hauane naket nonagaet B 610K "Accept
frame". Tak Kak B koHPUrypaumm He oTobpaxaeTcst KOMaHAa "vlan acceptframe”, To
npMMeHeHa ciefyroLaa KoMaHaa no yMoa4aHuo:

configure

interface 0/1

vlan acceptframe all
exit

exit

Pexwum "Accept frame" nponyckaeT Bce nakeTbl. NpuHATLIN NakeT nmeeT VLAN 10 u
NPOXOANT AaHHbIN 6/10K. MNepexoAnM no cTpeske "yes" K ycnosuto "Is Rx port UNI". B
AAHHOM 610Ke npoBepseTcs, asnsetca nm nHrepdenc 0/1 UNI-nHTepdencom.

CMOTPUM B KOHGUIypaumto:

configure
interface 0/1
exit

interface 0/2
mode dvlan-tunnel
exit

exit

Ha nHtepderice 0/2 ectb HacTpoiika "mode dvlan-tunnel”, 3HaunT nHTepdeiic 0/2
asnsetca NNI-mHTepdeincom, a ocTanbHble HTepdeincel aenatotca UNI-
nHtepdenicamn. NHTepdeiic 0/1 He nmeeT HacTpolriky "mode dvlan-tunnel”, 3HauunT
3T0 UNI-nHTepdeic. Nepemeltaemca no crpenke "yes" ot ycnosusa "Is Rx port UNI" k
ycnosuto "Is Packet untagged", koTopoe onpegensieT, ABNAETCA X NakeT
HeTernpoBaHHbIM. B HaweM npumepe naket ¢ 10 VLAN. CnefoBatenbHO nepexoanm
no ctpenke "no" ot ycnosus "Is Packet untagged" k 610ky "Ingress translation”.

B 6n0ke "Ingress translation" nponcxoant nounck no 10 VLAN B Tabnuvue BXOAHOM
TpaHcAuMN. TekyLwas KOHGUIrypaLmsa BXOAHOM TPaHCASLNN:

configure

dvlan selective
interface 0/1

dvlan cvid 20 cvid 10
exit

exit
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KomaHga "dvlan selective" paspeLwuaeTt BXOAHYO TpaHaLumio, Selective Q-in-Q v
BbIXOZAHYIO TpaHNAUMIo. B Tabanue BXxogHOM TpaHcnaumm Ha nHtepderice 0/1 ogHa
3anucek: "dvlan cvid 20 cvid 10", TpaHcnsaumsa ns VLAN 20 Bo VLAN 10. MNpUHATBIA Ha
nHtepderice 0/1 naket nmeet 10 VLAN, cnegoBaTeibHO TPAHCASALNSA NPOU3BOAUTCA
He bygeT. Mepexoanm ro BeTke "nNo" oT 6a0Ka "Ingress translation” k 610Ky "Selective

Q-in-Q".
B 6n0ke "Selective Q-in-Q" npouicxoant nownck no 10 VLAN B Tabnuue Selective Q-in-Q.

TekyLwas KOHOUrypauns:

configure

dvlan selective
interface 0/1

dvlan cvid 30 svid 10
exit

exit

KomaHga "dvlan selective" paspeLuaeTt BXOAHYO TpaHALUMO, Selective Q-in-Q v
BbIXOAHYH TpaHcaauuto. B Tabnunue Selective Q-in-Q ogHa 3anuce: "dvlan cvid 30 svid
10", no C-VID 30 go6asnsaetca S-VID 10. MNpuHATBIN Ha UHTepdeice 0/1 nakeT nmeet
10 VLAN, cnegoBaTtentsHo Selective Q-in-Q He obpaboTaeTt nakert. Nepexoanm no
BeTKe "no" oT 6s10ka "Selective Q-in-Q" k 6n0ky "PVID".

Tekywime HacTporikn "PVID" Ha nHTepdemce 0/1:

configure
interface 0/1
vlan pvid 40
exit

exit

Bcem naketam, npuxogawmm Ha nHTepdeinc 0/1 n He nonasLnM MoZ Apyrue
npasuna, gobasngetca VLAN 40. [NakeT Ha Bbixoze 13 610ka byaeT nmetb 2 VLAN: S-
VID 40 n C-VID 10. OT 6510ka "PVID" cyLLecTBYyeT TO/IbKO OANH 6€3yC/I0BHbIN nepexof, B
610k "Ingress filter".
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TekyLine HacTpoikn "Ingress Filter" Ha nHtepdeice 0/1:

configure

interface 0/1

vlan participation include 10,40
exit

exit

Pa3pewenbl VLAN 10, 40 n 1 ("vlan participation include 1" aBnseTca HacCTpOMKOMN No
YMONUYaHUIO 1 He oTobpaaeTca B KOHPUrypaumn). Naket nmeeT BHelwHWA Ter VLAN
40. 3HauunT NakeT NPoONAeT NPoOBepPKY, Mepexoanm no cTpenke "yes" oT 610ka "Ingress
Filter" k 6noky "L2 Learning, Forwarding, Filtering".

ObpaboTka NakeTa Ha BXoJe 3aBepLueHa. [akeT nmeet asa Tera VLAN: BHewHMn 40 1
BHyTpeHHNI 10.

Mpumep 06paboTKM NakeTa Ha BbixoAe

Mo npaBunam yyactmus VLAN nakeT MoXeT 6bITb nepesaH Ha MHTepdeic 0/2.
PaccmoTpmMm 06paboTKy nakeTa Ha BbIxoje ¢ nHTepdenca 0/2.

MNakeT nonagaet Ha 6510k "Egress filter". Tekywwime HacTporiku "Egress filter" Ha
nHtepoderice 0/2:

configure

interface 0/2

vlan participation include 10,20,40
exit

exit

B npasuna yyactus skaoyeHbl VLAN 10, 20, 40 n 1 ("vlan participation include 1"
ABNIAETCA HACTPOMKOM MO YMONYAHUIO U He oTobpaxaeTcs B KOHGUrypaumn). Naket
nmeet gBa Tera VLAN: BHewH1I 40 n BHyTpeHHM 10. O6bpaboTka naeT no BHeLLHeMy
Tery. [MakeT ¢ BHewH1M VLAN 40 npongeT npoBepky. MNepexoanm no ctpenke "yes" ot
"Egress filter" k ycnosuto "Is Rx port CPU and Tx Port NNI".

Ycnosue "Is Rx port CPU and Tx Port NNI" npoBepsieT, ABAsieTcsa M NOpPT, C KOTOPOro
npuwen naket, CPU-nopTom, 1 BKAOUEH 1 pexuM "mode dvlan-tunnel" Ha nto6om
13 HTepdencos KOMMyTaTopa.
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KoHurypauuns:

configure
interface 0/1
exit

interface 0/2
mode dvlan-tunnel
exit

exit

Hactpoiika "mode dvlan-tunnel" npucytcrByeT Ha nHTepdeice 0/2, 3HaUUT 3TOT
nHtepoderic asnsetca NNI-nHtepdeincom. MNaket npuwen ¢ nHTepderica 0/1, KOTOPbLIV
He aBnseTcs CPU-nHTepdercomM. ObLee ycnoBYMe BbINONHEHO He byeT, NepexoAnm
no cTpenke "no" ot ycnosus "Is Rx port CPU and Tx Port NNI" k ychosuto "Is Tx port
tagged"

B ycnosun "Is Tx port Tagged" npoBepsieTcs, eCTb /I HACTPONKA COXPAHEHWS Tera Ha
BbIXO4HOM UHTepdeiice:

configure

interface 0/2

vlan tagging 10,20,40
exit

exit

B HacTpowkax ykasaHo, uto ans 10, 20, 40 VLAN 6yaeTt coxpaHeH BHewwHWIA VLAN Ter
Ha BbIxoZe 13 nHtepdelica. Ycnosume BbinonHseTcs. Nepexoanm no crpenke "yes" ot
ycnosusa "Is Tx port Tagged" k 6510ky "Is Rx port NNI or UNI".

Ycnosue "Is Rx port NNI or UNI" npoBepsieT, aBnsieTcs v HTepdeinc, ¢ KOToporo 6bin
npuHAT nakeT, UNI- unn NNI-nHTepdericom. MNakeT 6611 NPUHAT ¢ HTepdeica 0/1.

TekyLas KOHGUrypauns:

configure
interface 0/1
exit

interface 0/2
mode dvlan-tunnel
exit

exit
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Ha nHtepderice 0/2 ectb HacTporika "mode dvlan-tunnel”, 3HaunTt nHtepdeinc 0/2
asnsetca NNI-vHTepdeincom, a octanbHble nHTepdelicel 6e3 HacTpolkn "mode dvlan-
tunnel" asnsatoTca UNI-nHTepdeincamu. MNepexogmm no crpenke "yes" ns ycnosus "Is
Rx port NNI or UNI" B ycnosue "Transmit".

B 6n10ke "Transmit" nponcxo4anT oTnpaBKa nakeTta ¢ Tekywmm Habopom Teros VLAN,
naket 6ygeTt oTrnpasneH ¢ BHelwHUM TeroM VLAN 40 n BHyTpeHHUM 10.

14.2.11 Mopaensb ycnyr C-VLAN

CornacHo Mogenn C-VLAN KaxAblli CepBUC JOCTaBNSETCA KINEHTY B oTAenbHOM VLAN.
OTO MOXeT 6bITb A0CTYN B UHTepHET, IPTV, VolIP.

LWar 1. Hactpoiika VLAN ynpaBneHus

B nepByto ouvepesb HacTpouM VLAN ynpasneHus Ha kommyTatope. ObbiyHO VLAN
ynpasfieHnsa NAeT C 04HON MeTkoW, 6e3 gobasneHns S-VLAN. B npnmepe VLAN
ynpaBneHus nmeet 3HayeHne 600, Homep uplink-nHTepderica — 0/28.

CxemMa NpoXoXAeHWs NakeToB ByAeT C/ieAyroLLEe:

0/28

KOMMYTATOP

VLAN 600 —>
KOMMYTATOP
VLAN 600 €—
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Co3gaem VLAN 600, ykasbiBaeM VLAN 600 kak ynpaBnstoLLni, HacTpariBaem npasuna
yyactus Ha uplink-nHtepdeiice.

vlan database
vlan 600
exit
network mgmt_vlan 600
configure
interface 0/28
vlan participation include 600
vlan tagging 600
exit
exit

Lar 2. Hactpoiika UNI- nu NNI-nHtepdevicos

B npumepe knneHTy 1 HY>XXHO NpefocTaBnTb A0CTyn B MHTepHeT BO VLAN 10, kineHTty
2 — B0 VLAN 20. Bce knneHTckme VLAN A0MKHbBI BbIXOAUTL C KOMMYyTaTopa ¢ S-VLAN
100, TO ecTb TPaduK OT KMeHTa 1 foJ/IKeH BbIXOANTb C uplink-nHtepdeiica
kommyTaTopa ¢ S-VLAN 100, C-VLAN 10, ot knneHTa 2 — ¢ S-VLAN 100, C-VLAN 20.

Cxema NPOXoXA4eHNA NMakeToB npeacraB/ieHa HMXe:
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0/28

0/28
VLAN 100.10 =>

VLAN 100.10 <

0/28
VLAN 100.20 =>

VLAN 100.20 <

3a nHTepdericom 0/28 pacnonoxeHa ceTb NpoBangepa, rae 40/KHbI MPOXOAUTb
nakeTbl C 4BOVHbLIM Terom, 3HaunT nHtepoeric 0/28 6yaet NNI-nHTepdericom,
octanbHble UNI-nHTepdeinncamu. Nocne HazHaveHnsa nepsoro NNI-nHTepdeiica,
OCTa/ibHble NHTepdelricbl aBToMaTuyeckn ctaHyT UNI-nHTepdencamu.

KoHurypauuns:

(als_sw) #configure

(als_sw) (configure) #interface 0/28

KOMMYTATOP

KOMMYTATOP

KOMMYTATOP

0/1

0/2

0/1
VLAN 10 —>

VLAN 10 €—

0/2
VLAN 20 —>

VLAN 20 €—

(als_sw) (configure) (interface 0/28) #mode dvlan-tunnel
(als_sw) (configure) (interface 0/28) #exit

(als_sw) (configure) #exit
(als_sw) #
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Llar 3. 3anpeLyeHne NPOXOXXAEHUSA He TerMpoBaHHOro Tpadpuka

Tak Kak ncnonbsyetca mogenb ycnyr C-VLAN, 3anpeLLaem HeTernpoBaHHbIN Tpaduk
Ha aboHeHTCKUX nHTepdercax n uplink-nHtepdeiice:

configure
interface 0/1-0/2,0/28
vlan acceptframe vlanonly
exit
exit

Takxe cnesyeT MOMHUTb, YTO Ha HTepdencax No yMoNYaHIO BKJIFOYEHa KOMaHAA
"vlan participation include 1", koTopas He oTobpaxaeTcsa B KOHUTrypaunmn. MIcknoumm
VLAN 1 n3 npaswn yyactuns:

configure
interface 0/1-0/2,0/28
vlan participation exclude 1
exit
exit

Lar 4. Hactpoiika VLAN Ha KNMEHTCKNX UHTepdericax

Maketbl BO VLAN 10 1 20, oT kKnmneHTa 1 1 2 gonxkHbl nonyyaTs S-VLAN 100. laHHoe
noeejeHne MOXHO peanmsoBaTth C NomoLLbio Port-based Q-in-Q.

KoHurypauuns:

vlan database
vlan 100
exit
configure
interface 0/1-0/2
vlan pvid 100
vlan participation include 100
exit
exit
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Lar 5. Hactpoiika VLAN Ha uplink-nHtepderice

Ha Bbixoge nHtepderica 0/28 HacTponMm NPaBUIo y4acTUsa 1 NPaBUIO COXPaHEHUS
Tera ans VLAN 100:

configure
interface 0/28
vlan participation include 100
vlan tagging 100
exit
exit

Lar 6. Hactpoiika VLAN ans IPTV Ha KAINEHTCKUX MHTepdencax

B npumepe IPTV gomxkHo natn k knmentam so VLAN 200. Mprnyem VLAN 200 He
AOJ/IKEH MMeTb A0NONHUTEeNbHbIX TeroB S-VLAN.

Cxema npoxoxaeHus Tpaduka IPTV npeactaBneHa Huxe:
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0/28

0/1

KOMMYTATOP
0/2
0/28 0/1
VLAN 200 —> VLAN 200 —>
KOMMYTATOP
VLAN 200 €— VLAN 200 €—
0/28 0/2
VLAN 200 —> VLAN 200 —>
KOMMYTATOP
VLAN 200 €— VLAN 200 €—

Tak kak nHTepdericobl 0/1 n 0/2 aenaroTtcs UNI-mHTepdencamum, To ntoboin naket
nonyunt S-VLAN 100. YTtobbl npesoTBpaTnTb Ha3HaveHve S-VLAN, Bocnosb3yemcs
Selective Q-in-Q. Bce nakeTbl, npuxogdawme o VLAN 200 oT KneHTOB, byaem
nomMertaTb B S-VLAN 200. Tak kak no cxeme Ha uplink NNI-nHTepdeiic 0/28 npuxoaat
naketbl ¢ ogHUM VLAN 200, To Ha UNI-nHTepdericax 0/1 1 0/2 Hy>KHO HaCTPOUTb
npasuno coxpaHeHusa Tera VLAN 200.

KoHurypauuns:

(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)

#vlan database
(Vlan) #vlan 200

(Vlan) #exit

#configure

#dvlan selective

(configure)
(configure)
(configure)
(configure)
(configure)
(configure)
#

#interface
(interface
(interface
(interface
(interface
#exit

0/1-0/2

0/1-0/2) #dvlan cvid 200 svid 200
0/1-0/2) #vlan participation include 200
0/1-0/2) #vlan tagging 200

0/1-0/2) #exit
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Lar 7. Hactpoiika VLAN pns IPTV Ha uplink-nHtepdeiice

Hactpoum npasuna yyactms ans VLAN 200 Ha uplink-nHTepdeiice. Tak kak ¢ downlink-
nHTepdericoB byayT NnpuxoanTb NakeTsbl ¢ ABymMs Teramum VLAN: S-VLAN 200 v C-VLAN
200, To HacTpamBaTb NPaBWUIO COXPaHeHUs Tera Ha MHTepderice 0/28 He byaem,
yTO6bI NakeT Bbilen ¢ ogHM Terom C-VLAN 200.

KoHurypauuns:

configure
interface 0/28
vlan participation include 200
exit
exit
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LLar 8. MpoBepka HacTpoek

TekyLLas KOHPUrypaLmsa KOMMyTaTopa Noc/ie BCex HacTpoek byaeT BbIrNseTb
cnesyroLM 06pa3om:

show running-config
network mgmt_vlan 600
vlan database
vlan 100,200,600
exit
configure
dvlan selective
interface 0/1
vlan acceptframe vlanonly
dvlan cvid 200 svid 200
vlan pvid 100
vlan participation exclude 1
vlan participation include 100,200
vlan tagging 200
exit
interface 0/2
vlan acceptframe vlanonly
dvlan cvid 200 svid 200
vlan pvid 100
vlan participation exclude 1
vlan participation include 100,200
vlan tagging 200
exit
interface 0/28
mode dvlan-tunnel
vlan acceptframe vlanonly
vlan participation exclude 1
vlan participation include 100,200,600
vlan tagging 100,600
exit
exit
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15. MPOTOKO/J1bl SPANNING TREE

15.1 BBegeHue

15.1.1 NMpoTokon STP

STP (aHrn. Spanning Tree Protocol, MpoTokon CBA3YHOLLEro fepeBa) — CEeTeBOW
NPOTOKOJ, paboTaroLnii Ha KaHaNbHOM ypoBHe mogenn OSI 1 npegHa3HayYeHHbIN
ANSA NpUBeAEeHNSA CeTV C MHOXECTBEHHbIMU CBA3AMU K JPEBOBUAHON TOMNONOTN,
NCKIoYatoLen KonbLesble coegmnHeHus. Npotokon STP onvcaH B ctaHgapTe |IEEE
802.1D.

MNocTpoeHVe ApeBOBUAHOM TOMOOTUN (AepeBa) MPOUCXOANT NyTeEM
aBTOMAaTMYeCcKoro 6/10KMPOBaHNA N36bITOUYHBIX CBSA3E KOMMYTaTOpPaMu.
MNpesHamepeHHoe gobaBneHne N3bbITOUHbBIX CBSA3EN N BKIKOYeHMe npoTokona STP
NCMONb3yeTcs A8 CO34aHNA 0TKa30yCTOMUMBLIX ceTei. ECnm B ceTu paspbiBaeTcs
Kakaa-nmbo akTUBHas B flaHHbIA MOMEHT CBS3b, TO KOMMYTaTOPbl O6HaPYXMBaKOT 3TO
1 3a/1eCTBYIOT 3a6/10KMPOBaHHbIE CBA3W ANA BOCCTAaHOBEHNS AepeBa. lNpoLecc
BOCCTaHOB/IEHUS filepeBa Ha3bIBAETCHA CXOXAEHVEM, a BPEMS, 38 KOTOPOe CeTb
BOCCTaHaB/INBaEeTCAd — BPeMeHeM CXOANMOCTU. Bpema cxognmocTi npoTtokona STP
coctaBngdeTt nopsaaka 1 MUHYTHI.

CyTb paboTbl MPOTOKO/A 3aK/HYAETCS B TOM, UTO NOALEPXKMBAKOLLME €ro
KoMMyTaTopsbl ceTu Ethernet o6meHnBaroTCa Apyr ¢ ApyroM nHpopmaumein o cebe. Ha
OCHOBaHWK oMnpeAeneHHbIX yCI0BUIA (0BbIYHO B COOTBETCTBMM C HACTPOKaMn) OAMH
N3 KOMMYTaTOPOB BblbMpaeTcs KopHeBbIM (ROOt), NoC/e Yero Bce oCTasibHble
KOMMYTaTOpbI MO anropmuTMy CBA3YHOLLLEro AepeBa Bbl6nparoT A5t paboThl
nHTepdenickl, bamxariume K KOPHEBOMY KOMMYTATOPY (YYMUTbIBAETCA KONNYECTBO
NoCpPeAHNKOB N CKOPOCTb JINHMIA). Bce npoune ceTeBble MHTepdeChl, BeayLume K
KOPHEBOMY KOMMYTaTOpPy, 610KMpYHOTCA. TakuM 06pa3om popMmnpyeTcst HeCBA3HOE
AepeBo C KOpHEM B BbIbpaHHOM KOMMYyTaTOpe.

OCHOBHbIe MOHATUSA:

* BPDU (Bridge Protocol Data Unit) — ¢penm (eanHMLA JaHHbIX) NPOTOKONA
ynpasieHnNs ceTeBbIMU MOCTaMU;

* Bridge Priority — npuopuTeT KOMMyTaTopa. YeM MeHbLLe 3HaYeHe, TeM
BbiLLe NpuopuUTeT. ECn y KOMMYTaTOpPOB OMHAKOBbLIE MPUOPUTETHI, TO
nproputeT KOMMyTaTopa onpegensetca no MAC-agpecy. lNprnoputet
KoMMyTaTopa 3agaetcad MHoxuTenem 4096xN, rae N — umcno ot 0 go 15. Mo
ymondaHuo N = 8, To ecTb npuopuTteT paseH 32768 (80:00 B


http://standards.ieee.org/getieee802/download/802.1D-2004.pdf
http://standards.ieee.org/getieee802/download/802.1D-2004.pdf
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LwecTHajguaTepnuUYHOM NpeacTaBieHunn);

* Bridge Identifier — naeHTndurkatop kommytatopa. CknasbiBaeTcs U3
npuopuTteTa kKoMmmyTtaTopa U MAC-agpeca KommyTaTopa. Ans npumepa y
kKommyTaTopa ¢ MAC-agpecom 12:34:56:78:90:12 n npnoputetom 32768
naeHTndbmkaTop 6yaeT paseH 80:00:12:34:56:78:90:12;

* Designated Root — ngeHTdMKaTOP HA3HAYEHHOIO KOPHEBOIro KOMMYTaTopPa;

* Root Path Cost — cTOMMOCTb KpaTyanLuero Nyt 40 KOPHEBOro KOMMYTaTopa;

* Root Port Identifier — naeHTndrkaTop KOpHEBOro MHTepdeinca;

* Bridge Max Age — MakC/MasibHbIA BO3PACT OTMNpaBiseMbIX COO6LLEeHN (B
cekyHzax). MeHaeTcsa B 3aBUCMMOCTI OT HAaCTPOeK KOPHEBOIro KOMMYTaTopa;

* Bridge Forwarding Delay — Bpems nepexoja KOMMyTaTopa B HOBOE
COCTOSAHVE. YCTaHaBANBAaETCA KOPHEBLIM KOMMYTaTOPOM;

* Hello Time — onpegensieT neprog oTNpaBky KOHGUIYPALIMOHHbBIX
COObLLIEeHN. 3HayYeHMe yCTaHaBNVIBaeTCs KOPHEBbLIM KOMMYTaTOPOM.

OCHOBHble NMOHATUS, MPUMEHVMbIe K MHTepdeiicy:

* Port Priority — npuoputeT nHtepderica. 3agaetca mHoxumtenem 16*N, rae N
— yuncno ot 0 go 15. Mo ymonuaHuto N = 8, To ecTb npriopuTeT paseH 128 (80
B LUEeCTHAALLATePUYHOIN CMCTEME CUUCNEHMS);

* Port Identifier — ngeHTnoukatop nHTepderica, KOTOpbIA CKajblBaeTCcs U3
npuopuTeTa 1 Homepa nHTepderica. Mo ymonyanuo ana nHtepderica 0/1 ato
3HauveHue byzeT paBHo 80:01, rae 80 — npuopuTeT N0 YMOHYaHUIO B
LwecTHaguaTepnyHom cucteme (128 B gecatnyHoim), 01 — Homep nHTepdeinca;

* Port Forwarding State — cocTosiHne nHtepderica. NopT MoOXeT Haxo4UTbCA B 5
coctosaHuax: bnoknposkin (blocking), npocnywmneanus (listening), obyyeHns
(learning), nepegauu (forwarding) 1 B BblkNtoUeHHOM cocTosiHUM (disabled);

* Port Role — ponb nopta. MoxeT 6bITb B O4HOM 13 YeTblipeX CTaTyCoB:
KopHeBoW (Root), HasHaueHHbIV (Designated), anbTepHaTUBHbLIN (Alternate) n
pe3epBHbI (Backup);

* Port Path Cost — cToMMOCTb NyTW coeAVHEHUS Ha UHTepdeiice;

* Designated Root n Designated Bridge — naeHTdrKaTOpbl KOPHEBOIO
KOMMYyTaTopa 1 Ha3Ha4yeHHOro KoMMyTaTopa ANA JaHHOTo UHTepdeica
COOTBETCTBEHHO;

* Root Path Cost — cToMmMOCTb NyT 40 KOPHEBOro KOMMYTaTOpa Ha JaHHOM
nHTepoelice;

* Designated Port Identifier — naeHTndnKaTOp Ha3HauUeHHOro nHTepdenca;

Bbl60p KOPHEBOIro KOMMYTaTopa NponcxognT rno ciegyrouemy aroputmy:

1. BeibupaeTcsi KOMMYTATOP C HAMMEHbLLUVIM 3HaYeHeM NnpropuTeTa.
2. Ecnv npriopuTeTbl y KOMMYTaTOPOB COBMAaZAAtoT, TO BbI6MpaeTcs KOMMYTATOP C
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MeHbWwnM MAC-agpecom.

3. Ecnv npuopwuteT n MAC-agpec coBnajatoT, TO CYNTAETCH, UTO MakeT npuLLlen c
3TOro Xe KOMMyTaTopa N OANH U3 HTepdpeincoB KOMMYyTaTopa CcTaHeT
pe3epBHbIM.

15.1.2 NpoTokon RSTP

RSTP (aHrn. Rapid STP, 6bicTpbIt STP) — NpoTOKOA 6bICTPOro NOCTPOEeHUS
APeBOBUAHOW TONONOTNW. TNaBHOe oTanyme oT STP — HaMHOro MeHbLLee BpeMs
CXOANMOCTHW, KOTOPOe COCTaBAsieT Nopsisaka 6 cekyHA. B RSTP BBoguTca noHATve Edge
Port (rpaHnyHbIN nHTepdeinc). FpaHnYHbIN nHTepdernc cpasy HaurHaeT paboTaTb B
coctosHuK forwarding 1 cumMTaeT UTo 3@ HUM HET KOMMYTATOpPOB. ECnn Ha rpaHnyYHbIN
nHTepderic npuxoamt BPDU, To OH HaumMHaeT paboTaTtb Kak 06blYHbIA STP nnn RSTP
nHTepderic. Mo yMon4aHuio Ha KOMMYyTaTope NCNOo/b3yeTcs NPoTokon RSTP. Ecam Ha
Kakon-nnbo nHtepdenc npmuxoamt STP BPDU, To nHTepderic HaunHaeT paboTtaTb B
pexunme STP.

15.1.3 NpoTtokon MSTP

MSTP (aHrn. Multiple Spanning Tree) — Bepcusa npotokona STP ans noctpoeHns
ApeBoBuAHOM Tononormn. MSTP no norvke paboTbl cxox ¢ RSTP, ogHako MSTP
MO3BOJIFET NOCTPOUTL Pa3Hble Tomonormy cet B pasHbix VLAN. 3To no3ssonsger
NOBbICUTb OTKa30yCTOMUMBOCTb CeTH, @ TakXe pacrpesennTb Harpysky. Takxe
[AHHbI NPOTOKO NO3BO/SIeT Pa3buTb CerMeHTbl CETU Ha PervoHbl. B Kaxzom
pervioHe byzeT CBOS TOMOMOMMS 1 CBOW root KOMMYTaTop.
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15.2 HacTtpouka Spanning Tree

B xo4e HacTpoliku Mbl ByeM MCNOob30BaTb TUMOBYH CXeMY, N306paXeHHYH Ha
PUCYHKe HUXe:

0/2 0/1

KOMMYTATOP S3
00:00:00:13:AA:00:00:03
172.17.1.3

L3

%

0/3 KOMMYTATOP S2 0/2 0/2 KOMMYTATOP ST1
80:00:00:13:AA:00:00:02 80:00:00:13:AA:00:00:01
172.17.1.2 172.17.1.1

Mocne BbINOMHEHMS WaroB No HAaCTPolike KOMMyTaTopbl ByayT paboTaTb ClefyroLLmM
obpasom:

* KOMMyTaTOp S3 CTaHeT KopHeBbIM, TPaduK ByaeT aTN K KOMMyTaTopy S1 no
coegmHeHumto L1, K komMyTaTopy S2 no coeguHeHUo L2;

* nHTepdenckl 0/1 n 0/2 kommyTatopa S3 6yayT nmeTb Role = Designated;

* coeanHeHwue L3 byseT HeakTUBHO, TpadurK N0 HEMY XOAUTb He byaeT;

* coefuHeHVe L4 byaeT akTUBHO;

* nHTepdencol 0/1 kommyTaTtopoB S1 1 S2 byayT nmeTb Role = Root;

* nHtepdeic 0/2 kommytatopa S1 6yaet nmetb Role = Designated;

* nHTepdeic 0/2 kommyTatopa S2 6yget nmeTb Role = Alternate;

* nHtepdeic 0/3 kommyTaTtopa S2 6yseT nmetb Role = Designated.

HacTtpotika cnyx6bl Spanning Tree Npon3BOANTCA B HECKO/IbKO Lwaros. CHavana
HEeobX0AMMO BKIKOUYNTL CNYXOY rnobanbHO 1 Ha NHTepdelricax. 3aTemM HYXXHO
HaCTPOUTb NPUOPUTET KOMMYyTaTopa. [10TOM, B 3aBMCMMOCTM OT Tpebyemoii
TONONOrNK, HEOHXOAMMO HACTPOUTb AOMONHUTENbHbIE MapamMeTpbl.
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15.2.1 WWar 1. NpeaBapuTenbHas HacTpouKa

AN TOro 4To6bl KOMMYTATOPbI KOPPEKTHO PaboTann 1 X Nerko 6bI10 pasnnyaTe B
npouecce HaCTPONKM, HEOBXOANMO NPON3BECTU C/leAytoLLMe NpeaBapUTe/bHbIe

HaCTPOWNKN:

Ha kommyTtaTope S1 HacTpavBaeTca IP-agpec 172.17.1.1 n yctaHaBnvBaeTca
npurnaweHue als_swi:

set prompt als_swi
network parms 172.17.1.1 255.255.0.0

Ha kommyTtaTope S2 HacTtpavBaeTca IP-agpec 172.17.1.2 n yctaHaBnvBaeTcd
npurnaweHve als_sw2:

set prompt als_sw2
network parms 172.17.1.2 255.255.0.0

Ha komMmyTaTope S3 HacTpamBaeTca IP-agpec 172.17.1.3 n ycTaHaB/VBaETCH
npurnaweHve als_sw3:

set prompt als_sw3
network parms 172.17.1.3 255.255.0.0

15.2.2 War 2. Bkno4yeHue Spanning Tree Ha KOMMyTaTopax

[Ans Toro uTo6LI CNyx6a Spanning Tree 3apaboTana Ha KOMMyTaTope, ee He0HX0AMMO

BKNHOUNTL. ANa BKAHOYEHS NCroJib3yeTcd KoMaHAa:

configure
spanning-tree
exit

Ana paboTbl NprMepa HEOBXOAMMO BKIKOUNUTL CAYX6OY Spanning Tree Ha Bcex Tpex

KOMMyTaTopax.
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15.2.3 LlWar 3. BknyeHue Spanning Tree Ha UHTepdeicax

[Ans Toro uTo6bI MHTEpPEC CTan y4acTBOBaTb B MOCTPOEHWM AepeBa, HEO6X0ANMO
BKIKOUUTb Ha HeM Clyx6by Spanning Tree. [1na BKAKOUYEHWSI NCNONb3YETCS CnesyroLLas
KOMaHZAa:

configure
interface 0/1
spanning-tree port mode
exit
exit

Ana paboTbl NpMepa HeOH6XOANMO BKAKOUNTL C1yX6y Spanning Tree Ha
nHTepdericax 0/1-0/2 Ha Bcex Tpex KOMMyTaTopax, a Takxe Ha nHtepdeice 0/3
KOMMyTaTopa S2.

15.2.4 LLar 4. Bbi6op Bepcum nNpoToKona

o ymonyaHu1o Ha KOMMyTaTope BKaoUeH npoTokon MSTP. ina npnHyAUTENbHOTO
nepektoyeHna Bepcmy Nnpotokoaa Ha RSTP ncnonb3syeTtcs cnegyroLlas KoMaHaa:

configure
spanning-tree forceversion 802.1w
exit

Ana nepeknoyeHUs Bepcrm NpoTokona Ha STP ncnone3syercs cnefyroLlas KOMaHaa:

configure
spanning-tree forceversion 802.1d
exit

Ana nepexkntoyeHNsa Bepcrmn npoTokona Ha MSTP ncnonb3yetca cneaytolaa KoMmaHaa:

configure
spanning-tree forceversion 802.1s
exit
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15.2.5 War 5. lo6aBneHmne MSTP instance (onuyMoHasnbHO)
Mo ymonyaHumo Ha KoMmyTaTope co3gaH 0 instance, B KOTOPbLIV BKIKOYeHbl BCe
co3gaHHble VLAN. [ns npumMepa co3gaamm instance 1 n go6asum B Hero HoBble VLAN:

100 n 200.

Co3paem VLAN Ha KOMMyTaTOpe:

vlan database
vlan 100,200
exit

[lobaensem VLAN 100, 200 B instance 1

configure
spanning-tree mst vlan 1 100,200
exit

15.2.6 War 6. Hactpoiika pervoHa MSTP (onunoHasibHO)
Ans TOro, 4To6LI BCE KOMMYTATOPbI 6LV B O4HOM pernoHe, He0bxXoANMO, YTO6bI Ha
BCEX TPeX KOMMyTaTopax bbIIn 0AMHAKOBbIe HACTPOiKK "configuration name" n

"revision", a Takxe ognHakosoe pacrpegeneHue VLAN o instance.

YcraHoBuM "configuration name™:

configure
spanning-tree configuration name "test1"

YctaHoBUM "revision":

configure
spanning-tree configuration revision 15
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15.2.7 War 7. YcTaHOBKa nNpuopuTeTa KOMMyTaTopa

AN TOro 4Ytobbl yNpaBasATb TONONOTMEN AepeBa, @ B YaCTHOCTU BblIbpaTh KOPHEBOW
KOMMYTaTOp, MEHAKOT NpropuTeT KoMmyTaTopa. Caenatb 3TO MOXHO CeaytoLLein
KOMaHZAOoW:

configure
spanning-tree mst priority <instance> <priority>
exit

<instance> — Homep MSTP instance, B KOTOPOM Ha3HayaeTcs NPUOpPUTET (415 BEPCUIA
STP 1 RSTP yka3sbiBaeTcs Kak 0);
<priority> — npriopuTeT KOMMYTaTOPA.

Ansa paboTbl NpyMepa HeobXoAMMO Ha KOMMyTaTope S3 yctaHoBUTb NpuoputeT 0.

15.2.8 WWar 8. YctaHOBKa npuopuTteTa uHtepdeinca (onyunoHanbLHoO)

Ecnn cTommocTb NyTW 40 KOPHEBOro KOMMYyTaTopa coBnajaeT A5 pPa3HblX
NHTepdercoB, TO NPUoOpUTET UMeeT NHTepdec, y KOToporo MeHbLUe Designated
Bridge ID. Ecnn gaHHble ID coBnagatoT, TO NPUOPUTETHbLIN NOPT BblGMpaeTcsa no
Designated Port ID. Ecnv 1 OHW COBNaAaroT, TO UHTepdpencChbl BblIbMparoTcs Nno
npuoputety nHTepdeica. B KOHeUHOM UTOre, eCIV U NPUopUTETLI MHTEepdencoB
COBMajatoT, TO BblbnpaeTca nHTepdemnc ¢ MeHbLLUMM HOMEPOM.

[N TOro UTo6bl YCTAHOBUTL NPUOPUTET MHTepdelica, NCNOoNb3yeTcs CesyroLlas
KOMaHAa:

configure
interface 0/1
spanning-tree mst <instance> port-priority
<priority>
exit
exit

<instance> — Homep MSTP instance, B KOTOPOM Ha3HayaeTcs NpUopuTET (415 BEPCUIA
STP n RSTP ykasbiBaeTtcs Kak 0);
<priority> — npviopuTeT NopTa KOMMyTaTopa.
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15.2.9 LLar 9. YcTaHOBKa MaKCUMaibHOro Bo3pacTta coobuieHuin
(onuMoHanbHO)

Ha KopHeBOM KOMMYTaToOpe MOXHO YCTaHOBUTb MaKCMMasbHbI BO3pacT
OTNpaBAAeMbIX COOBLLEHWI, TOrAa BCE OCTa/IbHbIE KOMMYTATOPbI B lepeBe U3MEeHAT
CBOW HACTPOIKM MaKCMMabHOMO BO3pacTa B COOTBETCTBUN C YCTAHOBNEHHbLIMM Ha
KOopHeBOM KommyTaTope. CAenaTb 3TO MOXHO C/ieaytoLLeit KOMaHAOo:

configure
spanning-tree max-age <max-age>
exit

Tak>ke Ha KOPHEBOM KOMMYTaTOPE MOXHO YCTaHOBUTbL BPeMs Nepexoa
KOMMYyTaTOpa B HOBOE COCTOSIHME, TOrAa BCe OCTaNbHble KOMMYTATOpPbI B AepeBe
N3MEHSIT CBOW HACTPOWMKN BPEMEHW NMepexoa B COOTBETCTBUM C YCTAHOBAEHHbLIMW Ha
KOpHeBOM KoMMyTaTope. CaenaTb 3TO MOXHO C MOMOLLLIO CleAytoLeil KOMaHAbl:

configure
spanning-tree forward-time <forward-time>
exit

15.2.10 War 10. YcTaHOBKa orpaHNYeHusa Ha KoJinyecTtBo
oTnpaB/iseMbIX NakeToB (ONLMOHAaJIbHO)

NHorzaa npuv nocTpoeHny ToNoaornmm NPONCXOANT CINLLKOM MHOIMO U3MEHEHWUI 1 C
NHTepdericoB MoXeT BbIXOANTbL MHOro BPDU-nakeToB. 15 TOro, UTobbl OrpaHnYmnTb
Konnyectso BPDU-nakeToB, BbIXOAALLMX C UHTepdeca, NCnonb3yeTcs cnedyroLas
KoOMaHza:

configure
spanning-tree hold-count <hold-count>
exit

Hold Count ycTaHaBAvBaeT MakCMMarbHOe 3HaYeHre cyeTymka. Mpu Kaxaom
oTnpassieHHOM BPDU 3HaueHune cyeTyrka yMeHbLLaeTca Ha eanHunuy. Ecnm 3HaueHne
cyeTyMKa CTano paBHbIM HYJ/O, TO C AaHHOro HTepdenca BPDU 6onblue He
OTNpPaBNATCA. Pa3 B CEKyHAY 3HaUeHe CUeTUYKa YBE/INYNBALTCHA Ha eAVNHULLY.
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15.2.11 War 11. YcTtaHoOBKa rpaHn4YHoro nHtep¢eiica (onumnoHaabHO)

YT06bI MHTEPPENC Cpasy HauMHaN NPUHKUMATL 1 OTNPAaBAATL NakeTbl, eC/IN Ha
AaHHbBIN nHTepderic He npuxoaaT BPDU, ero MOXHO cAenatb rpaHuUYHbIM. 18 3TOro
ncnonb3lyeTca cneayoLlas KoMaHaa:

configure
interface 0/1
spanning-tree edgeport
exit
exit

Ans paboTbl NpMepa Heob6XoANMO Ha KOMMyTaTope S2 caenatb nHTepdeinc 0/3
rPaHNYHbBIM.

15.2.12 War 12. YctaHoBKa BPDU ¢punbTpa (ONLUMOHANIBLHO)

Ansa Toro, uTobbl NHTEepdelic oTbpackiBan NpuxoasLumne Ha Hero BPDU, a Takxe He
otnpasnan BPDU, ncnonbsyetca cnegytolian KomaHaa:

configure
interface 0/1
spanning-tree bpdufilter
exit
exit

15.2.13 WWar 13. YcTaHOBKa CTOMMOCTU coeAnHEeHUSA (ONnuMOHaNbHO)

M0 yMOTYaHNIO CTOMMOCTb COEAMHEHWs ONpeaensieTcss aBToOMaTNUYeck B
3aBMCUMOCTI OT CKOPOCTU MHTepdelica cornacHo cTaHaapTy. 18 Toro Ytobbl
YCTaHOBUTb CTOMMOCTb COEAVHEHUSI BPYUHYHO, MCMOb3YeTCs ceaytoLLast KoMaHAaa:

configure
interface 0/1
spanning-tree mst <instance> cost <cost>
exit
exit

<instance> — Homep MSTP instance, B KOTOPOM Ha3Ha4aeTcss NPUoOpUTET (415 BEPCUIA
STP n RSTP ykasbiBaeTtcs kak 0);
<COst> — CTOMMOCTb NyTW A0 UHTepdelica.
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N5t TOro YTobbl CTOMMOCTL COeAVHEHUS onpeensiacb aBTOMaTNYecKu,
NCNONb3yeTCa CneayroLlas KoMaHaa:

configure
interface 0/1
spanning-tree mst <instance> cost auto
exit
exit

<instance> — Homep MSTP instance, B KOTOPOM Ha3HayaeTcs NpPUopuUTeT (415 BEpCUiA
STP n RSTP ykasbiBaeTtcs Kak 0);

15.2.14 War 14. HacTtpoiika ¢mnnbTpaunm TCN-coobLLeHMA
(onynMoHanbHO)

OnuMoHanbHO Ha NopTax KOMMYTaToOpPa MOXHO BKIHOUUTE GUABTPALINIO COOBLLLEHNI
topology change notification. ®unbTpaunsa BkIoYaeTca Ha NOPTax, BeAyLmx K
KOpPHEeBOMY KOMMYTaTOpY.

dunbTpayms coobLueHN BO3MOXHA Ha BXoe noprTa:

configure
interface 0/1
spanning-tree tcnguard rx

B aToM cnyyae npu npuxoge TCN-nakeTa Ha nHtepdeinc 0/1 coobyeHmne TCN He
byAeT pacnpoCTpaHeHOo Ha Apyrve nopTbl KoMMyTaTopa. OgHako cyeTymk "Topology
Change Count" byaeT yBenmuyeH.

dunbTpaLnst COOBLLEHWN BO3MOXHA Ha BbIXOAe NMopTa:

configure
interface 0/1
spanning-tree tcnguard tx

B aTom cnyyvae npu npueme coobuieHns TCN Ha apyromMm nHTepdeince KOMMyTaTop He
byaeT oTnpaBnsaTb Yepes HTepdeinc 0/1 370 coobLueHwve.

15.2.15 NMpocmoTp cocToAHUA KOMMYyTaTopa

BbiBOA KOMaHA 6yAeT NpeAcTaB/ieH B COOTBETCTBUM C MOCTPOEHHbIM AepPeBOM U3
npuMepa. Huxe npegcraBneHa KoHGUrypauus aas BCeX KOMMYTaTOPOB.



KommyTtatop S1:

show running-config
set prompt "als_sw1"
172.17.1.1 255.255.0.0 0.0.0.0

network parms
spanning-tree
interface 0/1
spanning-tree
exit
interface 0/2
spanning-tree
exit
exit

port mode

port mode

KommyTtaTtop S2:

show running-config
set prompt "als_sw2"
172.17.1.2 255.255.0.0 0.0.0.0

network parms
spanning-tree
interface 0/1
spanning-tree
exit

interface 0/2
spanning-tree
interface 0/3
spanning-tree
spanning-tree
exit

exit

port mode

port mode

port mode
edgeport

KommyTaTtop S3:

show running-config
set prompt "als_sw3"
172.17.1.3 255.255.0.0 0.0.0.0

network parms
spanning-tree
spanning-tree
interface 0/1
spanning-tree
exit

interface 0/2
spanning-tree
exit

exit

mst priority @ @

port mode

port mode

164
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[ns NpocMoTpa coCTosiHUS Cny6bl Spanning Tree Ha KOMMYTaTOpe MCMONb3YeTCs
CnefytoLLias KOMaHAa:

show spanning-tree

Bridge Priority........cciiiiiiiiiiinieennnnns 32768

Bridge Identifier............cciiiiiiiiiinnnn. 80:00:00:13:AA:00:00:01
Time Since Topology Change............ccovuunn.. @ day @ hr 12 min 14 sec
Topology Change Count.........ccoiiiiiinnnnnnnns 1

Topology Change in progress..........eeeeeeenn. FALSE

Designated ROOt.......cvvviiiieinnnnnennnnnns 00:00:00:13:AA:00:00:03
Root Path Cost.......civiiiiiiiiiniinnnnnnnn, 200000

Root Port Identifier............covviiiiininnn... 80:01

Bridge MaX Age.......ouuiiiiiiiiennnnneeennnnns 20

Bridge Tx Hold Count...........ccviiiuiiinnnnn. 6

Bridge Forwarding Delay...........ccuviieeennnnn 15

Hello Time......oiiii ittt iiiiiieennnnnn 2

13 BbIBOAA KOMaH/bl Nocne npuMeHeHNsa ee Ha kKommMmyTatope S1 BUAHO, YTO
KOMMyTaTop S3 siBnsieTcst KOpHeBbIM N Root HTepdenicom KommyTaTopa S1 aBnseTca
nHTepderic 0/1.

ANs NpoCMOTpa COCTOAHMSA Cy>Kbbl Spanning Tree Ha MHTepdelice KOMMyTaTopa
ncnonb3lyeTca cneayroLas KOMaHaa:

show spanning-tree mst port detailed @ 0/3

Port Identifier..........co i, 80:03

Port Priority....coviiiiiiiinrenenenenennnns 128

Port Forwarding State...........coiiiiiieennnnn Forwarding

Port Role.......couiiiiiiiiiiiiiiiiiiienennnns Designated
Auto-calculate Port Path Cost.................. Enabled

Port Path Cost.......coiiiiiiiiiiiinininnnnnns 200000

Designated ROOt........cciviiiiiiininnnennnnnns 00:00:00:13:AA:00:00:03
Root Path Cost........ccviiiiiiiiiiiiiinnnnn.. 200000

Designated Bridge..........coviiiiiiiniennnnnn 80:00:00:13:AA:00:00:02
Designated Port Identifier............ccccvunnn 80:03

Edge Port.......coiiiiiiiiiiiiiiiiiiiiiiia TRUE

Edge Port Status........... .o, TRUE

13 BbIBOZA KOMaHAbI NoC1e NpuMeHeHus ee Ha nHTepdeice 0/3 kKommyTaTtopa S2
BUAHO, UTO KOMMYTATOP S3 ABNSETCA KOPHeBbIM, a MHTepderc 0/3 kommyTaTopa S2
ABNAETCA rPAHNYHbLIM.
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16. CIMMNCKMN KOHTPOJ1A AOCTYNA (ACL)

16.1 BBegeHue B CNNCKU KOHTPONA AOCTyna

CNnCKN KOHTPOAIS 40CTyMNa — obLee Ha3BaHMe MexaHn3Ma, obecrneynBatoLLero
3alaHve npaBua AOCTyna K 06bekTam. B ceTeBbIX TEXHONOTUSIX AaHHbIA TePMUH
CAYXUT ANt onpejeneHns MexaHn3mMa, obecrneunBaroLLLero 3ajaHme npasun
npoxoxaeHus Tpadurka vYepes ceTeBoe YCTPOMCTBO U A0 HEro (KommyTaTop,
MapLupyTmnsaTop, firewall n gpyrune). Janee faHHbINA TEPMUH UCMONb3YeTCs B
KOHTEKCTe ceTeBbIX TeXHOMOTMIA.

16.1.1 Ha3HauyeHue cNUCKOB KOHTPOJIA AOCTYyNna

B nepByto ouepesb CNUCKN KOHTPOSA AOCTYMNa NCMONb3YHTCA ANS OrpaHNYeHNns
NMPOXOXAEeHUS HexenaTenbHOoro M0 napasnTHOro Tpaguka B CeTU, OrpaHnyeHns
A0CTYNa K pasnnyHbIM y31aM A5t obecrnedveHus nx 6esonacHocTn. Takke ACL moxeT
CNONb30BaTbCA AN OrpaHnYeHra 4oCTyna K cepBmucamM BHYTpu ceTu. K npumepy,
ACL MOXeT bbITb MCNONb30BaH A8 3arnpeTta NoAKAYEHNS K ornpeseneHHOMY MopTy
cepBepa 13 onpegeneHHomn IPv4 nogcetn.

16.1.2 MpuHUUNBbI PaboTbl CMNCKOB KOHTPONSA AOCTyNa

CnnCcokK KOHTPOAS ZOCTyNa NpeacTaBnseT 13 cebs Habop NPaBu, MPUMEHSIOLLMXCS K
TpadurKy B NoCne0BaTeIbHOCTY, OnpesenseMoin npuoputeTom. MNMpasBmno cnmcka
KOHTPONA JOCTyNa LOKHO cozepxaTb B cebe Tun Tpaduka 1 AelicTBue,
nprMeHsieMoe K JaHHOMY Tuny Tpaduka: paspeLLeHre NMbo 3anpeT Ha
npoxoxgeHue. Tpadpuk knaccuPuumpyeTcs Ha TUMbI MO MOASAM, COAEPXKALLUMCSA B
3aronoBKe nakera.

16.2 Hactpouka ACL Ha kommyTaTopax AJICUTEK

16.2.1 O6Lwme KoHUenumun KOHPUrypmpoBsaHus

Mpasuna ACL ycN10BHO MOXHO pa3enntb Ha YeTbipe 601bLUVX FPpYnmbl:
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* MAC ACL — no3BonsieT 3aZ,aBaTb npasuia Ha ocHoBe Src/Dst MAC, Ethertype,
a Takxe Ha ocHose meTkn 802.1p (CoS) n VLAN;

* |Pv4 ACL — no3BosiseT 3ajaBaTb npaswia Ha ocHose Src/Dst IPv4, Src/Dst L4
Port, a Takke Ha ocHose nonei IP Protocol, TOS n DSCP;

* |[Pve ACL — no3BosideT 3agaBaTh npasuia Ha ocHoBe Src/Dst IPvb-agpecos, a
Takxe Ha ocHoBe nosiet NextHeader IP Protocol, Traffic Class n DSCP;

¢ User-defined ACL — no3BosisieT 3aj,aBaTb NpaBuia Ha OCHOBE COHBCTBEHHbIX
LWabNoOHOB; MPUMEHSIETCS B CyYasX, KOrAa BCTPOEHHbIX CPeACTB
MAC/IPv4/IPv6 ACL He xBaTaeT Anst GunbTpaLmm rnakeTa.

Bce HacTpoikn ACL MOXHO NpUMeHSATb Ha nHTepdeincax KommytaTopa. Ans IPv4 v
IPv6 ACL gonycTrmo nprmeHeHne Ha VLAN v Ha nHtepderice ynpaBneHus.

Co3paHuMe cNnUcKoB KOHTpPO/IA AOCTyna

Msi co3gaBaemMoro crnmcka JocTyna AO/IKHO 6bITb ANVHOM OT 1 40 32 CMBOJIOB,
pa3peLlueHHble cnMBobl: [A-Za-z0-9,._]. lNocne BBOga KOMaH/Abl CO34aHNA HOBOMO
CNKYCKa A0CTYNa OCYLLEeCTBAAETCA aBTOMaTUYECKMIA Nepexos B KOHTEKCT AobaBneHuns
npasun ACL. PegakTrpoBaHume crivicka 40CTyrna 3anpeLleHo, Mo3ToOMY BbIXOZ 13
AAHHOMO KOHTEKCTa LO/IKEeH OCYLLLeCTBAATLCA TONbKO nocne JobaBneHns Bcex
HeobxoAMMbIX NpaBu.

[o6aBneHuvie NpaBMA B CNUCOK KOHTPONA AoCTyna

B koHTekcTe fobasneHnsa npasun ACL ocyliecTBnseTca fobaBneHve Bcex
HeobX0AMMbIX MPaBW/, onpeAensatoLLmMx NpoxoxaeHne Tpadurka. Bce npasuna ACL
NPUMEHSAITCA UCKTHUUTENBHO K BXOAALLEMY TPaduKy.

MpaBuna B cnncke JoCTyna AeNAaTca Ha paspeluatoLlme (permit) 1 3anpetuatoLLpe
(deny). MpaBrna NPUMEHAITCS B NOpsAAKe UX 06bABNEHUS B CNUCKe AOCTYNa, YTO
No3BO/ISET 3a4aBaTb CHavana YacTHble NpaBua, 3aTem obLye. KoppekTnpoBaTb
oTZeNIbHble NpaBuia nocsie Nx 06 bABNEHNS B CMUCKE AOCTYyNa HeNb3s, HE06X0AMMO
yZAanNTb CANCOK MOJIHOCTBIO 1 3aTeM CO3/aTb HOBbIV C HEOHXOAVMMbIM HA6OPOM
npaswa. B o4HOM crincke MOXeT bbITb He bonee 24 npasun.

OCHOBHbIe NpaBuia NPYMEHEHNs CMUCKOB AOCTyna:

* CMUCKN JOCTYNa NPUMEHSIOTCS B COOTBETCTBUN C NMPUOPUTETOM;

* HaVMeHbLLee YMC0o B MapameTpe "MpruopuTeT" COOTBETCTBYET HaMBbLICLLEMY
npuopuTeTy;

* npu gobaBneHN HOBOrO CNKCKa AOCTyNa 6e3 ykasaHusi npuoputeTa emy
aBTOMAaTNYECKM Ha3HaYaeTCcs NPUOPUTET, CeAyoLMiA 38 MaKCUMaNbHbIM
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NPUOPUTETOM CPEeAN y>Ke MPUMEHEHHbIX CANCKOB;

* ecnuv nNpu jobaBneHnn cnmucka AoCTyna Ha MHTepdeic ¢ ykasaHnem
npuopuTeTa Ha nHTepderice yxe eCTb CNUCOK C TAKUM Xe MPUOPUTETOM, OH
byaeT 3aMeHeH Ha fobaBnseMblid;

* MpaBua BHYTPU CMMUCKa AOCTYMNa NPUMEHSAITCS NOCAeA0BaTeNbHO B MOPSAAKe
nx nobaBneHus;

* NPV NPUMEHEHNN HECKOJIbKX CMUCKOB AOCTYMa Ha MHTepdelice, B NepByto
ouepeb OyayT NprMeHeHbl NPaBMAa, BXOASLLME B CMICOK AOCTyNa C
HaWBbLICLLM NMPUOPUTETOM, a 3aTeM NPaBUIa, BXOASALLME B CMNCOK AOCTYNa C
6os1ee HU3KVM NPUOPUTETOM;

* eC/I NakeT nonan noj KOHKpeTHoe NpaBuaIo CAmncka AOCTyna, NpoBepka
npekpaLlaeTcs, NakeT NPU3HAeTCs paspeLleHHbIM 1M60 3anpeLLeHHbIM, B
3aBUCKMOCTM OT TUNa npaswuna (permit unu deny);

* eCnu nakeT Npu NpoBepke He NoAOoLLIeN HU K OAHOMY MpaBuiy, OH byaeT
OTHpPOLLEH.

Mpasnna ACL nmerot Buz (Ha nprimepe IPv4 ACL):

permit ip 172.17.1.1 0.0.0.0 172.17.1.4 0.0.0.0
permit ip 192.168.1.1 0.0.0.0 192.168.1.4 0.0.0.0

OpHa cTpoka — 3To ogHo npaswo IPv4 ACL. PaccmMoTpuM nakeT, NOAXOAALLNT NOA
cnejytoLuee rnpaswuio:

permit ip 172.17.1.1 0.0.0.0 172.17.1.4 0.0.0.0

OTO Ao/mKeH 6bITb IPv4-nakeT ¢ agpecom nctouHuka 172.17.1.1 n agpecom
Ha3HauyeHus 172.17.1.4. To ecTb BCe aTpubyThbl NakeTa, ynoMsHyTble B MpaBuie,
A0/IXHbI COOTBETCTBOBATL YKa3aHHbIM B Mpasuie 3HaueHNAM.

I'Ipanma B3al/IMOp,el7|CTBI/Iﬂ CNMMNCKOB KOHTpPOJIA AOCTyna

MpUMEHATb CNNCKN KOHTPOASA AOCTYMNa MOXHO 1 Ha nHTepderce 1 Ha VLAN. Mpn
3TOM:

* repBbIMK BYAYT NPYIMEHeHbI NPaBuia U3 CNUCKOB Ha MHTepdeincax, 3atem
npasuna 13 cnnckosB Ha VLAN, 3aTeM HeABHbIe 3anpeLlatoLLie NnpaBuna;

* eC/I NakeT nonajaet noj kakoe-to 13 npasun ACL (3anpeLyatoLee nnm
paspeLlatoLiee Ha HTepdence nnm Ha VLAN), ganbHenwas nposepka rnaketa
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npekpaLlaercs;

® eC/IM CMNCOK He COAEPXUT ABHOMO paspeLlatoLlero nian sanpeLuaroLlero
"MpasBwia No yMon4yaHuw" (Hanpumep, permit ip any any), To nogpasymeBaeTcd
Hannume HeABHOrO 3anpeLuatoLlero npasuna (deny ip any any ans IPv4 ACL) n
OHO byZeT NprMeHeHO Nnoc/e Npasua U3 BCex CrNCKOB;

* ecnn cnncok IPv4d nnn IPve ACL nprmeHeH Ha VLAN, HessBHOe 3anpeLdatoLee
npasuno byaet yuntbiBaTb 3T0T VLAN 1 paboTaTb TONLKO A/151 MakeTOB B 3TOM
VLAN;

* e cnncok IPv4 nnun IPv6 ACL npriMeHeH Ha nHTepdelice, HeaBHOeE
3anpeLyatoLlee nNpasuao bygeT pabotaTb AN BCeX NAKETOB.

MoapobHee 0 HesIBHbIX 3amnpeLLatoLLmX NpaBuiax byAeT pacckasaHo B CieytoLLem
pasgene.

PaccmMoTpuM NpriMep, Korjga HeckobKo CnnckoB KoHTpona goctyna (MAC u IPv4)
npyMeHeHbl Ha nHTepdelice:

configure

mac access-list extended "acl4000"

deny any 01:00:01:cc:cc:cd 00:00:00:00:00:00
deny any 01:00:0c:cc:cc:cc 00:00:00:00:00:00
deny any any 0x888e

exit

mac access-list extended "acl4010"

permit any any pppoed

permit any any pppoes

permit any any 0x9000

permit any 01:80:c2:00:00:00 00:00:00:00:00:00
permit any any arp

exit

ip access-list "acl3005"

permit ip 192.168.1.1 0.0.255.255 any

permit ip 11.11.1.1 0.0.0.255 any

permit udp any any eq 67

exit

interface 0/1

description "PPPOE-CLIENT"

mac access-group "acl4000" in 1

ip access-group "acl3005" in 2

mac access-group "acl4010" in 3

exit

exit

YT06bI pa3obpaTtbCsa B JAaHHOW KOHOUIypauum, He0O6X0ANMO BbINUCATb CMNCKMU
poctyna ACL, npriMeHeHHble Ha nHTepdelice:

mac access-group "acl4000" in 1
ip access-group "acl3005" in 2
mac access-group "acl4010" in 3
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3arteM 3aMeHUTb Ha3BaHWSA CrCKOB A40CTyMNa Ha KOHKPEeTHbIe NMpaBW/ia N3 3TUX
CrMncKoB.

! mac access-group "acl4000" in 1

deny any 01:00:01:cc:cc:cd 00:00:00:00:00:00 ! MAC ACL acl4000
deny any 01:00:0c:cc:cc:cc 00:00:00:00:00:00 ! MAC ACL acl4000
deny any any 0x888e ! MAC ACL acl4000

! ip access-group "acl3005" in 2

permit ip 192.168.1.1 ©0.0.255.255 any ! IPv4 ACL acl3005
permit ip 11.11.1.1 0.0.0.255 any ! IPv4 ACL acl3005

permit udp any any eq 67 ! IPv4 ACL acl3005

! mac access-group "acl4@10" in 3

permit any any pppoed ! MAC ACL acl4010

permit any any pppoes ! MAC ACL acl4010

permit any any 0x9000 ! MAC ACL acl4010

permit any 01:80:c2:00:00:00 00:00:00:00:00:00 ! MAC ACL acl4e10
permit any any arp ! MAC ACL acl4e10

[anee HeobxoaMMO A06aBUTL HEsIBHOE 3anpeLLatoLlee NpaBuso:

! mac access-group "acl4000" in 1

deny any 01:00:01:cc:cc:cd 00:00:00:00:00:00 ! MAC ACL acl4000
deny any 01:00:0c:cc:cc:cc 00:00:00:00:00:00 ! MAC ACL acl4000
deny any any 0x888e ! MAC ACL acl4000

! ip access-group "acl3005" in 2

permit ip 192.168.1.1 ©0.0.255.255 any ! IPv4 ACL acl3005
permit ip 11.11.1.1 0.0.0.255 any ! IPv4 ACL acl3005

permit udp any any eq 67 ! IPv4 ACL acl3005

! mac access-group "acl4@10" in 3

permit any any pppoed ! MAC ACL acl4010

permit any any pppoes ! MAC ACL acl4010

permit any any 0x9000 ! MAC ACL acl4010

permit any 01:80:c2:00:00:00 00:00:00:00:00:00 ! MAC ACL acl4010
permit any any arp ! MAC ACL acl401@

| HefiBHOe 3anpeualuee NpaBuio

deny any any

MonyyaeTtca CnMcok Npaswa B TOW MOC/e40BaTeIbHOCTY, B KOTOPOW nNpasuia byayT
npYMeHeHbl Ha nHTepderice 1 6yayT NPoBepsATCA. BaXHO OTMETUTb, YTO ecnu
CpaboTaeT XO0Tb OAHO U3 NpaBw/, TO ByAeT NMpUMeHeHO ero gencreue "permit" nam
"deny", cOOTBeTCTBME OCTaNbHbIM MPaBuIamM NMPoOBepPATLCS He byaeT.
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HesaBHblE 3anpewaouie npasumna

HesiBHble 3anpeLyatoLLme NpaBuaa He 0TobpaxatoTcs B KOHGUIrypaLmm, O4HAKO OHM
£06aBNAOTCA B KOHUe cnncka ACL aBTOMaTUYeCKM, eC/IN He YKa3aHo BHOoe
pa3speLuatoLLiee NpasuIo.

HesaBHoe 3anpeluatowee npasuno ana MAC ACL paboTaeT ans Bcex TUMNOB NakeToB.:

deny any any

HesiBHOe 3anpewatollee npasuno ans IPv4 ACL paboTtaeT Tonbko 414 IPv4 nakeTos:

deny ip any any

HesaBHOe 3anpeLuatowlee npasuno ansa IPv6 ACL paboTaeT TonbKO Ans IPv6 nakeTos:

deny ipv6 any any

HesaBHoe 3anpeLuatowee npasuno ana User-defined ACL paboTaeT gnsa Bcex TMNOB
NnakeToB:

deny any

Ecnun cnucok goctyna npnmeHeH Ha VLAN, To HeaABHbIe 3anpeLlatoLLie npasnia
6yayT paboTtaTb ToNbKO Ans Tex VLAN, Ha KOTopbIX MPUMEHEH CMMCOoK A0CTyna.
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PaccMoTpuM criesytoLLyo KOHOUIypaLmio, AeMOHCTPUPYHOLLYHO PaboTy HESIBHbIX
3anpeLLaoLLmx NpaBu:

vlan database

vlan 10

exit

configure

ip access-list "acl7001"

permit ip 172.17.1.4 0.0.0.0 any
permit ip 172.17.1.8 ©0.0.0.0 any
exit

ip access-list "acl7002"

permit ip 192.168.1.4 0.0.0.0 any
permit ip 192.168.1.8 0.0.0.0 any
exit

ip access-group "acl7002" vlan 10 in 1
interface 0/1

vlan participation include 10

ip access-group "acl7001" in 1

exit

exit

MNepeueHb ACL ana nHTepdenca 0/1:

ip access-group "acl7001" in 1
ip access-group "acl7002" vlan 10 in 1

3aMeHseM CrncKm A4O0CTyrMa Ha rnpasuna:

0.0.0.0 any ! IP ACL acl7001
0.0.0.0 any ! IP ACL acl7001
any ! IP ACL acl7002 (VLAN 10)
any ! IP ACL acl7002 (VLAN 10)

permit ip 172.17.1.4
permit ip 172.17.1.8
permit ip 192.168.1.4
permit ip 192.168.1.8

HesaBHoe 3anpeluatoulee npasuno ana VLAN 6yaeT cosgaHo nocne IP ACL,
npumeHeHHoro Ha VLAN. PaboTaTb OHO bygeT Tonbko a4na VLAN 10:

permit ip 172.17.1.4 @ any ! IP ACL acl7001

permit ip 172.17.1.8 @ any ! IP ACL acl7001

permit ip 192.168.1.4 0.0.0.0 any ! IP ACL acl7002 (VLAN 10)

permit ip 192.168.1.8 ©.0.0.0 any ! IP ACL acl7002 (VLAN 10)

deny ip any any ! IP ACL acl7002 (VLAN 10) HeaBHoe 3anpeuwaiouwee npasuno ans VLAN
10

0.0.0.
0.0.0.
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Obuee HeaBHOe 3anpeLuatoLee npasuno a4na nHtepderica 0/1 byaet co3gaHo nocne
Bcex npaswn IP ACL:

permit ip 172.17.1.4 0.0.0.0 any ! IP ACL acl7001

permit ip 172.17.1.8 0.0.0.0 any ! IP ACL acl7001

permit ip 192.168.1.4 0.0.0.0 any ! IP ACL VLAN 10

permit ip 192.168.1.8 0.0.0.0 any ! IP ACL VLAN 10

deny ip any any ! IP ACL acl7002 (VLAN 10) HeaBHOe 3anpeuwatwuee npasuno ana VLAN
10

deny ip any any ! IP ACL acl7001 obwee HesiBHOe 3arpelalkliee NpaBuIo

Taknm obpa3om, oTpaboTaroT CHavana rnpaswnia, NprUMeHeHHble Ha UHTepdelice,
3aTteM npasunaa Ha VLAN, 3aTtem o6bLupme 3anpeLyatoLlme npasmna.

CNNCcKU KOHTpONS AocTyna Ans uHTepgeiica ynpaBneHus

Ha ycTpoucTtee BO3MOXHO nprMeHeHne ACL Ha nHTepdelice ynpasnieHus. 3T0
O3HauaerT, uUTto Tpaduk byzeT dnnbTPOBaTLCA Ha Bxoje B CPU-nHTepdeic, HO 3Tu
npasuia He 3aTparnBatoT NPOXoxaeHre Tpadrka CkBo3b YCTPOMCTBO.

OCHOBHble NpaBuia paboTbl CNMCKOB KOHTPOS AOCTyNa Ha HTepdelice
yrnpaBneHus:

* CMNCOK KOHTPONA AOCTyNa Ha nHTepdeice ynpasneHnsa paboTaet nocne ACL
Ha nHTepderice n VLAN. Ecan ACL Ha VLAN nnn nHtepdelice 3abnokmnposanu
nakeT, To ACL Ha nHTepdelice ynpaBneHusi He CMOXeT pa3ba0KMpPOBaTb
JIaHHbIV NakeT;

* eC/IN CNNCOK KOHTPONSA AOCTYMNa Ha UHTepdeice ynpasieHns 3ab610KMpoBan
nakeT, TO AaHHbIA NakeT MOXeT NPONTK Yepe3 KOMMYTaTop (ec/in He
3a610KMpoBaH Apyrumu npasunamm ACL);

* pa6ota ACL Ha nHTepdelice ynpaBneHus He GunbTpyeT NakeTbl,
npeAHa3HayeHHble s cnegyrowmx mexaHmnsmos: DHCP Snooping, IGMP
Snooping, MLD Snooping, IPv6 Snooping, LDRA.

User-defined ACL

User-defined ACL cgenaH cneunanbHO 408 ¢punbTpaummn NakeTos Mo nossMm, roToBble
LWabnoHbl AN KoTopbIx oTcyTcTBYHOT B MAC/IPV4/IPV6 ACL.

Ansa User-defined ACL TpebyeTcsa cHavana onpeaennTb NOJs, MO KOTOPbIM byaeT
NpPOxXoAnTb 0bpaboTka nakeTa. Ans gobasneHns Hosoro nons B User-defined ACL
TpebyeTcsa ykasaThb:
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* IMs NONsE — 3TO TO UMS, MO KOTOPOMY MOXHO 6yZeT A06aBNAThL nose B
npasuna;

* 3aro/I0BOK — 3TO 3aro/I0BOK NakeTa, OT KOTOPOro byzeT oTCUMNTbIBATLCA
cMeLleHwne. NofoxeHne 3aro/ioBKOB B KaJpe MOXET BapbMpoBaThCH OT
nakeTa K nakety. K npumepy, nonoxeHwue IP-3aronoska B nakete ¢ VLAN v 6e3
VLAN 6yzeT oTanyaTtbCcs. YTo6bl Noie He 3aBUCeNO OT HUXKeeXaLlmx
3aro/IoBKOB, TpebyeTcs yka3aTb, OT KakOro 3aro/ioBKa OTCYUTbIBATb
CMeLleHwue;

¢ CMeLleHVe — 3TO CMeLLeHKe OT Hayana BblIbpaHHOro 3aro/ioBka B 6artax, no
KOTOPOMY HaxoAuTCA HeobxoanMoe none;

* INNHY — 3TO pa3mMep NoJs, N0 KOTOPOMY byZeT NPOXOANUTb MPOBepPKa;

[OCTYyNHbI CneaytoLLme BapyaHTbl 3aro/IoBKOB, OT KOTOPbIX 6YAeT OTCHUTLIBATHLCS
cMeLLeHne:

* raw — CMeLLeHMe OTCUMUTBIBAeTCA OT Hayana nakeTta (oT nepsoro 6anTa Dst
MAC-agpeca Ethernet-naketa);

* |2 — cmewyeHme oTcumnThiBaeTcs oT Ethertype (ans kagpos Ethernet 1) nan
Length (ana kagpos 802.2 v ap.);

* |3 — cMeLleHMe OTCUUTBIBAETCA OT Hayana 3arososka L3 (IPv4/IPv6,
ARP/RARP);

* |4 — cmelleHMe OTCUUTBIBAETCA OT Hayasna 3arosioska L4
(TCP/UDP/ICMP/IGMP).

Mpumep co3zaHnsA Nons:

configure

user-defined access-list template setup
udf "IP_Protocol" offset 13 9 length 2
exit

exit

MNapameTpbl:

IP_Protocol — nmsa nons;

offset I3 — 3aronoBoK, OT KOTOPOro ByAeT OTCUMTLIBATLCSA CMELLEHME,;
* 9 — cMeLLeHMe B banTax, B JaHHOM C/lydae oT Havana L3-3aronoska;
length 2 — anvHa nona — 2 6anTa.

Co34aHHOE 0AMH pa3 MoJie MOXHO UCMO/Ib30BaTh B 1t060M KonmnyecTse npasua ACL.

16.2.2 HacTtpoiika MAC ACL
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MAC ACL npegHa3sHaueH ans ¢unbTpaumm naketos no nonsm Ethernet-saronoeka.
ANna ncnonb3oBaHUA JOCTYMNHbI CieyloLLye rnons:

Source MAC address;
Destination MAC address;
VLAN;

CoS;

Ethertype.

Lar 1. Co3aaHMe CNUCKOB KOHTPO/IA AoCTyna

HacTpolika HauMHaeTCs € co34aHMsA CNMcKka AOCTyna C yKa3aHeM ero UMeHM:

configure
mac access-list extended "NameACL"

MNocne co3gaHns crnmcka AOCTyna HeobxoAMMO Co34aTh NpaBwaa 415 3TOro cnucka.
LWar 2. lo6aBneHne npaBua B CNNCOK A0CTyna

Ans MAC-agpecoB B 3TUX KOMaHAax UCNob3ytoTcs MHBepPTMpoBaHHbIe (wildcard)
MacKu.

AobaBnm paspeLuatoLee npasuao ana ARP-tpadumka ¢ MAC-agpecamm NCTOYHMKA
00:13: AAXX:XX: XX 1 ntobbimmn MAC-agpecamMmm Ha3Ha4vyeHus:

configure
mac access-list extended "NameACL"
permit 00:13:AA:00:00:00 00:00
:00:FF:FF:FF any 0x0806

lNapameTpbl:

* permit — kK/Jt0o4eBoOe C/1I0BO — O3HayaeT TO, UTO JaHHOe NPaBuIo
paspeLlatoLLiee;

00:13:AA:00:00:00 00:00:00:FF:FF:FF — MAC-agpec nctoyHumka (Source MAC) ¢
wildcard-mackon;

any — MAC-agpec Ha3HayeHusa (Destination MAC) — o3Ha4vaeT paspeLlueHve
nbbix Dst MAC-agpecos;

0x0806 — Ethertype ARP-nakerTa.
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[lobaBnM 3anpeLaroLLiee NpaBuao Ana nrboro Tvna Tpaduka ¢ nrobsiM MAC-
agpecom nctoyHuka n MAC-agpecom HasHaudeHusa 00:14:BB:24:CB:4A.

deny any 00:14:BB:24:CB:4A 00:
00:00:00:00:00

MNapameTpbl:

* deny — K1t04eBOeE C/IOBO — 03HAYaeT TO, UTO AaHHOE NPaBuIo
3anpetlatoLee;

* any — MAC-agpec ncroyHvka (Source MAC) — o3HauaeT paspeLleHune nobbix
Src MAC-agpecos;

* 00:14:BB:24:CB:4A 00:00:00:00:00:00 — MAC-agpec Ha3Ha4veHuns (Destination
MAC) c wildcard-mackon.

Pa3pelatoLlee npaBsuno aAns IPv4 tpaduka c agpecamm nctouHmka 00:13:AAXXXX:XX
n MAC-agpecamu HasHaudeHuns 00:14:BB:24:CB:XX.

permit 00:13:AA:00:00:00 00:00
:00:FF:FF:FF 00:14:BB:24:CB:00 00:00:00:00:00:FF ipv4

MNapameTpsbl:

* permit — k/t0o4eBoOe C/1I0BO — O3HayaeT To, UTO JaHHOe NPaBuniIo

paspeLuaroLLee;

00:13:AA:00:00:00 00:00:00:FF:FF:FF — MAC-agpec nctouHumka (Source MAC) ¢

wildcard-mackoi;

00:14:BB:24:CB:00 00:00:00:00:00:FF — MAC-agpec Ha3HaueHuns (Destination

MAC) c wildcard-mackoiz;

* ipv4 — K/It0UeBOe C/I0OBO — 03HA4aeT To, UTO NpaBuIo paboTaet ans IPv4
Tpaduka (Ethertype 0x0800).

Macka ana MAC-azpecoB B NpaBuiax yKa3blBaeTcst MHBepTMpoBaHHasa (wildcard).
3HauveHue OXFF B Macke 03HauaeT, uTo Ha 3Ton no3uymn B MAC-agpece mMoryT
HaXoAMTbCA Ntobble 3HaueHus. MNpu 3HaveHn 0x00 TpebyeTcs NoIHOe coBnajeHuve
Co 3HayveHneM MAC-agpeca Ha 3TO NO3ULNW.
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LWar 3. MpumeHeHMe CNNCKOB A0CTYyNa Ha nHTepdeiice

Co3paHHble CrncKky A40CTyMa NPNMEHAKTCA Ha |/|HTepc|>e|7|ce C yKasaHneM rnpmnopmTteTa:

(als_sw) #configure
(als_sw) (configure) #interface 0/1
(als_sw) (configure) (interface 0/1) #mac access-group "NameACL" in 5

MNapameTpbl:

* "NameACL" — yHVKanbHOe 1MA CO34aHHOr0 paHee cnycka 4oCcTyna;

* 5 — [IpropwuTeT Cnmncka AoCTyna Ha AaHHOM nHTepdeince, MOXeT NMeTb
3HaueHue ot 1 go 10000, HaViMeHbLLee YNCN0 COOTBETCTBYET HauBbICLLEMY
npuopuTeTy (Heobsi3aTenbHbIN NapameTp).

MpocmoTp KoHUrypaummn
Mocne BbINONHEHUS KOMAHZA 13 MpUYMepa NolyunTCs ciesyroLas KoHburypaums:

configure

mac access-list extended "NameACL"

permit 00:13:AA:00:00:00 00:00:00:FF:FF:FF any 0x0806
deny any 00:14:BB:24:CB:4A 00:00:00:00:00:00

permit 00:13:AA:00:00:00 00:00:00:FF:FF:FF 00:14:BB:24:CB:00 00:00:00:00:00:FF i
pv4

exit

interface 0/1

mac access-group "NameACL" in 5

exit

exit

NTorosasi cxeMa NpoxoxzaeHns Tpaduka yepes ycTpoMcTBO ByaeT BbIrNseTb
cnejyroLLMM 06pas3om:

0/2 egress port 0/1 ingress port

Egress traffic Ingress traffic

KOMMYTATOP
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Source MAC Destination Ethertype MpaBwnio MNpoxoxaeHune
MAC

00:13:AA:12:34 | 00:13:AA:12:34 | ARP (0x0806) #1 cnuncka PaspelueHo

:60 62 "NameACL"

00:13:AA:12:34 | 00:14:BB:24:C | IPv4 (0x0800) #2 cnuncka 3anpeLleHo

:60 B:4A "NameACL"

00:13:AA:00:BO | 00:14:BB:24:C | IPv4 (0x0800) #3 cnuncka PaspelueHo

:30 B:5C "NameACL"

00:13:AA:12:34 | 00:13:AA:12:34 | IPv6 (0x86DD) | - 3anpeLleHo

:60 62

Mpwn HacTporke npasun MAC ACL ecTb 0CobeHHOCTb. K nMprMepy, HY>XHO 3anpeTnTb
Tpaduk, oNnCcaHHbI onpegeneHHbIM NpaBuaoM (deny), a BeCb 0CTanbHOM Tpaduk
paspewmnTb. Ana KOpPeKTHOW paboTbl TAKOW HACTPOWKK HY>XXHO rnocse npasuna deny
NOMeCTUTb paspeLlatoLlee NpaBuIo A8 BCEro 0CTasbHOro Tpaduka:

configure

mac access-list extended "NameACL"

deny any 00:14:BB:24:CB:00 00:00:00:00:00:FF
permit any any

exit

interface 0/1

mac access-group "NameACL" in 5

exit

exit

B aaHHOM npumepe Ha nHTepderice 0/1 3anpeLueHO NPoxoxaeHne Tpadumka C
Destination MAC 00:14:BB:24:CB:XX, a BeCb 0CTafibHOW TpaduK paspeLleH.

16.2.3 HacTtpoiika IPv4 ACL

IPv4 ACL npegHa3sHaudeH ans ¢unbTpaunmm IPv4-nakeTos rno nossiM 3aronoskos L3
(IPv4) n L4 (TCP/UDP). Ana ncnofib3oBaHWa A4OCTYMNHbI CiejyroLme noas:

* |P protocol;

Source IPv4 address;
Destination IPv4 address;
ToS;

DSCP;
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* Source L4 port;
¢ Destination L4 port.

Lar 1. Co3aaHMe CNUCKOB KOHTPOIA AoCTyna

HacTpolika HauMHaeTCs € co3jaHMsA CnMcka AOCTyna C yka3zaHeM ero UMeHM:

configure
ip access-list "NameACL"

Lar 2. lo6aBneHmne npasun B CNNCOK KOHTPONA AoCcTyna
Ans IP-afpecos B 3TUX KOMaHAAxX NCNONb3YHTCA MHBePTUPOBaHHbIe (wildcard) macku.

Cosgaanm pasperuatoltee npaswio ana TCP-Tpaduka c IP-agpecamm NcTouHMKa
82.52.0.0/16, ntobbiMu IP-agpecamu Ha3HayueHUs 1 L4-nopToM HaszHavyeHus 22:

configure
ip access-list "NameACL"
permit tcp 82.52.0.0 0.0.255.25

5 any eq 22

lNapameTpbl:

® pennh——KnmquoecnOBo——o3HaqaeTTo,qﬂ)gaHHoenpasmno

paspeLuaroLLee;
e tcp — IP protocol (Bo3MOXHO 3aZaHue B YMC/IOBOM BUAe, Hanpumep "6" ans
TCP);

* 82.52.0.0 0.0.255.255 — IP-agpec nctouHumka (Source IP) c wildcard-mackoin;

* any — IP-agpec HasHauyeHus (Destination IP) — o3HauaeT paspeLleHume nbdbIX
Dst IP-aapecos;

* eq 22 — L4-nopT Ha3Ha4veHwus (Destination L4 port, B fJaHHOM cny4dae Dst-nopt
TCP).

L4-nopT NCTOYHMKA YKa3bIBaeTCA aHaNOrMYHbIM 06pa3om, Ho nocne IP-agpeca
NCTOYHNMKA.

3anpeLuatollee npasuio ans IPva-tpaduka c nobbiM IP-agpecomM nctouHmka u IP-
agpecom HasHauveHus 82.54.172.5:

deny ip any 82.54.172.5 0.0.0.0
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MNapameTpbl:

* deny — kn1toueBOe C10BO — O3HAYaeT To, UTO AaHHOe NpPaBuIo
3anpeLuaroLLee;

* ip — IP protocol, B saHHOM cny4ae nog npaswao nonagyT nrobbie IP
NPOTOKO/bI;

* any — IP-agpec ncrouHwuka (Source IP) — o3Ha4vaeTt pa3peLueHue nbbix Src IP-
ajpecos

* 82.54.172.5 0.0.0.0 — IP-agpec Ha3HauveHus (Destination IP) c wildcard-
MaCKOW.

Pa3spewuatoLlee npasuno ans IPv4-tpaduka c IP-agpecamn nctouHmka 82.52.0.0/16 n
IP-agpecamu HasHaveHNA 82.54.172.0/24:

permit ip 82.52.0.0 0.0.255.255
82.54.172.0 0.0.0.255

lNapameTpbl:

* permit — KnHO4YeBOe C/I0BO — 03HAYaeT TO, UTO JaHHOEe NPaBUIO
paspeLlatoLLiee;

* ip — IP protocol, B saHHOM cniyyae no npaswno nonagyT ntobbie IP

NPOTOKONbI;

82.52.0.0 0.0.255.255 — IP-agpec ncto4Huka (Source IP) ¢ wildcard-mackois;

82.54.172.0 0.0.0.255 — IP-agpec Ha3Ha4veHUs (Destination IP) ¢ wildcard-

MacCKoW;

Lar 3. MpumeHeHMe CNUCKOB A0CTYNa Ha MHTepdeiice (ONLUOHANBLHO)

Co3zaHHble CMNCKN KOHTPOAS AOCTyMNa NPUMeHSIOTCA Ha MHTepdeiice C ykasaHnem
npuopuTeTa:

configure
interface 0/1
ip access-group "NameACL" in 5

MNapameTpbl:
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* "NameACL" — yHUKanbHOe NMs CO3aHHOro paHee Crnurcka AocTyna;

* 5 — npuopuTeT cnNmncka Aoctyrna Ha AaHHOM MHTepdeiice, MOXeT UMeTb
3HaueHue ot 1 go 10000, HavMeHbLLee YNCN0 COOTBETCTBYET HauBbICLLEMY
npuopuTeTy (Heobsi3aTenbHbIN NapameTp).

LWar 4. NpmeHeHmne cnuckoB Aoctyna Ha VLAN (onuunoHanbHO)

Co3gaHHble CrNCKY KOHTPOAA AocTyna nprmeHsTca Ha VLAN ¢ ykasaHuem
npuopuTeTa:

configure
ip access-group "NameACL" vlan 1 in 5

lNapameTpbl:

¢ "NameACL" — yHVKanbHOe 1MA CO34aHHOro paHee crycka 4oCTyna;

* 1 — VLAN ID, K KOTOPOMY 6yZeT NpUMeHeH Cr1CcoK J0CTyna;

* 5 — npunopuTeT Crnncka 4octyna Ha gaHHoM VLAN, MOXeT MeTb 3HaueHve oT
1 po 10000, HanMeHbLLUee YKC/I0 COOTBETCTBYET HaMBbICLLEMY NPUOPUTETY
(Heobsa3aTeNbHbIN NapameTp).

MpocmoTp KoHpuUrypaumm

Huxe nprBeseHa nosiHas KoHGuUrypaumsa 418 BapmaHTa npuMeHeHns onncaHHoOro
CNYICKa KOHTPOIS A0CTYNa Ha UHTepdeiice:

configure

ip access-list "NameACL"

permit tcp 82.52.0.0 0.0.255.255 any eq 22

deny ip any 82.54.172.5 0.0.0.0

permit ip 82.52.0.0 0.0.255.255 82.54.172.0 0.0.0.255
exit

interface 0/1

ip access-group "NameACL" in 5

exit

exit
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VIToroBasa cxema MPoOXoXAaeHn4A TpaCI)I/IKa yepes yCTpOVICTBO 6y,u,eT BbIMNMALETb

cnepyroLwmmM 0bpasom:

Egress traffic

0/2 egress port

0/1 ingress port

Ingress traffic

KOMMYTATOP
Source IP | Src L4 Destinati | Dst L4 IP Mpasunno | Mpoxoxa,
port on IP port protocol eHune

82.52.0.0/ | - - 22 TCP (6) #1 Pa3pelue
16 HO
- - 82.54.172 | - - #2 3anpeLye

.5 HO
82.52.0.0/ | - 82.54.172 | - - #3 Pa3pelue
16 .0/24 HO

Mpwv HacTporke npasun IPv4 ACL ecTb 0cobeHHOCTb. K nprMepy, HY>KHO 3anpeTuTb
TpaduK, ONNCaHHBIV onpeenieHHbIM NpaBuioM (deny), a BeCb OCTaNbHOW Tpadumk
paspeLwmnTb. s KOppekTHOM paboTbl TaKON HAaCTPONKM HYXHO noc/e npasuia deny
NOMeCTUTb paspeLlatoLLlee NpaBuIo A1 BCEro 0CTaibHOro Tpaduka:

configure

ip access-list "NameACL"

deny ip 82.54.172.5 0.0.0.0 any
permit ip any any

exit
interface 0/1

ip access-group "NameACL" in 5

exit
exit

B aaHHOM npumepe Ha nHTepderice 0/1 3anpeLeHo NpoxoxaeHue IPv4-Tpaduika ¢
Source IP 82.54.172.5, a Becb ocTanbHoOM IPv4-Tpaduik paspeLeH.
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16.2.4 Hactpoiika IPv6 ACL

IPv6 ACL npegHa3sHauveH ans ¢unbTpaumm IPv6-nakeToB rno noasiM 3aronoskos L3
(IPv6) n L4 (TCP/UDP). Ana ncnonb3oBaHWA A4OCTYMNHbI ChejyroLme nons:

e Source |IPv6 address;
Destination IPv6 address;
IPv6 protocol (NextHeader);
Source L4 port;

Destination L4 port;

Traffic Class;

DSCP.

Lar 1. Co3gaHMe CNNCKOB KOHTPO/IA AOoCTyna

HacTtpoiika ACL HauMHaeTcs C Co34aHunsa CnMcka 40CTyna C ykasaHUeM ero IMeHu:

ipv6é access-list "NameACL"

MNocne co3gaHnsa cnmncka AocTyrna HeobxoAnMMOo Co34aTh NpPaBuaa ANs 3TOro Cnmcka.
LWar 2. flo6aBneHne npaBu B CNMCOK KOHTPONSA AocTyna
Cosgagnm paspeluatoulee npaswno gna TCP-Tpadwuka ¢ IPve-agpecamm NCTOYHVIKa

2001:1:a100:b500::/64, ntobbiMU IPV6-agpecaMun HazHayeHUs 1 L4-nopTom
Ha3HaueHwnsa 22:

configure
ipv6 access-list "NameACL"
permit tcp 2001:1:a100:b500::
/64 any eq 22

MNapameTpbl:

o pennh——KnmquoecnOBo——o3HaqaeTTo,qNJAaHHoenpasmno

paspeLlatoLLiee;

* tcp — IPv6 Next Header (BO3MOXHO 3afaHve B YACN0OBOM BuAe, Hanpumep "6"
ansa TCP);

* 2001:1:a100:b500::/64 — IPv6-agpec ncto4yHuka (Source IP) ¢ ykazaHmnem
npedwukca;

any — IPv6-aapec Ha3HaueHusa (Destination IP) — o3HayvaeT pa3peLueHune
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nobblix Dst IPv6-agpecos;
* eq 22 — L4-nopT Ha3Ha4veHwua (Destination L4 port, B fJaHHOM cny4dae Dst-nopt
TCP).

L4-nopT NCTOYHMKA YKa3biBaeTCs aHaNorM4HbeIM o6pa3om, Ho nocse IP-agpeca
NCTOYHMKA.

3anpeuwatoLee npasmao ang IPve-Tpaduka ¢ nobbIM IPV6-agpecom NCcTouHmKa n
IPv6-agpecomM HasHaveHnsa 2001:175:a500:b100::1/128:

deny ipv6 any 2001:175:a500:b
100::1/128

lNapameTpbl:

* deny — K1tOYeBOe C/IOBO — 03HAYaeT TO, UTO AaHHOe NPaBuIo
3anpeLuaroLLee;

* ipv6 — IPv6 Next Header, B gaHHOM cny4yae nog npasuao nonagayt ntobble IP
MPOTOKO/bI;

* any — IPv6-agpec ncrouHuka (Source IP) — o3HauvaeT paspeLueHue Arbbix Src
IPv6-aapecos;

* 2001:175:a500:b100::1/128 — IPv6-agpec Ha3HaueHus (Destination IP) ¢
yKasaHuem npedukca.

Pa3pelwatoLlee npasuno ansa IPve-tpaduka c IPve-agpecamm NCTOYHMKA
2001:1:2100:b500::/64 v IPv6-agpecamu HazHaueHusa 2001:175:a500:b100::/112:

permit ipv6 2001:1:2100:b500:
:/64 2001:175:a500:b100::/112

MNapameTpbl:

b pennn——Knmqesoecnoso——o3HaqaeTTo,qﬂJAaHHoenpaano

paspeLuatoLLee;

* ipv6 — IPv6 Next Header, B JaHHOM clydae noj npaswao nonagyT ntobele IP
NPOTOKO/IbI;

* 2001:1:a100:b500::/64 — IPv6-agpec nctouHmka (Source IP) ¢ ykasaHuem
npedwukca;

* 2001:175:a500:b100::0/112 — IPv6-agpec Ha3HaueHUs (Destination IP) ¢
yKasaHuem npedukca.
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LWar 3. MpyMmeHeHMe CNMUCKOB KOHTPOJIA A0CTyNa Ha UHTepdeice
(onUMOHaNbLHO)

Co3faHHble CNNCKM KOHTPOAS ZOCTyNa NPUMEHSIHOTCA Ha HTepdeiice ¢ ykazaHneMm
npuopuTeTa:

configure
interface 0/1
ipv6 traffic-filter "NameACL" in 5

MNapameTpbl:

* "NameACL" — yHVKanbHOe 1MA CO34aHHOro paHee cnycka 4oCcTyna;

* 5 — npuopuTeT Cnucka AocTyna Ha JaHHOM HTepdeince, MOXeT NMEeTb
3HaueHue ot 1 go 10000, HaViMeHbLLEee YNCN0 COOTBETCTBYET HauBbICLLEMY
nprnopuTeTty (Heoba3aTesnbHbIV NapameTp).

LWar 4. MpmeHeHMe cNUCKOB KOHTponA Aoctyna Ha VLAN (onuunoHanbHO)

Co3gaHHble CrNCKY KOHTPOAA AocTyna nprmeHsoTca Ha VLAN ¢ ykasaHuem
npuopuTeTa:

configure
ipve traffic-filter "NameACL" vlan 1 in 5

lNapameTpbl:

* "NameACL" — yHVKanbHOe 1MSA CO34aHHOr0 paHee cnycka 4oCTyna;

* 1 — VLAN ID, K KOTOPOMY 6yZeT NpMeHeH Cr1CcoK J0CTyna;

®* 5 — NpunopuTeT Cnncka AocTyrna Ha JaHHOM VLAN, MOXeT MMeTb 3HaueHvie oT
1 4o 10000, HarMeHbLLee YNCN0 COOTBETCTBYET HavBbICLLEMY NMPUOPUTETY
(Heobsa3aTeNbHbIN NapameTp).
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MpocmoTp KoHpUrypaumm

Huxe npuBeseHa nosHas Bepcust KOHGUrypaLum ans BapraHTa NpruMeHeHus
OMMCaAHHOIO CMICKa AOCTyNa Ha NHTepdelice:

configure

ipv6 access-list "NameACL"

permit tcp 2001:1:a100:b500::/64 any eq 22

deny ipv6 any 2001:175:a500:b100::1/128

permit ipvé 2001:1:a100:b500::/64 2001:175:a500:b100::/112
exit

interface 0/1

ipve traffic-filter "NameACL" in 5

exit

exit

NTorosasi cxeMa NpoxoxzaeHns Tpaduka yepes ycTpoMCcTBO ByaeT BbIrNseTb
cnejyroLLMM 06pas3om:

0/2 egress port 0/1 ingress port

Egress traffic

Ingress traffic

KOMMYTATOP
Source IP | Src L4 Destinati | Dst L4 IP Mpasunno | Mpoxoxa,
port on IP port protocol eHve
2001:1:a | - - 22 TCP (6) #1 PaspeLue
100:b500: HO
/64
— - 2001:175: | - - #2 3anpeLye
a500:b10 HO
0::1
2001:1:a | - 2001:175: | - - #3 PaspeLue
100:b500: a500:b10 HO
/64 0::/112
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Mpwn HacTporke npasun IPv6 ACL ecTb 0C06eHHOCTb. K nprMepy, Hy>XHO 3anpeTuTb
Tpaduk, oNnCaHHbI onpegeneHHbIM NpaBuaoM (deny), a BeCb 0CTanbHOM Tpaduk
paspewmnTb. Ana KOpPeKTHOW paboThbl TAKOW HACTPOWKY HY>XHO rnocse npasuna deny
NOMeCTUTb paspeLlatoLLee NpaBuIo A8 BCEro 0CTalbHOro Tpaduka:

configure

ipv6 access-list "NameACL"

deny ipv6 2001:175:a500:b100::1/128 any
permit ipvé any any

exit

interface 0/1

ipv6 traffic-filter "NameACL" in 5

exit

exit

B aaHHOM npumepe Ha nHTepderice 0/1 3anpeLyeHo npoxoxaeHue IPve-Tpadurika ¢
Source IP 2001:175:a500:b100::1, a BeCb ocTanbHoOW IPv6-Tpaduk paspeLueH.

16.2.5 Hactpoiika User-defined ACL

User-defined ACL npegHa3HauveH ana ¢unbTpaumm NakeToB No noasM, 3a4aHHbIM
nofb3oBaTeNeM.

[laHHbIN NpMep AeMOoHCTpupyeT 6aokMpoBky naketos IGMPv1/v3 Membership
Report, pa3peluas Tonbko IGMPV2.

LWar 1. Co3pgaHue noneii User-defined ACL
Ansa 6noknposkn IGMP Membership Report TpebytoTcs cnegyroLme nons:

* |P protocol;
* IGMP type;

Co3gaHune nonen:

configure
user-defined access-list template setup
udf "IP_Protocol" offset 13 9 leng
th 2
udf "IGMP_Type" offset 14 @ length

exit
exit
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OnucaHue KOMaHA,
e udf "IP_Protocol" offset I3 9 length 2 — IP npoTokon: cMeLLeHMe OT Havana
L3-3aronoeBka — 9 6anT, AnvHa nons — 2 6anTa;
e udf "IGMP_Type" offset 14 0 length 2 — T1n IGMP-nakeTa: cMeLleHue OT
Hadana L4-3aronoBka — 0 6anT, AnnHa nona — 2 6anTa.

Llar 2. Co3gaHue CNUCKOB KOHTPOIA AoCTyna

Co3gaanm Ccnncok goctyna:

configure
user-defined access-list "BlockIgmpReports"

Lar 3. lo6aBneHne npaBu B CMUCOK KOHTPONS AOCTyna

Ansa noneit User-defined ACL B 3T1X KOMaHAAax NCNONb3YHTCA MHBEPTUPOBAHHbIE
(wildcard) macku.

3abnoknpyem IGMPv1 Membership Report:

deny udf "IP_
Protocol" 0x0200 0x00ff udf "IGMP_Type" 0x1200 0x00ff

MNapameTpbl:

e "|P_Protocol" 0x0200 0x00ff — IP Protocol ana IGMP nmeet 3HaueHue 0x02 n
3aHMMaeT cTapwuin 6anT nonsa (ncnonb3yetcs wildcard-macka);

* "IGMP_Type" 0x1200 Ox00ff — IGMP Type ansa IGMPv1 Membership Report
nmeeT 3HaveHve 0x12 1 3aHMMaeT cTapLnii 6anT Nons (MCNonb3yeTcs
wildcard-macka);

3abnokupyem IGMPv3 Membership Report:

deny udf "IP_
Protocol" 0x0200 0x00ff udf "IGMP_Type" 0x2200 0x00ff

MNapameTpbl:
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¢ "IP_Protocol" 0x0200 0x00ff — IP Protocol ana IGMP nmeet 3HaueHumne 0x02 n
3aHVMaeT cTapLmnii 6anT nons (ncnonb3yetcsa wildcard-macka);

* "IGMP_Type" 0x2200 0x00ff — IGMP Type ans IGMPv3 Membership Report
nMeeT 3HaveHue 0x22 1 3aHKMaeT CTapLumnin 6ainT Nonsa (MCNob3yeTcs
wildcard-macka);

[ob6aBnsem paspeLuatoLLee NpPaBuIo, YTOObI paspeLlnTb OCTaibHble TUMbI TpadurKa:

permit any

Lar 4. MpyMmeHeHMe CMUCKOB KOHTPOJIA A0CTyNa Ha UHTepdeice

Co34aHHble CNNCKK KOHTPOAISA A0CTYNa MPUMEHSIOTCA Ha MHTepdeice € yKkasaHnem
npuopwureTa:

configure
interface 0/1
user-defined access-group "BlockIgmpReport

in 5

MNapameTpbl:

* "BlocklgmpReports" — yHUKanbHOe UMS CO34aHHOro paHee Crnmcka 4ocTyna;

* 5 — nMpuopuUTeT CNKCKa AOCTYNa Ha JAaHHOM nHTepderice, MOXeT METb
3HayeHre ot 1 go 10000, HarMeHbLLee YNCNO COOTBETCTBYET HavBbICLLEMY
npmnopuTeTy (Heobs3aTebHbIV NapameTp).
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MpocmoTp KoHpUrypaumm
Mocne BbINONHEHNSA KOMaHA, 13 NpUMepa NoyyunTca cnegyroas KOHGUrypaums:

configure

user-defined access-list template setup

udf "IP_Protocol" offset 13 9 length 2

udf "IGMP_Type" offset 14 @ length 2

exit

user-defined access-list "BlockIgmpReports"

deny udf "IP_Protocol" 0x0200 @0x@0ff udf "IGMP_Type" 0x1200 0x@0ff
deny udf "IP_Protocol" 0x0200 0x@0ff udf "IGMP_Type" 0x2200 0x00ff
permit any

exit

interface 0/1

user-defined access-group "BlockIgmpReports" in 5

exit

exit

NTorosasi cxeMa NpoxoxzaeHns Tpaduka yepes ycTpoMCcTBO ByaeT BbIrNseTb
cnejyroLLMM 06pas3om:

0/2 egress port 0/1 ingress port

Egress traffic Ingress traffic

KOMMYTATOP
IP Protocol IGMP Type MNpaBuno [NpoxoxaeHune
IGMP (0x02) IGMPv1 Report #1 3anpeLyeHo
(0x12)
IGMP (0x02) IGMPv3 Report #2 3anpeLyeHo
(0x22)
- - #3 PaspeLueHo

B pe3ynbTaTe Ha Bxoge UHTepdeica 0/1 byayT 3abnokmposaHbl IGMPvV1 1 IGMPvV3
Membership Report, ocTanbHble NakeTbl byAyT pa3peLleHbl.
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16.2.6 Hactpoiika IPv4 ACL Ha uHTepdeiice ynpaBneHUs

ACL Ha nHTepdeiice ynpasneHus TpebyeTcs 418 TOro, YTObbl OrpaHNYNTL AOCTYN Ha
YCTPOICTBO, MPY 3TOM COXPaHMB NPOXOXAeHMEe Tpaduka CKBO3b YCTPONCTBO.

* 3anpeTnM AOCTYN K KOMMYTaTopy no telnet BcemM Nnonb3o0BaTeNsiM 13 MOACETU
192.168.1.0/24,;
* 3anpeTuM AOCTYyn K KOMMyTaTtopy agpecam mns nogcetn 10.11.0.0/24.

Lar 1. Co3gaHue cnucka KOHTPOJIA AocTyna

Co3gaHune cnincka goctyna ansa IPv4d ACL Ha ynpaBneHue He OT/IMYaeTcsa OT CO34aHNA
Cnuncka Aoctyna Ans o6blvHoro IPv4 ACL:

configure
ip access-list "RestrictAccess"

Lar 2. flo6aBneHne npaBu B CNMCOK KOHTPONA AocTyna

3anpeTuM JOCTYyn K KOMMYyTaTopy no telnet Bcem nosib3oBaTeniiM 13 NOACETH
192.168.1.0/24:

deny ip 192.168.1.0 0.0.
0.255 any eq 23

3anpeTyM JOCTyn K KOMMyTaTopy agpecam 13 nogcetn 10.11.0.0/24:

deny ip 10.11.0.0 0.0.25
5.255 any

Pa3peLuaem AOCTyn K KOMMYTATOPY BCEM aZpecam, KOTopble He Monanu rnog
BblLLIENepeymncieHHble NpaBuna:

permit ip any any
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Llar 3. pyMeHeHne cnncka KOHTPO/IS AOCTyNa Ha nHTepdelice ynpaBneHus

MpyMeHsieM CNUCOK KOHTPONA AOCTyNa Ha nHTepdeiice ynpaBneHus. Ecnu
HeobXxoA1MO, yKasbiBaeM NpPUopuUTET NpaBuna:

configure
ip access-group "RestrictAccess" management in 1

MpocmoTp KoHpUrypaumm
Mocne BbINOAHEHNSA KOMAHA, 13 NpUMepa NoayyunTca cnegyroas KOHGUrypauns:

configure

ip access-list "RestrictAccess"

deny ip 192.168.1.0 0.0.0.255 any eq 23

deny ip 10.11.0.0 0.0.255.255 any

permit ip any any

exit

ip access-group "RestrictAccess" management in 1
exit

BaxHble 3amMeyaHus:

* eV B iaHHOW KOHurypaumm skaounts IGMP/DHCP Snooping, To nakeTsl,
npeAHa3sHayYeHHble AaHHbIM MexaH13MaMm, C aZpecoB, 3a610KNPOBAHHbLIX ANSA
NHTepderica ynpasneHuns, 3a610KMPOBaHbI He ByayT;

* |Pv4 ACL He 6nokupyeT NpoxoxaeHune He-IP-npoToKkon0B, B YacTHOCTU, ARP,
NO3TOMY YCTPOMCTBO CMOXeT oTBeYvaTb Ha ARP;

* B IPv4 ACL Ha nHTepdelice ynpaBneHUs MOXHO UCMosb3oBaTh IP-agpec
Ha3Ha4eHVa. 3Ta BO3MOXHOCTb OCTaB/ieHa A5 610KMpoBKK broadcast-
nakeToB 1 co3aaHnsa ACL s KOHKPeTHOro nHtepdeica yrnpasneHus, ecim nx
HEeCKOJIbKO;

16.2.7 HacTtpoiika IPv6 ACL Ha nuHTepdeiice ynpaBneHus

ACL Ha nHTepdeiice ynpaBneHus TpebyeTcs 415 TOro, YTobbl OrPaHNUYNTL AOCTYN Ha
YCTPOICTBO, NPV 3TOM COXPaHMB NPOXOXAeHMe Tpaduka CKBO3b YCTPONCTBO.
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* PaspewunmM goctyn Kk kommyTtaTtopy c Link-local agpecos fe80:17ae::/64;
* PaspeLlunM JOCTyn K KOMMYTaTopy No SSH ToNbKO 13 onpejeneHHOM NoAceTu:
2001:17ae::/64.
LWar 1. Co3paaHue cnncka KOHTpoOA AocTyna

Co3paHune cnncka goctyna ansa IPve ACL Ha ynpaBneHve He OTInYaeTcsa OT CO34aHNA
cnucka goctyna ans obbliuHoro IPve ACL:

configure
ipv6 access-list "RestrictAccess"

Lar 2. lo6aBneHne NpaBua B CMUCOK KOHTPONS AOCTyna

Pa3peLunm goctyn K kommyTaTopy ¢ Link-local agpecos fe80:17ae::/64:

permit ipvé fe80:17ae:
:/64 any

PaspeLurm 4ocTyn K KOMMyTaTopy rno SSH TonbKO 13 onpeseneHHON NoaceTu:
2001:17ae::/64:

permit ipv6 2001:17ae:
:/64 any eq 22

Llar 3. prMeHeHne cnKa KOHTPOS AO0CTYNa Ha UHTepdeiice ynpaBneHus

MprMeHsieM CCOK KOHTPOAIA 40CTyNa Ha MHTepdelice ynpasneHus. Ecam
HeobXxoA1MO, YKasblBaeM NpUopuTeT NpaBuna:

configure
ipve traffic-filter "RestrictAccess" management in 1
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MpocmoTp KoH}Urypaumm
Mocne BbINONHEHUS KOMAHZA 13 MpUYMepa NoyunTCs ciesyroLas KoHburypaums:

configure

ipv6 access-list "RestrictAccess"

permit ipv6 fe8@:17ae::/64 any

permit ipvé 2001:17ae::/64 any eq 22

exit

ipve traffic-filter "RestrictAccess" management in 1
exit

Ba)kHble 3aMeyaHnsa:

* eV B AaHHOW KOHGUrypaumm skaounTs LDRA/MLD/IPV6 Snooping, To
nakeTbl, NpejHa3HaYeHHble JaHHbIM MeXaHU3MaM, C apecos,
3a6/10KMPOBaHHbIX 415 HTepdeiica ynpaBneHus, 3a610KMPOBaHbl He ByayT;

* |Pv6 ACL He 6nokupyeT npoxoxgeHue ICMPv6-coobLieHnin Neighbor
Solicitation, Neighbor Advertisement, Router Solicitation, Router
Advertisement, Tak Kak 3T\ coO06LLeHN HeObXoAVMBbI A1 HOPMAanbHOro
dyHKLUMOHMpPOBaHWSA IPv6-ceTw;

16.3 TnoBble BONPOChI N OLUNGKN

ACL — MOLLHbIN MexaHn3M ynpaBieHus Tpadrkom, No3TOMy NMpu ero
NCMNOJIb30BaHWKW CiegyeT MPUHNUMAaTbL Mepbl MPeoCTOPOXHOCTU. HeBepHoe
KOHOUIyprpoBaHMe CNCKOB AOCTyMNa MOXET MPUBECTU K 6/I0KMPOBKE NOME3HOMo
TpadukKa, B TOM Yncie K noTepe yAaaneHHOro ynpaBieHns yCTPOMCTBOM.

CnnCoK TOro, Ha YTO CTOUT 06paLLaTh BHUMaHMe Npu KoHOUryprposaHum ACL:

* BeCb TPaguK, He NnoAnagaroLWwmin HX nog ogHo 13 npasu ACL, NprMeHeHHbIX
ANsA Bxogdaiero Tpaduka, byset 6nNoKMpoBaH;

* KoHUrypmposaHue ACL Ha ynpasnstowem VLAN nnn nHrepderice, segyLiem
K BblLLecTosLLEeMYy 060pyA0BaHMIO, MOXET MPUBECTU K MoTepe ynpaBieHns
KOMMYTaTOpPOM. pu KOHGUTYPUPOBAHUW CNCKOB AOCTYMNa HeEOH6XO0AMMO
yAeNnUTb 0cob0oe BHYMaHe HacTponkaMm yaaneHHOoro ynpasneHns
KOMMYTaTOpOM,;

* CMUCKW AOCTYNa, NPUMEHEHHble Ha HTepdeiice, UMetoT MPUOPUTET HaZ
cnuckamuy, nprMeHeHHbIMY Ha VLAN. Tpaduk, 3ab610KMPOBaHHbIV NMpasuiaMm
Ha nHTepderice, He MOXeT bbITb pa3peLleH NpaBuIaMy, NMPUMEHEHHbIMN Ha
VLAN.
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17. MULTICAST

17.1 BBegeHue B Multicast
B cetax Ethernet cyecTByeT Tpm cnocoba agpecaunm Ans nepesayn nakeTos:

* unicast — oZHouUeIeBasa nepejada NakeTos, MNogpasyMeBaeT nepesgayvy nakerta
eANHCTBEHHOMY ajpecarty;

* broadcast — WwpokoBeLlaTeibHas nepejayda rnakeTos, NogpasymMmeBaeT
A0CTaBKy MakeTa BCeM ajpecaTam, HaXxoAALLNMCA B OAHOM L2-j0MeHe;

* multicast — rpynnosas nepegaya, popma LLVPOKOBELLAHWSA, MNPV KOTOPOI
aZlpecoM Ha3HaveHVsa ceTeBOro nakerta sBngeTca multicast rpynna.

Multicast-agpecauma NCnonb3yeTcs B TOM C/lyyae, eCiu HY>XKHO nepeaaBaTb
OZAMHAKOBYH MHbOPMaLMIO MHOIUM aapecatam. Ecam ansi 3Tol Lenm Ucnonb3oBaThb
unicast-agpecaunto, To NpUAETCS NepeaaBaTb KON MHOPMaLMKM AN KAXKAOro
nonyyatens. CeTb byzeT neperpyxeHa nakeTamm c OAMHAKOBbIM COAEPXKAHMEM, HO C
pa3HbIMY ajpecamm HazHaUYeHus.

B ganbHerwem IPv4 multicast-agpec HasHaueHWs byaeT Ha3biBaTbCs multicast-
rpynnou. Multicast-rpynna — multicast IPv4 agpec, ncnonb3syemMblil B KayecTse
ajipeca Ha3Ha4eHNsa B MHOroaJpecHon paccbl/ike.

17.1.1 NpoTokon IGMP

Multicast router — NCTOUYHUK UAK PETPAHCASATOP MHOM0AAPEeCHbIX MAKeTOB, AAHHbIN
y3€en JO/MKEH NMMeTb BO3SMOXHOCTb HE3aBNCVIMO OCTaHaBMBaTb M BO30OHOHOBAATL
BelLlaHVe ntobor multicast-rpynnei.

MNpoTtokon IGMP paspaboTaH ansa ynpaBaeHus NoAnmMckon Ha multicast-rpynnel. B
npotokosne IGMP knneHT ¢ cepBepoM NepesaroT MHGOPMaLMIO APYT ApYry C
NOMOLLbIO CO06LLEeHNT. MOXHO BblAeNNTb CneytoLLme TUMbl COOBLLEeHN:

* IGMP Membership Report — coobLeHne KNneHTa cepBepy, KANEeHT XenaeT
A06aBUTL multicast-rpynny K CNUcky nosiyydaemsix;

* |GMP Leave — coobLeHVe KneHTa cepBepy, KAMEeHT XenaeT ybpatb multicast-
rpynny 13 cnucka nosiyyaemMsblx;

* IGMP Membership Query — coobLeHune cepBepa KNVEHTY, B KOTOPOM cepBep
NPOCUT 06HOBUTBL MOANMCKY Ha MOJlyYaeMyto KaneHToM rpynny (Speicific
Query) nnn Ha Bce rpynnbl (General Query). Ecnn nognuncka He byaeT
O6HOB/IEHA B TeYeHNU onpejeneHHOro BpeMeHu, cepeep rnepectaHeT BeLlaTb
rpynny (nnav rpynnel, B ciydae General Query) B JaHHbIV CErMeHT CeTu.
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Bcero npotokon IGMP nmeet 3 Bepcnn. OCHOBHBbIE TUMbl COOBLLIEHUIA ANS KaXA0W 13
BepCUin NpmBeeHbl B Tabnunue:

Tunnbl NnakeToB Bepcusa
IGMP Membership Report v1 IGMPv1
IGMP Membership Report v2 IGMPv2
IGMP Membership Report v3 IGMPvV3
IGMP Membership Query IGMPv1/v2/v3
IGMP Leave IGMPv2

CoobueHus "IGMP Membership Report" Bcex Bepcuii Takxxe nHorga HasbiBatoT "IGMP
Join".

17.1.2 IGMP Snooping Ha L2-koMmMyTaTopax gocTtyna
IGMP Snooping — npouecc oTciexmnsaHua IGMP coobuieHnin. OcHoBHas 3agaya
IGMP Snooping — npeaoTBpaTUTb OTCbIIKY multicast-rpynn kKaneHTam, KOTopble ABHO

He 3arnpocnan gaHHble rpynnbl.

PaccmoTpuM cxemy:

0/1

KAVEHT 1

KOMMYTATOP
MULTICAST

CEPBEP

L

KITVEHT 2
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PaccMOTpuM CcUTYyauMto, KOrja Ha KOMMyTaTope OTCyTCTByeT i otkaroyeH IGMP
Snooping. Bce rpynnbl multicast-tpaduvka 6yayT nepesgaBatbcs ¢ uplink-nHtepderica
BCEM K/IMEHTaM, BHe 3aBNCMOCTW OT TOro, TpebyeTcsa K/IMeHTaM 3TOT TpaduK 1nm
HeT. B utore BXOAALWMIA KNNEHTCKUIA KaHaM OKaXeTCsd 3abUT HeHYXXHbIM TpaduKoM.
BbIx0oZ40M 13 TakoWn cuTyauunm aBnseTca BkatodeHme IGMP Snooping Ha KOMMyTaTope.
B aTOM cnyydae knneHTam 6yayT nepefaBaTbCa TONbKO Te multicast-rpynnsl, KoTopble
ABHO 3aMpPOCU/I KJINEHT.

TexHnYeckn noanncka Ha onpeaesnieHHble rpynnbl Ha KOMMYTaTOPax NPONCXOANT C
NOMOLLbIO TabAuLbl NOANMCOK. DTO CreuransHasa annapaTHaa Tabanua, B KOTOPO
XpaHWTcs agpec multicast-rpynnel, a Takxe nHTepdencel, Ha KoTopble cieayeT
nepegaBatb 3Ty rpynny. JaHHasa Tabnvua ¢opmmpyeTtcs ¢ nomoLlbto IGMP Snooping.

17.2 Hactpouka Multicast Ha kommyTaTopax AJICUTEK

17.2.1 O6LwWwme NpMHLUNBbI KOHPUTYpUpoBaHUSA
Cny>x6a IGMP Snooping

Cnyxb6a IGMP Snooping HacTpamBaeTcs B HECKOJIbKO LLAroB. ECTb BO3MOXHOCTb
HacTponkn IGMP Snooping Ha nHtepdeiicax n Ha VLAN.

Ecnn HacTpouTb IGMP Snooping Ha nHTepdeiice, To byayT obpabaTtbiBaTbcsa Bce IGMP
coobLeHns, NpuxoadLume Ha AaHHbIN nHTepdelic Bo Bcex VLAN. Ecnv HacTpouTb
IGMP Snooping Ha VLAN, To 6yayT obpabaTbiBaTbcs Bce IGMP coobLieHns B JaHHOM
VLAN.

Mpv HacTporKax Ha NHTepderce KaxaoMy MHTeppency KOMMYyTaTopa OTBOANTCS
04Ha 13 ponei:

* NHTepdeinc He yyacTByeT B 06paboTke IGMP-coobLieHnin — IGMP-
COO0bLLEeHUs, KOTopble MPUXOAAT Ha JaHHbIA nHTepdelc, He byayT
obpabaTbiBaTbCA, HO MOTYT NepeAaBaTbCs Ha Apyrue nHtepdericol B
COOTBETCTBUM C Tabnuuen NoANnCoK;

* VHTepdenc aBNAeTCa KNMEHTCKMM — 33 aHHbIM NHTepdencom
pacrnonaraeTca notpebutens multicast-tpadpurka. CoobrueHns "IGMP
Membership Report", "IGMP Leave" 6yayT nepesaBaTbCs C 4aHHOIO
NHTepderica Ha cepBepHble MHTepdenchl, NPy 3TOM byZeT COOTBETCTBYHOLLIVM
06pa3oM M3MeHATbLCA Tabaunua nognncok. Ecnm Ha AaHHbIV MHTepdeinc
npuget "IGMP Query" nakeT, To nakeT byAeT OTOpPOLLEH, Tak Kak po/b
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NHTepderica He NogpasymeBaeT BellaHne multicast-Tpaduka;

* VHTepdenc aBnaeTca cepBepHbIM — 3a AaHHbIM MHTepdericoM pacnonaraeTcs
NCcToUHUK multicast-Ttpadumka. CoobuweHna "IGMP Query", npuxogsauime Ha
AaHHbIN NHTepdelic, byayT nepeAaBaTbCs HAa KNNEHTCKMe HTepdeichl.
CoobueHusa "IGMP Membership Report" n "IGMP Leave", npuxogsiine Ha
AaHHbIN nHTepdelic, byayT oTopackiBaThCs;

* VHTepdenc ABNaeTCa CMeLlaHHbIM — KOMBUHALMS U3 KANEHTCKOro U
cepBepHoro nHTepdeincos, Bce IGMP-coobLyeHms byayT obpaboTaHsbl.

Mpwn HacTpolike Ha VLAN BblbrpaeTcs o4AnH UM Heckonbko VLAN, B KOTOpbIX byaeT
NponCcxoanTb 0bpaboTka coobLueHnin IGMP. Kaxabln nHTepdelic, Ha KoTopoM byzeT
pa3speLleHa obpaboTka BbibpaHHbIX VLAN, aBTOMaTUYECKN CTAHET KJNEHTCKUM.
3aTem HacTpamBaeTCs OAMH UAN HECKONbKO CepBePHbIX NHTePPencoB A8 KaxXA0ro
13 VLAN. Nocne HacTpolikn IGMP Snooping HauHeT obpabaTbiBaTb IGMP-coobLueHms
N CTPOUTb Ha UX OCHOBe TabanLy NOANNCOK.

Hactpoiika nepepaum multicast-naketoB

YT06bI BKAOUNTL Nepegady multicast-nakeToB TONbKO onpeAesieHHbIM KAeHTaM, He
AOCTAaTOYHO TOMIbKO BKIOUUTL IGMP Snooping. IGMP Snooping dopmupyeT Tabnuy
noanucok. Mepegayda multicast-nakeToB MOXeT OCYLLEeCTBAATLCA Kak Mo 3arnmncsam B
Tabnuue, Tak M UTHOPUPYSA 3anucn B Tabanue NoAnNncok. 3a JaHHOe NoBejeHne
oTBeyvaeT pexum nepegaydn multicast Bo VLAN (Multicast VLAN Forwarding Mode) nnu
cokpaLlyeHHo "mcast_vfm".

B kommyTaTtopax A/ICMTEK ecTb ABa pexuma nepegayum multicast so VLAN:

* nepegasaTb multicast-nakeTbl aHaNoOrMYHO broadcast-naketam, 3anncu
TabvLbl NOANNCOK NTHOPMPOBAaThb (KoMaHAa: "mcast_vfm <VLAN>
forward_all");

* nepegaBaTb multicast-nakeTbl No Tabavye nognmncok. Ecnm 3anvcm B Tabavige
HeT, TO He nepeAaBaTb NakeTbl (komaHAa: "mcast_vfm <VLAN>
forward_registered").

Mo ymonuaHuto ansa scex VLAN vcnonb3yeTcsd nepBas HacTponka, Bce multicast-
nakeTbl NepeAarTcs BHe 3aBUCKMOCTW OT TabanLbl NOAMMCOK. Takol pexmnmM 0bbl4YHO
NpUMeHsieTca B Clyyasx, korga otkaroydeH IGMP Snooping nnu xe KaMeHTbl He MOryT
nocnatb IGMP-coobueHuns, a obecneunTb AOCTaBKy multicast-rpynn 4o KAneHTOB
TpebyeTcs.

BTopoit pexumMm, Korga nakeTtbl nepeAarTcs B COOTBETCTBUM C TabauvLen NoAnmncok,
06bIYHO NpUMeHseTcs coBMecTHO ¢ IGMP Snooping, korga Hy>XHO obecneynTb
nepegavy TONbKO 3aMPOLUEHHbIX KANeHTaMy rpynnm.
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17.2.2 HacTtpoiika IGMP Snooping Ha nHTtepgeiicax

Hactpoiiky IGMP Snooping 6yZeM Npou3BOAUTb Ha NPUMepe NOAKIOYEHUA KINeHTa
1 n knrneHTa 2 K multicast-cepepy. Multicast-cepBep BeLlaeT HekOTOpbIe rPynnbl BO
VLAN 10 1 20 n nogknto4eH K kKoMmyTaTopy Yepes nHrepdeiic 0/28. KnueHt 1 1
KAneHT 2 nonyydatoT multicast-tpaduk B 10 1 20 VLAN 1 nogkntoueHbl K MHTepdencam
KommyTtaTtopa 0/1 n 0/2 cooTBeTCTBEHHO.

TMHOBaHCXGMaHOAKﬂmquMHHpMBeAEHaHMXGZ

01

KAMEHT 1
- - =VLAN 10, 20- - >

KOMMYTATOP
MULTICAST
CEPBEP

0/2 KIAVIEHT 2

Lar 1. Hactpoiika VLAN Ha ycTpoicTBe

Ansa koppekTHon paboTel IGMP Snooping Ha kommyTatope AJICMTEK cornacHo
npuBeAeHHOW cxeme TpebyeTcs Npon3BecTy ciegytoLe npejBapuTesbHble
HaCTPOMKMW.

Co3spgaem VLAN 10 1 20, B KOTOpbIX ByAeT OCyLLeCTBASATLCA BellaHue:

(als_sw) #vlan database
(als_sw) (Vlan) #vlan 10,20
(als_sw) (Vlan) #exit



201
643.PHK.50159-01 32 01

HactpavBaem VLAN 10 1 20 Ha KnneHTCKUX MHTepdericax:

(als_sw) #configure

(als_sw) (configure) #interface 0/1,0/2

(als_sw) (configure) (interface 0/1-0/2) #vlan participation include 10,20
(als_sw) (configure) (interface ©/1-0/2) #vlan tagging 10,20

(als_sw) (configure) (interface 0/1-0/2) #exit

(als_sw) (configure) #exit

Hactpavsaem VLAN 10 1 20 Ha cepBepHOM UHTepdelice:

(als_sw) #configure

(als_sw) (configure) #interface 0/28

(als_sw) (configure) (interface 0/28) #vlan participation include 10,20
(als_sw) (configure) (interface 0/28) #vlan tagging 10,20

(als_sw) (configure) (interface 0/28) #exit

(als_sw) (configure) #exit

LWar 2. BkatouveHue cny>x6bl IGMP Snooping Ha ycTpoucTBe

ﬂﬂﬂFﬂ06aﬂbHOFOBKﬂmHEHMﬂCﬂyX6bIBHHOﬂHﬂ@MKOM&HAﬁ

(als_sw) #configure
(als_sw) (configure) #set igmp
(als_sw) (configure) #exit

Lar 3. HasHaueHne KNneHTCcKnX uHTtepdeiicos IGMP Snooping

ﬂ,ﬂﬂ YKa3aHNA KJIMEHTCKUX I/IHTGpCI)GI7ICOB BbIMOJ/IHAEM KOMaHAY:

(als_sw) #configure

(als_sw) (configure) #interface 0/1,0/2

(als_sw) (configure) (interface 0/1-0/2) #set igmp
(als_sw) (configure) (interface 0/1-0/2) #exit
(als_sw) (configure) #exit
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MNocne gaHHoOro wara nHTepdencol 0/1 n 0/2 CTaHyT KINEHTCKUMU UHTepdencamu, To
ecTb coobuieHns "IGMP Membership Report" n "IGMP Leave" 6yayT nsmeHaTb
Tabnnuy noanncok kKommytaTopa. OgHako coobuieHns "IGMP Membership Report" u
"IGMP Leave" He 6yayT nepesaBaTbCs Ha Apyrve nHtepdericobl, Tak Kak B TEKYLLEN
KOHPUrypauun HeT cepBepHbIX MHTepdencos.

Llar 4. HasHaueHMe cepBepHbIX MHTepdeicoB IGMP Snooping

Ansa ykasaHusi cepBepHOro nHTepderica BbIMOAHAEM KOMaHAy:

configure
interface 0/28
set igmp mrouter interface
exit
exit

MNocne gaHHoro wara coobuieHus "IGMP Membership Report" n "IGMP Leave",
npuxogsime Ha 0/1 v 0/2 nHtepdencol, byayT He TO/IbKO 06pabaTbiBaThCS, HO U
nepegasatbcs Ha 0/28 nHTepdeiic. CooblueHrs "IGMP Query", npuxoasiine Ha 0/28
nHTepdenc, byayt nepesasaTbcs Ha nHTepdeincel 0/1 n 0/2.

Lar 5. HacTpoiika nepeaaun multicast-naketoB Bo VLAN

Hactpaveaem nepegady multicast-naketos B 10 1 20 VLAN TakMM 06pa3om, YTo6bI
npuv nepejadye y4nTbiBaAnNCb 3aN1cKy B TabanLe NoANMcok KOMMyTaTopa:

configure
mcast_vfm 10 forward_registered
mcast_vfm 20 forward_registered
exit

MpocMoTp KINEHTOB

MpocmoTpeTb Tekywme noagnuckm IGMP Snooping MOXHO KOMaHZAOW:

show igmpsnooping groups all

VlanId Multicast Group Version Iface Uptime GMI (sec) QRI (sec)
10 224.0.21.11 IGMPv2  0/1 0d, 00:00:48 212
20 224.1.21.87 IGMPv2  0/1 0d, 00:00:48 212

20 224.1.21.121 IGMPv2  @/2 0d, 00:00:48 212
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KomaHza BbIBOAUT CleayroLLyo MHGOPMaLnIO:

* Vlanld — Homep VLAN, B KOTOpOM 6bl/1a OCyLLLeCTBAEeHa MOANNCKS;

Multicast Group — IPv4-agpec multicast rpynnbi;

* Version — Bepcusa npotokosna IGMP;

Iface — nHTepdeinc, 3a KOTOPLIM PACNONOXEH KANEHT, 3aNPOCUBLLMIA JaHHYIO
rpynny,

Uptime — BpemaA 4NNTEeNIbHOCTY MOAMNCKY;

GMI (sec) — 3HauveHVe Tamepa "group membership interval";

QRI (sec) — 3Ha4veHwue Taimepa "query response interval".

17.2.3 HacTtpoiika IGMP Snooping Ha VLAN

Hactpoiky IGMP Snooping Ha VLAN 6yzeM Npon3BOAUTbL Ha NpuMepe NOAKAHYeHNS
KnneHTa 1 n KaveHTa 2 K multicast-cepepy. Multicast-cepeep BeLLaeT HekoTopble
rpynnbl B VLAN 10 1 20 n nogkntoueH K KoMMyTaTopy vepes nHtepderc 0/28. KnneHt
1 1 knneHT 2 nonyyaroT multicast-Tpadumk Bo 10 n 20 VLAN v nogkArOUeHbI K
nHTepdericam kommyTtatopa 0/1 n 0/2 cOOTBETCTBEHHO.

0/1

KAVEHT 1
- - =VLAN 10, 20- - >

KOMMYTATOP

MULTICAST
CEPBEP

0/2 KITVEHT 2

Lar 1. Hactpoika VLAN Ha ycTpoiicTBe
CmoTpuTe NyHKT "HacTtpoiika IGMP Snooping Ha nHtepdencax”, war 1.
LWar 2. BkatoyeHue cny>x6bl IGMP Snooping Ha ycTpoucTBe

CmoTpuTe NyHKT "HacTtpoiika IGMP Snooping Ha nHtepdencax"”, war 2.
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Lar 3. HasHaueHue IGMP Snooping Ha VLAN

AN BKAOUEHVA cyX6bl Ha onpegeneHHblx VLAN BbIMOIHAEM KOMaHAY:

vlan database
set igmp 10,20
exit

Mocne gaHHoro wara Bo VLAN 10 1 20 HauHyT obpabaTbiBaTbCa cooblieHns "IGMP
Membership Report" 1 "IGMP Leave". CoOTBETCTBEHHO TabauLa NoAnncok byaet
3anonHATLCS ToNbko 418 10 1 20 VLAN. IGMP-coobueHuns B gpyrux VLAN 6yayTt
nepejaBaTbCs COrNAcHO pexunmy nepegayvm multicast-tpaduka Bo VLAN 1 He 6yayT
obpaboTaHbl cnyxb6oi IGMP Snooping.

Lar 3. HasHaueHue cepBepHbIX MHTepdericoB IGMP Snooping

Ansa ykasaHua cepsepHoro nHtepderica B 10 1 20 VLAN BbINONHAEM KOMaHAy:

configure
interface 0/28
set igmp mrouter 10,20
exit
exit

Mocne gaHHoro wara Bo VLAN 10 1 20 coobueHns "IGMP Membership Report" n
"IGMP Leave" ¢ KIMeHTCKNX nHTepdencoB byayT nepesaBaTbCsa Ha cepBepHble. A
coobueHuns "IGMP Query" B VLAN 10 1 20 ¢ cepBepHbIX NHTepdelricoB byayT
nepezaBaTbCs Ha KnneHTckne. IGMP-cooblieHns B apyrmux VLAN 6yayT
06pabatbiBaTbCS COrNacHoO pexmnmy nepegayur multicast-tpadpurika so VLAN v He 6yayT
obpaboTaHbl cnyx6oi IGMP Snooping.

Lar 4. HacTpoiika nepepaun multicast-naketoB Bo VLAN

HactpanBaem npoasmxeHune multicast-naketos B 10 1 20 VLAN TakuM 06pa3om,
4YTOObI NPV Nepesade yunTbIBaNCb 3anNncK B Tabavue nognmcok:

configure
mcast_vfm 10 forward_registered
mcast_vfm 20 forward_registered
exit
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17.2.4 HacTtpoirka MVR

IGMP Snooping no3sonseT oTnpasaaTb ynpasnstowme IGMP-coobueHns B
onpegeneHHoM VLAN. Takaa HacTpoinka MOXeT MOHaZ0bunTLCA B Cyyae, ecnuny
KaXAOro 13 KIMeHTOB, NOAK/IFOUYEHHbIX K KOMMYTaTOpY, CBOM cobcTBeHHbI VLAN, a
ycnyr IPTV fo/IKHbI OKa3blBaTbCA BCEM KMEHTaM.

Ana peanusaumn ncrnonb3syetcs TexHonorna MVR (aHrn. Multicast VLAN Replication).
JaHHas TexHONOrnsa No3BosiseT 06beAVHNUTL 3aNPOoChkl KIMEHTOB U3 pa3Hbix VLAN B
OAVH, U NepefaBaTb 3anpockl kKineHTosB Ha cepsep B MVR VLAN.

Hactporiky IGMP MVR 6yzem Npov3BOAUTb Ha NpUMepe MOAKAYEHUS KIMeHTOB 1 n
2 K multicast-cepBepy. Multicast-cepep BeLlaet multicast-rpynnsl 8 VLAN 10 n
NOAKIOYEH K KOMMYTaTopy Yepes nHrepgenic 0/28. KnneHtsl nonyyaroT multicast-
TpaduK HeTermpoBaHHbLIM 1 NOAKNOYEHbI K UHTepdericam kommyTaTopa 0/1 n 0/2
COOTBETCTBEHHO. YCyru Internet kneHTbl NonyyatoT KaxAablin B cBoem VLAN, 1208 n
1209 cooTBeTCTBEHHO.

0/1

KITMEHT 1
VLAN 10

KOMMYTATOP
MULTICAST

CEPBEP

0/2 KITMEHT 2

1. IHTepdeinc nepBoro kneHTa, Ha Bxoje Bcemy Tpadurky HazHavaeTcs VLAN
1208.

2. NHTepdelic BTOPOro KIneHTa, Ha Bxoze BceMy Tpaduky HasHayaeTca VLAN
1209.
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LWar 1. Hactpoiika VLAN Ha ycTpoicTBe

Ansa koppekTHoW paboTel IGMP Snooping Ha kommyTatope AJICMTEK cornacHo
npuBeAeHHON cxeMe TpebyeTcs NPomn3BeCTY CnegytoLLye npesapuTe/bHble
HaCTPOMKMW.

Co3paem VLAN 10, 1208 1 1209:

(als_sw) #vlan database
(als _sw) (Vlan) #vlan 10,1208,1209
(als_sw) (Vlan) #exit

HactpavBaem VLAN Ha KIMeHTCKUX nHTepdeincax:

(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)

Hactpavsaem VLAN 10 u knneHTckne VLAN 1208, 1209 Ha cepBepHOM VHTepdeiice:

(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)

#configure

(configure)
(configure)
(configure)
(configure)
(configure)
(configure)
(configure)
(configure)
(configure)
(configure)

#configure

(configure)
(configure)
(configure)
(configure)
(configure)

#interface
(interface
(interface
(interface
#exit

#interface
(interface
(interface
(interface
#exit

#interface 0/28

0/1

0/1)
0/1)
0/1)

0/2

0/2)
0/2)
0/2)

#vlan participation include 10,1208
#vlan pvid 1208
#exit

#vlan participation include 10,1209
#vlan pvid 1209
#exit

(interface 0/28) #vlan participation include 10,1208,1209
(interface 0/28) #vlan tagging 10,1208,1209
(interface 0/28) #exit

#exit
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LWar 2. BknatoueHue cny>x6bl IGMP Snooping Ha ycTpoiicTBe

Pabota MVR BO3MOXHa TONbKO Npu BkAtoUeHHOM IGMP Snooping. BeinoaHNM
cefytoLe KoMaH/bl:

configure
set igmp
interface 0/1-0/2
set igmp
exit
interface 0/28
set igmp mrouter interface
exit
exit

LWar 3. BkntoyeHune mexaHmsma IGMP MVR Ha ycTpoiicTBe

Ana BkntoveHUa mexaHnsamMa IGMP MVR BbinosHAeM KOMaHAbI:

configure
set igmp mvr
set igmp mvr 10
exit

MNocne gaHHOrO Wara Bka4vaeTca mexaHusm IGMP MVR, ana MVR BbibupaeTtca VLAN
10. KnreHTbl nocbinatoT coobuieHns "IGMP Membership Report" n "IGMP Leave" 6e3
Tera. Ha KnveHTCKOM nHTepdernce coobLieHns nonayydarot 1208 nam 1209 VLAN.
MexaHn3m IGMP MVR nomeHseTt Ter kaveHTa Ha 10 MVR VLAN. lNocne 3Toro
CoO0bLLeHMs ByayT nepesaHbl Ha CepBePHbIV MHTepdenc 1 oTnpaBaTca Ha multicast-
cepsep c VLAN 10. Mognuncka 6yaet coxpaHeHa Bo VLAN 10.

MpocmoTp KNMeHTOB
KoHTponvpoBaTk TekyLwme nognucku IGMP Snooping MOXHO € MOMOLLbHO KOMaHAbl

"show igmpsnooping groups all". ObpaTuTe BHMMaHwWe, 4YTo B none "Vlanld"
oTobpaxaetca MVR VLAN, a He knneHTcknii VLAN.
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Bua Tabnmubl MOXET BbITb C/leAyHOLVM:

show igmpsnooping groups all

VlanId Multicast Group Version Iface Uptime GMI (sec) QRI (sec)
10 224.0.21.11 IGMPvV2  0/1 0d, 00:00:42 210
10 224.1.21.87 IGMPv2  0/1 0d, 00:00:48 209
10 224.1.21.121 IGMPv2 @/2 0d, 00:00:31 212

17.2.5 HacTtpoiika Selective MVR

B npeapblayLiem nyHKTe 6611 paccmoTpeH MexaHn3m MVR. Selective MVR moxeT
NOHaA0bUTLCA, eC/IN KNNEHT AOoJIXXeH nonyyaTe Multicast oT ABYX pa3HbIX MCTOYHUKOB
B pa3Hbix VLAN. MNpu 3Tom Multicast IP-agpeca pa3HbIX UICTOYHUKOB He AO/IXKHbI
coBnagatb B pa3Hbix VLAN.

Ansa peannsaumm ncnonblyetcs TexHonoruns Selective MVR (aHrn. Selective Multicast
VLAN Replication).

Hactpoiiky IGMP Selective MVR 6yzem npov3BOAUTbL Ha NpYMepe NOAKIHYEeHNS
knneHToB 1 1 2 K Multicast-cepepy 1 n 2. Multicast-cepsep 1 BeLlaeT Multicast-
rpynnel 224.1.0.0/24 8 VLAN 10 v nogknto4eH K KOMMyTaTopy yepes nHTepdenic 0/27.
Multicast-cepsep 2 Bewaet Multicast-rpynnel 224.2.1.1-224.2.1.10 B VLAN 20 n
NOAK/IFOYEH K KOMMYyTaTopy Yepes nHrepdeinic 0/28. KnmeHTol nonyyatot Multicast-
TpaduK HeTermpoBaHHbLIM 1 NOAKNOYEHbI K UHTepdercam kommyTtaTopa 0/1 n 0/2
COOTBETCTBEHHO. Ycnyru Internet knneHTbl NoayyaroT Kaxaplin B ceoem VLAN (1208 v
1209 cooTBETCTBEHHO).

LWar 1. Hactpoiika VLAN Ha ycTpoicTBe

Ansa koppekTHon paboTel IGMP Snooping Ha komMmyTaTtope AJICUTEK TpebyeTcs
Npovn3BecTy ciegyroLlne npesBapuTenbHble HACTPOVIKU.

Cos3pgaem VLAN 10, 20, 1208 n 1209:

vlan database
vlan 10,20,1208,1209
exit
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HactpavBaem VLAN Ha KAneHTCKMX nHTepdeincax:

(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)

#configure

(configure)
(configure)
(configure)
(configure)
(configure)
(configure)
(configure)
(configure)
(configure)
(configure)

#interface
(interface
(interface
(interface
#exit

#interface
(interface
(interface
(interface
#exit

0/1

0/1)
0/1)
0/1)

0/2

0/2)
0/2)
0/2)

#vlan participation include 10,20,1208
#vlan pvid 1208
#exit

#vlan participation include 10,20,1209
#vlan pvid 1209
#exit

HactpamBaem VLAN 10 u knneHTckmne VLAN 1208, 1209 Ha cepBepHOM nHTepdelice

0/27:

(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)

#configure

(configure)
(configure)
(configure)
(configure)
(configure)

#interface 0/28

(interface 0/28) #vlan participation include 10,1208,1209
(interface 0/28) #vlan tagging 10,1208,1209
(interface 0/28) #exit

#exit

HactpavBaem VLAN 20 u knmneHTckmne VLAN 1208, 1209 Ha cepBepHOM nHTepdeiice

0/28:

(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)

#configure

(configure)
(configure)
(configure)
(configure)
(configure)

#interface 0/28
(interface 0/28) #vlan participation include 20,1208,1209
(interface 0/28) #vlan tagging 20,1208,1209

(interface 0/28) #exit

#exit
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LWar 2. BknatoueHue cny>x6bl IGMP Snooping Ha ycTpoiicTBe

Pabota MVR BO3MOXHa TONbKO Npu BkAtoUeHHOM IGMP Snooping. BeinoaHNM
cefytoLe KoMaH/bl:

configure
set igmp
interface 0/1-0/2
set igmp
exit
interface 0/27
set igmp mrouter interface
exit
exit
interface 0/28
set igmp mrouter interface
exit
exit

17.2.6 War 3. PacnpepeneHve Multicast IP-agpecoB mexay AByMSA
Multicast-cepepamm

Mo ycnosusiMm 3agaym Multicast-cepep 1 gonxeH Belwatb B rpynnax 224.1.0.0/24.
Co3zgaanm npodunb Selective MVR "IPTV_SERVER_1":

configure
set igmp mvr selective "IPTV_SERVER_1"
group 224.1.0.0 mask 255.
255.0.0
exit

Ykaxem VLAN 10 ana Multicast-cepepa 1:
configure
set igmp mvr selective "IPTV_SERVER_1" vlan 10

exit

Multicast-cepep 2 gonxeH BeLlaTth B rpynnax 224.2.1.1-224.2.1.10. Co3gagum
npodwunb Selective MVR "IPTV_SERVER_2":

(als_sw) #configure
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(als_sw) (configure) #set igmp muvr selective "IPV_SERVER_2"

(als_sw) (configure) (selective mvr: "IPTV_SERVER_2") #group 224.2.1.1 to 224.2.1.10
(als_sw) (configure) (selective mvr: "IPTV_SERVER_2") #exit

(als_sw) (configure) #exit

Ykaxem VLAN 20 ana Multicast-cepsepa 2:

configure

set igmp mvr selective "IPTV_SERVER_2" vlan 20
exit

LWar 4. BkntoueHne mexaHusma IGMP Selective MVR Ha ycTpoiicTBe

[nsa BkntoveHns mexaHmama IGMP Selective MVR BbINoNHAEM KOMaHAbI:

configure
set igmp mvr
set igmp mvr 1
exit

[Mocne gaHHOroO wWara Bkato4YaeTca mexaHnsm IGMP MVR, gna IGMP-naketos VLAN
BblbMpaeTcsa B cooTBeTCTBUN € npodunamm "IPTV_SERVER_1" n "IPTV_SERVER_2". Ecnu
Multicast-rpynna He nonana HX B O4HO V3 3TUX NMPaBWJI, TO cpabaTbiBaeT 06bIYHbIN
MexaHn3M MVR.

KnneHTbl nockinatoT cooblueHuns "IGMP Membership Report" n "IGMP Leave" 6e3
Tera. Ha knveHTCcKoM nHTepderice coobLieHmns nonyydarot 1208 nam 1209 VLAN.
MexaHn3m IGMP MVR nomeHsieT Ter knmeHTa Ha Selective MVR VLAN (B 3aB1cCMOCTU
OT rpynnebl). [locne 3Toro coobLyeHna byayT nepesaHbl Ha CepBepHbI MHTepdeic.

MpocmoTp KNeHTOoB
KoHTponvpoBaTk TekyLwme nognucku IGMP Snooping MOXHO € MOMOLLIbHO KOMaHAbl

"show igmpsnooping groups all". ObpaTuTe BHMMaHwWe, 4YTo B none "Vlanld"
oTobpaxaetca MVR VLAN, a He knneHTckumin VLAN.
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Bua Tabnmubl MOXET BbITb C/leAyHOLVM:

(als_sw) #show igmpsnooping groups all

VlanId Multicast Group Version Iface Uptime GMI (sec) QRI (sec)
1 224.3.1.1 IGMPv2  0/2 0d, 00:00:31 212
10 224.1.21.11 IGMPvV2  0/1 0d, 00:00:42 210
20 224.2.1.3 IGMPv2  0/1 0d, 00:00:48 206
20 224.2.1.4 IGMPv2  0/2 0d, 00:00:48 209

pynna 224.3.1.1 He nonana B npasuna Selective MVR v nonyumna VLAN 1.
pynna 224.1.21.11 nonana B npasuna Selective MVR "IPTV_SERVER_1" (anana3oH
224.1.0.0/24) n nonyymna VLAN 10.

lpynna 224.2.1.3 nonana B npasuna Selective MVR "IPTV_SERVER_2" (41ana3oH
224.2.1.1-224.2.1.10) n nonyymnna VLAN 20.

lpynna 224.2.1.4 nonana B npaswuna Selective MVR "IPTV_SERVER_2" (41ana3oH
224.2.1.1-224.2.1.10) n nonyymna VLAN 20.

17.2.7 HacTpoiika gAnHaMUn4yecKkoro HasHa4yeHuss mrouter-
nHTepdeicos

HacTpoiika agnHaMmnyeckoro HasHavyeHnsa mrouter-mHTeppencos NPoU3BOAUTCA B TeX
Cny4vasx, Korfa Hefb3s 3apaHee onpejennTb, Kako UMeHHO nHTepderic AomKeH
NrpaTb po/b CepBepHOro. PaccMOTpUM JaHHYH HAacTPOWKY Ha rnprmMepe
noAkno4veHns knveHTa 1 Kk multicast-cepsepy yepes gBa kommyTaTopa. Multicast-
cepBep MOAK/IIOYEH K KOMMYyTaTopy 2 yepes nHTepdeiic 0/28. KommyTtaTop 2
coeaniHeH ¢ KoMMyTaTopoM 1 yepes nHtepdericel 0/26 n 0/27. KnneHT 1 NOAKAHOYEH K
KoMmyTaTopy 1 yepes nHTepdeinc 0/1.

B #aHHOM cxeMe KOMMyTaTopbl 1 1 2 coefnHeHbl ABYMS IMHKaMU. Takoe coeanHeHne
ABNAETCA N36bITOUHBLIM Ans ceTh Ethernet, 06bI4HO B TakMX CUTYaLMAX NPOXOXAeHMe
Tpadpuka yepes oAnH U3 UHTepdeincos byaeT 3a6N10KMPOBAHO C MOMOLLbIO STP.
OaHaKo 3apaHee He N3BEeCTHO, KaKol 13 nHTepdencos byaeT 3a610kMpoBaH. B Takmx
C/lydasax MOXHO NpUMeHUTb MexaHn3M IGMP dynamic mrouter.

0/28 0/26 0/27 0/1

|
]
MULTICAST KOMMYTATOP 2 KOMMYTATOP 1 KJIVEHT 1
CEPBEP 0/27 0/28
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[Janee byzem paccMaTpuBaTh TONbLKO KOHGUIypauuo kommMyTatopa 1.
LWar 1. BkatoyeHue cny>x6bl IGMP Snooping Ha ycTpoucTBe

ﬂﬂﬂFﬂ06aﬂbHOFOBKﬂmq6HMﬂCﬂyX6bIBHHOHHH@MKOMaHAy

configure
set igmp
exit

Lar 2. HasHaueHne KNneHTCKnX uHTepdeiicos IGMP Snooping

MNomeyvaem nHTepdericel 0/1, 0/27, 0/28 KaK KNneHTCKme:

configure
interface 0/1,0/27,0/28
set igmp
exit
exit

LWar 2. BkntoueHune mexaHmsma IGMP dynamic mrouter Ha ycTpoicTBe

Ansa BkntoyeHVa mexaHmnama IGMP dynamic mrouter BbIMOJIHAEM KOMaHAYy:

configure
set igmp mrouter dynamic
exit

MNocne gaHHOro Wara BkaovaeTca mexaHusm IGMP dynamic mrouter. Ecnv Ha
nHtepdenc, yyacteyrowmii B IGMP Snooping ("set igmp" Ha nHtepderice nnum "set
igmp <vlan>"), npnxoant coobLueHve "IGMP Query" ot multicast-cepsepa, T0
nHTepdenc nepexosnT B CepBePHbIN pexuMm.

17.2.8 Hactpoiika punbtpauyum IGMP-rpynn

MexaHun3M ¢unbTpaymm multicast-rpynn no3BonseT orpaHNYMBaTb AOCTYM K TeM WU
NHbIM Mmulticast-rpynnam. ®unbTpaums NPOUCXOANT C MOMOLLLIO Npoduen.
MNpoduib MOXEeT COCTOATb N3 HECKO/IbKVIX NPaBu/l, KOTOPbIMK 3ajatoTca multicast-
rpynnbl. ECTb BO3MOXHOCTb 3aaTb rpynbl Mo Macke Wi B BUAE AnanasoHa.
MNpodunnn MoryT 6bITb ABYX TUMOB:
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* permit — paspeLuaroLnii npodunb, ykasaHHble B npodune multicast-rpynnbi
6yAyT pa3peLueHbl, BCe OCTajibHble rpynnbl 6yayT 3anpeLueHsb;

* deny — 3anpewatownin npodunb, ykazaHHble B npodune multicast-rpynnsl
6yAyT 3anpeLLeHbl, BCe OCTaNbHble rpyrnbl 6yayT paspeLleHsbl.

Ha ogHOM HTepdeince MOXHO NpUMeHATb NPodUanN TONbKO OAHOro Tuna. Npodunnu
BAVSIKOT HAa BO3MOXHOCTb MOAMNCKM KNNEHTOB Ha onpejesieHHble rpynmbl 1
paboTatoT B MOMEHT NMOAMMUCKN.

Cxema Anst nprMepa n3obpaxeHa Hxe:

0n

KIMMEHT 1

KOMMYTATOP
MULTICAST

CEPBEP

i

0/2 KITMEHT 2

LWar 1. BknatoyeHune cny>x6bl IGMP Snooping Ha ycTpoiicTBe

Pabota ¢punbTpaymm IGMP-rpynn BO3MOXHa TONbKO Npu BKIOYeHHOM IGMP
Snooping. Hactpoum 0/1 n 0/2 nHtepdericel kak KnneHTckune, 0/28 nHtepderic kak
CepBepHbIiA:

(als_sw) #configure

(als_sw) (configure) #set igmp

(als_sw) (configure) #interface 0/1-0/2

(als_sw) (configure) (interface 0/1-0/2) #set igmp

(als_sw) (configure) (interface 0/1-0/2) #exit

(als_sw) (configure) #interface @/28

(als_sw) (configure) (interface 0/28) #set igmp mrouter interface
(als_sw) (configure) (interface 0/28) #exit

(als_sw) (configure) #exit
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Lar 2. CosgaHue npodunei

Co3pgaem paspewatownii npodune "Client1", sobasnsem B npodub paspeLleHHble
KAneHTy 1 rpynnbi:

configure
set igmp profile "Client1" permit
group 224.1.1.1 to 224.1.1.4
group 224.1.20.0 mask 255.255.
255.0
exit
exit

Co3pgaem 3anpewatownii npodune "Client2", sgobasnsiem B Nnpodunb 3anpeLleHHble
ANSA KNNEeHTa 2 rpynnebl:

configure
set igmp profile "Client2" deny
group 224.1.1.5 to 224.1.1.9
group 224.1.30.1 mask 255.255.25
5.255
exit
exit

LWar 3. MpumeHeHne npodunns Ha KIIMEHTCKOM UHTepdeice

MpyMeHsieM paspeLuatroLnii npodunb Ans KaneHTa 1:

configure
interface 0/1
set igmp profile "Client1"
exit
exit

MNocne gaHHoOro wara Ha nHTepdence 0/1 6yayT paspeLleHbl TONbLKO Fpynnbl B
AnanasoHe 224.1.1.1 — 224.1.1.4, 224.1.20.0 — 224.1.20.255. OcTtanbHble rpynnsl
6yayT 6N10KMpPOBaTLCS.
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MpumeHsiem 3anpeLLaroLni Npodunb ANna KveHTa 2:

(als_sw) #configure

(als_sw) (configure) #interface 0/2

(als_sw) (configure) (interface 0/2) #set igmp profile "Client2"
(als_sw) (configure) (interface 0/2) #exit

(als_sw) (configure) #exit

MNocne gaHHOro wara Ha nHtepdeiice 0/2 6yayT paspeLLeH Bce rpynnbl, KpoMe rpynn
B AnanasoHe 224.1.1.5 — 224.1.1.9, 224.1.30.1.

17.2.9 OrpaHuyeHue Konn4yectBa multicast rpynn Ha KJINEHTCKOM
nHTepdeice

JlaHHaa HacTpolika HeobXoAMMa B TeX Cy4dasix, Koraa HEOBX0AMMO OrpaHNYNTL
MaKCMManbHoe konn4yectBo multicast rpynn, Tpadumk C KOTOPbIX KINEHT MOXeT
nosly4yaTb O4HOBPEMEHHO.

Ha cxeme nokasaH ciyyain, Koraa KAaveHT rnosiyyaeT gse rpynnbl: 224.1.1.1 n 224.1.1.2,
3aTeM 3anpaluvBaet TpeTbio rpynny 224.1.1.3. 3anpoc Ha NOAKIYEHKe K rpynne
224.1.1.3 6yaeT 6n0oKMpoBaTbLCA L0 TeX NMop, NOKa eCTb JBe Nt06ble aKTUBHbIE
NOAMNCKN Ha rpynnebl.

0/28 01

2241.1.1-224.1.1.9- > 224.1.1.1-2241.1.2- >

- -224113-3 - > —
G

KIMMEHT 1

KOMMYTATOP

MULTICAST
CEPBEP
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Lar 1. BazoBas HacTpoika cny>k6bl IGMP Snooping Ha ycTpoiicTBe

PaboTa orpaHnyeHuns konmyectsa multicast-rpynn Ha nHTepgerice BO3MOXHa TO/IbKO
npw BrkaArYeHHOM IGMP Snooping. 3To MOXHO cAenaTh C MOMOLLbIO KOMaHA:

configure
set igmp
interface 0/1
set igmp
exit
interface 0/28
set igmp mrouter interface
exit
exit

LLar 2. BkntoyeHne orpaHnyeHus Konmyectea multicast-rpynn Ha K1NeHTCKOM
nHTepdevice

ANns 3ajaHnsA OrpaHnYeHnsa konmyectsa multicast-rpynn Ha KAMEHTCKOM nHTepdelice
BbIMONHAEM KOMaHAy:

configure
interface 0/1
set igmp mcastgrouplimit 2
exit
exit

Mocne AaHHOrO Llara KNMeHTCKNM nHTepdenc CMoXeT NoANNCaTbCA TONbKO Ha ABe
rpynnbl 04HOBPEMEHHO.

17.2.10 HacTpoiika ctaTuyeckux rpynn

HacTpolika ctaTuyeckux rpynn npruMeHsaeTcs B c/iyyae, KOraa KJIMeHT He MOXeT
3anpocuTb noayyeHmne multicast rpynnsl ¢ noMowbo Nnpotokona IGMP. B aTom
c/lyyae Ha KINEeHTCKUIA NHTepderc cTaTnyeckn NponmcebiBaeTcs onpejeneHHblin
AvanasoH multicast rpynn. KnueHT 6ygeT nosyyaTtb BCe nponncaHHble multicast-
rpynnel. ECin Ha nHTepdelrice BMecTe CO cTaTu4veckMu rpynnamm skaroyveH IGMP
Snooping, To IGMP 3anpockl Ha NoAKAOYeHMe K CTaTUuYeckuM rpynnam byayT
610KMPOBATbLCA.
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HacTpoliky cTaTnyeckux rpynn 6ygem Npov3BoAUTb Ha NprMepe NOAKIHYEH A
knneHTa 1 Kk multicast-cepsepy. Multicast-cepsep BeLaeT multicast-rpynnel 8 10 VLAN
1N NOAKNOYEH K KOMMYyTaTopy vepes nHtepdernc 0/28. KnneHT 1 nonyyaet multicast-
Tpaduk B 10 VLAN, 1 nogkntoueH Kk nHtepdericy kommytatopa 0/1.

0/28 0N

2241.1.1-224.1.1.9- > 224.1.1.1-224.1.1.9- >

-3 224112~ -
< [ ]
S—

MULTICAST KOMMYTATOP KAMEHT 1
CEPBEP

LWar 1. KoHpurypauumsa VLAN

Cosgaem VLAN 10, B KOTOpPOM bByzeT OCyLLeCTBAATLCS BellaHme:

(als_sw) #vlan database
(als_sw) (Vlan) #vlan 10
(als_sw) (Vlan) #exit

Hactpaveaem VLAN 10 Ha KnneHTCKOM nHTepdelice:

(als_sw) #configure

(als_sw) (configure) #interface 0/1

(als_sw) (configure) (interface 0/1) #vlan participation include 10
(als_sw) (configure) (interface @/1) #vlan tagging 10

(als_sw) (configure) (interface 0/1) #exit

(als_sw) (configure) #exit

Hactpaveaem VLAN 10 Ha cepBepHOM UHTepdeiice:

(als_sw) #configure

(als_sw) (configure) #interface 0/28

(als_sw) (configure) (interface 0/28) #vlan participation include 10
(als_sw) (configure) (interface ©/28) #vlan tagging 10

(als_sw) (configure) (interface 0/28) #exit

(als_sw) (configure) #exit
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Llar 2. Co3gaHue cTaTUYecko rpynnol

Afpeca rpynn MOXHO yKa3blBaTb AByMsi cnocobamu: agpec rpynmnbl Uav AnanasoH
aapecos. Co3zaeM cTaTUYeckyro rpynny, 4obaBnsemM B Hee AMana3oH
224.1.1.1-224.1.1.9 B 10 VLAN:

configure
set igmp static-group StaticMulticast
group 224.1.1.1 to 224.1
.1.9 vlan 10
exit

exit

Lar 3. MpumeHeHue rpynnbl Ha KJINEHTCKOM UHTepdelice

MpMeHseM cTaTuYeckyto rpynny Ha nHTepdeice:

configure
interface 0/1
set igmp static-group StaticMulticast
exit
exit

MNocne AaHHOrO Wara KAMeHTCKUA nHTepdenc bygeT nonyyate multicast-Tpapuk
cTaTu4eckun, BHe 3aBUCMMOCTU OT pexurma rnepegaydn multicast-tpadumka B 10 VLAN.
Kpome Toro, KNIMeHTy He HY>XXHO NMOAMMUCBIBAaTLCA Ha 3TU PYMnbl, YTOOLI MONYUNTL UX.
Tak>xe 3TV rpynnbl He 0TO6PAaXarTCA B CrINCKE MOAMNCOK.

17.2.11 HacTpowka IGMP Snooping proxy

IGMP Snooping proxy — mMexaHun3Mm, KoTopblii 3ameHsaeT MAC-agpec u IP-agpec
NCTOYHMKa coobLueHunin "IGMP Membership Report" n "IGMP Leave" Ha MAC-agpec u
IP-agpec kommyTaTopa. IGMP Proxy HacTpavBaeTcsd TO/IbKO Ha CepBepPHOM
nHTepoerice.

Hactpoiiky IGMP Snooping proxy 6yzem Npov3BoAUTb Ha NprMepe NOAKIHYeHNS
kaneHTa 1 Kk multicast-cepsepy yepes gBa komMmyTaTopa. Multicast cepsep BeLuaet
multicast-rpynnbl 1 NOAKAOYEH K KOMMyTaTopy 2 Yepe3 nHtepoeric 0/28.
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KommyTaTop 2 coeariHeH ¢ KoMmyTaTopom 1 yepes nHtepdeic 0/27, a kommyTatop 1
coefHeH C KOMMYyTaTopom 2 yepes nHtepderic 0/28. KnneHT 1 nonyyaeT multicast-
TpaduK 1 NoaKIYeH K KoMmyTaTopy 1 uepes nHTepdenic 0/1.

[ |
G
MULTICAST
CEPBEP

0/28

KOMMYTATOP 2

0/27 0/28

0/1
[ ]
GEED

KOMMYTATOP 1 KIAVEHT 1

LWar 1. BkatoueHume cny>x6bl IGMP Snooping Ha ycTpoiicTBe

Hactpoiika IGMP Snooping proxy BO3MOXHa TONbKO Npu BkKAtOYeHHOM IGMP
Snooping. Bkntourm IGMP Snooping Ha kommyTaTope 1:

(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)

#configure

(configure)
(configure)
(configure)
(configure)
(configure)
(configure)
(configure)
(configure)

#set 1igmp
#interface
(interface
(interface
#interface
(interface
(interface
#exit

0/1

0/1) #set igmp

0/1) #exit

0/28

0/28) #set igmp mrouter interface
0/28) #exit

Ha kommyTtaTope 2 Takxe BkIo4Y1M IGMP Snooping:

(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)

#configure

(configure)
(configure)
(configure)
(configure)
(configure)
(configure)
(configure)
(configure)

#set igmp
#interface
(interface
(interface
#interface
(interface
(interface
#exit

0/27

0/27) #set igmp

0/27) #exit

0/28

0/28) #set igmp mrouter interface
0/28) #exit
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LWar 2. BkntoyeHme IGMP Snooping proxy

Ansa sBknroydeHma IGMP Snooping proxy BbINo/IHAEM KOMaHAy Ha CepBepHOM
nHTepderice kommyTtatopa 1:

configure
interface 0/28
set igmp proxy
exit
exit

MNocne gaHHoro wara coobuieHus "IGMP Membership Report" n "IGMP Leave",
BbIxogdAwme ¢ 0/28 nHtepdeiica kommytaTtopa 1, nomeHsoT ceon MAC n IP-agpeca
ncroyHmka Ha MAC u IP-agpec kommyTaTopa 1.

17.2.12 HacTpoika BpeMeHHbIX Xxapaktepnctuk IGMP Snooping

Y Kaxaom noanunckm Ha multicast-rpynny B Tabauvue NogNNCOK Ha KOMMyTaTope ecTb
ABa Tamepa: Group Membership Interval (GMI) n Query Response Interval (QRI).

Tanmep GMI oTcunTbIBaeT BpeMs, Noc/ie KOTOPOro NMoAnucka KAneHTa, ecivi OH ee He
obHoBWA, yaanseTcsa. CTaHAapTHOe 3HaYveHe TaimMepa 260 cekyHA. Ecnm oT kaneHTa
3a Bpems genctena Taimepa GMI npuxogut "IGMP Membership Report”, To
noAnucka obHOBASETCS, a 3HaYeHVe TaliMepa CopacbiBaeTCs 1 OTCHET HaUMHaeTCs
CHayvana.

Tanmep QRI oTcuMTbIBaET BpeMs, KOTOpPOe OTBOAUTCA KAMEHTY Ha OTBET Ha
coobuieHme multicast-cepsepa "IGMP Group Specific Query". B MomMeHT npuxoga ¢
cepBepa 3TOro CoobLLEeHUss Ha KOMMYTaToOp TalMep 3aryckaeTcs, a coobLeHve
HanpaBnseTcs KANeHTy. ECv KNMeHT He OTBeTUT Ha coobLLeHMe OT cepBepa B
TeueHve BpemMeHy paboTbl TalMepa, TO NOANNCKA KNeHTa byaeT yaaneHa.
CTaHZapTHOe 3HayeHue TaMepa paBHoO 10 cekyHAaM. ECnm knneHT oTBeyaeT Ha
coobLLeHMe cepBepa B YCTaHOB/IEHHOE BpeMs, TalMep cbpacbiBaeTcs, NOAMNNCKA
ocTaeTcs.
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HacTpoiiky BpeMeHHbIX XapakKTepucTnk byaem Npon3BoAnTb Ha NpriMepe
noakntoveHns kaneHTa 1 k multicast-cepsepy. Multicast-cepsep BelaeT multicast-
rpynnbl N NOAKNKOYEH K KOMMYTaTopy yvepes nHtepderic 0/28. KnneHT 1 nonyyaet
multicast-tpaduk n nogkntoueH Kk nHTepdericy kommytaTopa 0/1:

0/28 0/1

CEPBEP

LWar 1. BkntoueHune cny>x6bl IGMP Snooping Ha ycTpoiicTBe

HacTtpoiika BpemMeHHbIX XxapakTepuctuk IGMP Snooping BO3MOXHa TO/IbKO Npwn
BK/ItoUeHHOM IGMP Snooping. CmoTpuTte nyHKT "Hactpoiika IGMP Snooping Ha
nHtepdencax", warnm 1-5.

Llar 2. HacTpoiika BpeMeHn NoANNCKU KJIMeHTa Ha multicast-rpynny

ANa HaCTpOMKM BpeMeHU NoANnCKK KnneHTa Ha multicast-rpynny (GMI) BeinonHgeM
KOMaHAy:

(als_sw) #configure
(als_sw) (configure) #set igmp groupmembership-interval 250
(als_sw) (configure) #exit

Mocne faHHOrO Wara NoAnucka kaneHTa Ha multicast-rpynny 6yzeT yaaneHa, ecau
KAneHT He npuwneT "IGMP Membership Report" 3a oTBegeHHbIN nHTepBan B 250
CEeKYH.

Llar 3. HacTpoiika BpeMeHM oTBeTa Ha 3anpoc oT multicast-cepsepa

Ana HacTponKkn BpeMeHK OTBeTa KJIeHTa Ha 3anpoc oT multicast-cepsepa (QRI)
BbIMO/IHAEM KOMaHAy:

(als_sw) #configure
(als_sw) (configure) #set igmp maxresponse 5
(als_sw) (configure) #exit
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Mocne faHHOrO LWara NoANMcKa KaneHTa Ha multicast-rpynny 6yaeT yaaneHa, ecau
KnneHT He npuwneT "IGMP Membership Report" B oTBeT Ha "IGMP Specific Query" 3a
OTBeZeHHbIN NHTepBan B 5 CEKYHA.

MpocmoTp cocTossHUA TaliMepoB

ﬂpOCMOﬂXﬁbTEKWMMe3HaquMﬂTaMMepOBAﬂﬂHOAHMCOKMOXHOKOM&HAOW

show igmpsnooping groups all

VlanId Multicast Group Version Iface Uptime GMI (sec) QRI (sec)
10 224.0.21.11 IGMPv2  0/1 0d, 00:00:48 250 5
20 224.1.21.87 IGMPv2  0/1 0d, 00:00:48 250 5
20 224.1.21.121 IGMPv2 @/2 0d, 00:00:48 250 5

17.2.13 HacTtpoiika IGMP fast-leave Ha KnneHTCKOM UHTepdelce

Mpv nonyyeHnn coobLyeHns kommyTatopom "IGMP Leave" OT K1MeHTa KOMMyTaTop
He cpasy yaanseT nognucky. CornacHo npotokony IGMP, B oTBeT Ha coobLieHne
knneHTa "IGMP Leave", multicast-cepsep gomxeH nocnatb "IGMP Specific Query".
Echum knneHT urHopupyet "IGMP Specific Query" (He otnpasnseT Ha Hero "IGMP Join"),
TO KOMMYTaTop yAanseT NoAMMCKY.

CyuiecTByeT BO3MOXHOCTb YAaNnATb NOAMNCKY cpasy nocne nonyyeHus "IGMP Leave".
[aHHbIA MexaHM3M Nony4vmnn HaseaHue "fast-leave".

War 1. BkntoueHue cny>x6bl IGMP Snooping Ha ycTpoucTBe

BkntoueHue "fast-leave" BO3MOXHO TONbKO NMpu BkItOUeHHOM IGMP Snooping.
CmoTpuTe NyHKT "HacTtpoika IGMP Snooping Ha nHTtepdercax”, warm 1-5.

Lar 2. BkntoyeHue HacTpoiiku IGMP fast-leave Ha kKineHTcKoM UHTepdeiice

Ansa BkAtoueHWa HacTporkn IGMP "fast-leave" Ha kKnMeHTCKOM nHTepdelice
BbINO/IHAEM KOMaHay:

configure
interface 0/1
set igmp fast-leave
exit
exit
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MNocne AaHHOrO LWara, ecnv KnmeHT 3a nHtepdeircom 0/1 nownet "IGMP Leave",
NOAMUCKa KAMeHTa Ha rpynny byeT yaaneHa cpasy.

17.2.14 HacTtpoiika nposepku onuunu Router Alert

Router Alert — onuwms IPv4-3aronoBka, yka3sblBatoLLL,aa Ha To, YTo multicast-poyTepbl
[LO/KHbI 06bpabaTtbiBaTb AaHHbIN NakeT. JaHHasa onumnsa A0KHa NPUCYTCTBOBaTb BO
Bcex coobuieHusax "IGMP Membership Report" n "IGMP Leave". o cTaHZapTy nakeT
6e3 faHHOW onuun AO/KeH NepesaBaTbCA COrNacHO Tabauue NoAMMCoK U He JoJIKeH
obpabatbiBaTbCs Kak IGMP-nakeT. YcTapeBLUme ceTeBble YCTPOMCTBA MOIyT OTCbI/IaTh
coobLeHus 6e3 onuum Router Alert, M03TOMY eCTb BO3MOXHOCTb HAaCTPOUTb
nosegeHmne KoMmyTaTopa npu nonydeHnn "IGMP Membership Report" n "IGMP
Leave" 6e3 onuun Router Alert.

BkntoueHue nposepku onumm Router Alert npuBegeT K Tomy, uTo BCe "IGMP
Membership Report" n "IGMP Leave" 6e3 onuuun 6yayT nepesaBaTbCa COracHO
Tabnnue noanmcok. MNpr 3ToM 3anpoc Ha NOAKIOYEHVE UK OTKItoYeHe multicast-
rpynnbl, cogepKallencsa B JaHHOM nakeTe, He byaeT o6paboTaH. [pu BbIKIHOYEHHOM
nposepke onuum Router Alert 6yayT obpaboTtaHbl Bce "IGMP Membership Report” v
"IGMP Leave" BHe 3aB/CMOCTW OT HaAN4Msa onumm B nakere.

LWar 1. BkntoyeHue cny>x6bl IGMP Snooping Ha ycTpoucTBe

Hactpolika nposepku onummu Router Alert BO3MOXHa TONbKO Npu BKAOYeHHOM IGMP
Snooping. CmoTpuTe NyHKT "HacTpoika IGMP Snooping Ha nHtepgencax”, warn 1-5.

LLar 2. BkntoyeHue nposepku onuuu Router Alert

Ansa BkAo4yeHus npoBepKNM onunn Router Alert BbinonHaem KOMaHA4y:

configure
set igmp router-alert
exit

Mocne gaHHoro wara IGMP-coobLeHns 6e3 3Tol onumn obpabaTbiBaTbCA He ByayT.
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17.2.15 ba3oBble HacTpoiiku IGMP Querier

IGMP Querier Ha KOMMyTaTope MOXeT NoOHaZ0bnTLCA B TOM Cnyyae, ecnm multicast-
cepBep Mo KakMM-n11bo NpMUYMHaAM He MOXeT OTCbINaTh B ceTb coobuieHns "IGMP
Query". B TakoM cnyyae posib UCTOYHMKa coobLleHn "IGMP Query" MoXeT B3ATb Ha
cebs kommyTaTop. [Ans skatoueHnsa IGMP Querier BkatoueHme cnyx6sl IGMP Snooping
He TpebyeTcs.

BasoBble HacTporky MexaHusma IGMP Querier 6yseM Npon3BOAUTbL Ha NpuUMepe
nogknro4veHus knveHTa 1 Kk multicast-cepsepy. Multicast-cepsep Bewjaet multicast-
rpynnbl N NOAKMHOYEH K KOMMYTaTopy yepes nHtepoeric 0/28. KnneHT 1 nonyyaet
multicast-tpaduk n nogkntoueH Kk nHTepdericy kommytaTopa 0/1:

0/28 0/1

- -VLAN10- - > - -VLAN 10- - >

MULTICAST KOMMYTATOP KIVEHT 1
CEPBEP

Lar 1. Hactpoiika VLAN Ha ycTpoiicTBe

Coszaem VLAN 10, B KOTOPOM ByZleT OCyLLeCTBASATLCSA BellaHue:

(als _sw) #vlan database
(als_sw) (Vlan) #vlan 10
(als_sw) (Vlan) #exit

HactpavBaem VLAN 10 Ha cepBepHOM U KJINEHTCKOM UHTepdencax:

(als_sw) #configure

(als_sw) (configure) #interface 0/1,0/28

(als_sw) (configure) (interface ©/1,0/28) #vlan participation include 10
(als_sw) (configure) (interface 0/1,0/28) #vlan tagging 10

(als_sw) (configure) (interface 0/1,0/28) #exit

(als_sw) (configure) #exit
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LWar 2. BkntoueHne mexaHusma IGMP Querier Ha ycTpoucTBe

Bknrouaem IGMP Querier Ha ycTpouncTBe:

configure
set igmp querier
exit

LWar 3. Hactpoiika IGMP Querier Ha VLAN

Bkntouaem IGMP Querier Ha 10 VLAN:

vlan database
set igmp querier 10
exit

Lar 4. HacTtpoiika agpeca IGMP Querier

Hactpavsaem agpec IGMP Querier:

configure
set igmp querier address 172.17.1.1
exit

MNMocne gaHHOrO Wara yepes kaxable 60 cekyHs, C KINEHTCKUX nHTepdencos byayT
oTnpaenaTbea coobuieHns "IGMP General Query" ¢ meTkort VLAN 10 n IP-agpecom

NCTOYHMKA 172.17.1.1.

Lar 5. HacTpoiika BpeMeHHbIX XxapakTepuctmk IGMP Querier

B HekoTOpbIX CyyYasix MOXeT NOHAZ06UTLCA CMeHa MHTepBana OTNPaBKn
coobLeHnin cnyxk6oim IGMP Querier. Bbibop 3HaueHUs 3aBUCUT OT aBOHEHTCKMX

YCTPOWCTB, YCTAaHOBNEHHbIX B CETU A0CTYyna.
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[Ana cMeHbl nHTepBana oTnpasky cooblleHuin "IGMP Query" BbINOIHAEM KOMaHAY:

(als_sw) #configure
(als_sw) (configure) #set igmp querier query-interval 30
(als_sw) (configure) #exit

Mocne gaHHoro wara IGMP Querier byseT oTnpaBnaTb coobuieHns "IGMP Query"
Kaxgble 30 cekyHA. 3HaYeHe rno yMoa4aHuo 418 JaHHOTO NMHTepBana paBHO 60
ceKyHAaM.

17.2.16 JononHuTenbHble HacTpoiiku IGMP Querier

Mo ctaHgapTy IGMP Querier gomkeH NpekpaTuUTb paccbinky coobuieHuni "IGMP
Query", ecin 3TN COOBLLEHNA NPUXOAAT OT BblLLECTOSALLEero 06opyAoBaHNS.
KomMMyTaTop MOXeT HaxoANTLCA B BYX COCTOAHUAX:

* Querier — KOMMYTaTOp OCYLLeCTBAAET Nepnosmnyeckyro paccbinky "IGMP
General Query" coobLeHn 1 aHanms exoaawmx IGMP coobLueHnin Ha
cepBepHbIX NHTepdericax. Echv KommyTaTop nonyymt coobuueHwme "IGMP
Query" (general nnu specific), To oH nepenget B coctosHMe "Non-Querier";

* Non-Querier — KOMMyTaTOp NMpeKpaLlaeT paccbiiky coobueHuin "IGMP
Query" Ha HeKOTOpbIV NMepunoj BpeMeHu. Eciv B TedeHUn 3TOro neproga
KOMMYTaTOp He nony4mnT cooblieHunin "IGMP Query", oH nepexoanT B
coctosiHme "Querier".

JononHuTenbHble HacTporiku MexaHmnsmMa IGMP Querier 6ygemM Npon3BOANTb Ha
npumepe noaknto4veHnsa knmeHTa 1 kK multicast-cepsepy. Multicast-cepsep Bellaet
multicast-rpynnsl 1 NOAKAOYEH K KOMMYTaTopy Yepes nHtepderic 0/28. KnneHT 1
nonyyaet multicast-tpaduk n nogknoueH K nHTepdericy kommytatopa 0/1:

0/28 0/1

- -VLAN10- - > - -VLAN10- - >

MULTICAST KOMMYTATOP KIVEHT 1
CEPBEP
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Lar 1. BazoBble HacTpouikm IGMP Querier

Ana pobaBneHns 4oNoNHUTeENbHbIX HacTpoek IGMP Querier Heo6xoAMMO CHayana
£n06aBUTb 6a3oBble HacTpolkn IGMP Querier. CMOTpuUTe NYHKT "ba3oBble HaCTPONKMU
IGMP Querier".

LLar 2. HacTpoiika AONONHUTENIbHbIX BpeMeHHbIX XapakTepuctuk IGMP Querier

Ana cMeHbl 3HaYeHUs CTaHAapPTHOIo MHTepBaa BPpeEMEHU, Mocsie KOTOPOro
KoMmMyTaTop B cocTtosaHMM "Non-Querier" nepeinget B coctossHMe "Querier”,
BbINO/IHAEM KOMaHAY:

configure
set igmp querier timer expiry 70
exit

MNocne gaHHOrO Wara kKoMMyTaTop B coctosaHMM "Non-Querier" nepeingeTt B COCTOAHME
"Querier" yepe3s 70 cekyHA. CTaHAapTHOe 3HaueHne nHTepBana — 60 cekyHA,.

Lar 3. HacTpoiika oTk/toueHMs oTnpaBkn General Query

B HekoTOpbIX CUTyaUmsax TpebyeTcs oTkNoUnTb oTnpasky IGMP General Query, npu
3TOM COXPaHMB PyHKLMIO oTnpaBku Specific Query Ha aboHeHTCKMe NHTepdencol.
Huxe npueeseH npumMep oTkatoueHus otnpaskn IGMP General Query B VLAN 1.

vlan database
no set igmp querier 1 general
exit

LLar 4. HacTtpoiika otnpaBku General Specific Query

Mo ymonuaHuto Querier B otBeT Ha IGMP Leave wnet oguH IGMP Specific Query.
OTnpaBka Heckonbknx IGMP Query npon3BoANTCA KOMaHAOW. [Tocne BbINOJIHeHNS
KoMaHAbl, IGMP Query byaet otnpaenaTb 2 IGMP Specific Query B otBeT Ha IGMP
Leave.

configure
set igmp querier last-member-query-count 2
exit

Tak>xe BO3MOXHO HacTPOUTb MHTepBan Mexay otnpaskaMmu IGMP Specific Query.
VIHTepBan mexay otnpaBkamu B npumepe 1 cekyHaa.
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(als_sw) #configure
(als_sw) (configure) #set igmp querier last-member-query-interval 1
(als_sw) (configure) #exit

17.2.17 ABTOMaTMUeckas noanmcka Ha KaHanbl

B HeKoTOpbIX CyYasix HEOBXOANMO OPraHM30BaTh HbICTPOE Nepek/tYeHme Ha
onpeaeneHHble KaHanbl, O4MH 13 BapMaHTOB OpraHm3aLmnmy 6bICTPOro MNOAKIHYEHMS
3aK/Il04aeTCs B MOCTOSAHHOW TPaHCASLMYM FPYNnbl KAHANO0B Ha 060pPYAOBaHVE YPOBHS
AOCTyna. B 3TOM cny4yae Npuv NOANMCKE KANEHTA Ha KaHan OH Cpasy Xe HaumMHaeT
nepesaBaTbCs KNMEHTY, 6e3 3aepXXKn, CBA3aHHOM C Nepeadel 3anpoca KineHTa
multicast-cepsepy.

Ana opraHmMsaLmm NOCTOAHHOIO BeLaHWA onpejesieHHOW rpynmbl KAHaN0B MOXHO
1NCMONb30BaTh CreuyanbHY HacTPOKrKy KOMMyTatopa. [1pu 3Ton HacTpomke
KOMMYTaTOpP CaMOCTOATENIbHO MOAMNUCLIBAETCH HA YKa3aHHble B KOHGUIypaLumm
KaHanbl N NoAAep>XMBaeT 3Ty NOAMNCKY.

CxemMa paboTbl KOMMYTaTOpa C HACTPOEHHOM aBTOMATUYECKOM MOAMNCKON Ha
KaHasbl:

0/8

JOIN 224.1.1.123 - 224.1.1.138 VLAN 1
€ - --JOIN224.1.1.120 VLAN1- - - -

MULTICAST —>

KOMMYTATOP

MULTICAST
CEPBEP

LWar 1. Co3aaHwve rpynnbl NOANUCOK

Kak npaBuno, aBToMaTnyeckas noAnmcka HacTpanBaeTcst Ha HECKOJIbKO KaHanoB
cpasy. KaHanbl MOXHO yKa3sblBaTb B BUAe 1x multicast-agpecos, 1160 B BUAe
AnanasoHa afpecoB, ykaszaB Ha4vaNbHbI 1 KOHeYHbI multicast-agpec.

Ana co3gaHna rpynnbl NCNONb3YyeTCA KOMaHAa:

(als_sw) #configure
(als_sw) (configure) #set igmp join-group "GroupName"
(als_sw) (configure) (join-group: "GroupName") #
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Mocne BbINONHEHWSA 3TOW KOMaHAbl CLI nepengeTt B KOHTEKCT HaCTPOVKK rpynnbl. B
3TOM KOHTEKCTe MOXHO 406aBUTb ajpeca KaHanoB:

group 224.1.1.123 to 224.1.1.138
vlan 1

B aaHHOM npuviMmepe B rpynny ¢ nMmeHeM "GroupName" go6aBneH AranasoH afpecoB
224.1.1.123 no 224.1.1.138, nognuncka 6yget ocywiectenaTbca 8o VLAN 1.

TakxXe MOXHO A06aBUTb B rpynny oTAeNbHbIV agpec:

group 224.1.1.120 vlan 1

Bce go6aBneHHble B rpynny agpeca paboTatoT COBMECTHO. B ciyyae, ecnm oanH 13
aApecoB NoBTOPSeTCA ABaXAbl (HanpuMep, ykasaHbl MepekpbiBatoLLMecs MHTEePBab
aApecoB), B rpynne 6yaeT TONbKO OAUH aZpec.

Lar 2. BkitoyeHue ctaTnveckoim noannckm Ha uHTepgeince

Ans Toro, UtTobbI ONpeaeneHHbIn MHTepdenc KoMMyTaTopa NoAAepPXMBaN NOAMNCKY
Ha yKa3aHHble B rpynmne agpeca, Hy>XHO BK/IIOUYUTb Ha MHTepdeiice aBTOMATUYeCKYH
NOAMUCKY C yKazaHeM UMEHW rpynmbl.

ﬂﬂﬂaTOFOCﬂyXMTKOMaHAa

configure
interface 0/8
set igmp join-group "GroupName"

Mocne BbINONHEHNSA 3TOV KOMaHAbl KOMMYTaTop byAeT nepnoanyeckn oTnpasBiATb Ha
0/8 nHTepdeiic IGMP Membership Report (Join) Ha yka3aHHble B rpyrnne agpeca, Tem
CaMbIM NOAAEPXMBAsA NOAMMCKY Ha KaHanbl. KOMMyTaTop Takxe OoTBeYaeT Ha
npuxogdawme IGMP Query € y4eToM HaCTPOEHHOW aBTOMaTUYeCcKon nognncku. Mpwm
BkAtoUeHHOM IGMP Snooping npuv noAnucke KAneHTa Ha onpejesieHHbIA KaHan 13
rpynnbl multicast-Tpadurk 3TOro kaHana cpasy xe HauMHaeT nepeAaBaTbCs KANEHTY, a
caMu nakeTbl Join 1 Leave oT KNIMeHTOB He nepejaroTca multicast-cepsepy. 3710
NO3BOJIAET OPraHn30BaTh ObICTPOE rnepek/royeHe KaHanoB Y abOHEHTOB.
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17.2.18 Pe>xuum IGMP Proxy Reporting

IGMP Proxy Reporting no3BonseT cyLecTBEHHO YMEHbLUUTL YNCI0 YNPaBAAOLLMX
IGMP-nakeToB B ceTu npoBaniepa. Npu noAgnuncke KAMeHTa Ha KaHan KOMMyTaTop
nposepseT, bblna N1 Co3AaHa NOAMNMCKA Ha 3TOT KaHan paHHee. Ecauv HeT, To
kKoMmyTaTtop ¢opmupyeT IGMP Join nakeT 1 OT CBOEro MMeHW OTCbINaeT ero Ha
multicast-cepsep. Ecin nognucka yxe riMeeTcs, TO KOMMyTaTop He oTnpasnseTt IGMP
Join Ha multicast-cepBep, a MMLWb HaUMHaeT nepegayvy multicast-tpaduka B
COOTBETCTBYHOLLUNI NHTepdeiC.

Cxema paboTbl KOMMyTaTopa B pexunmMe IGMP Proxy Reporting npu noanvicke AByx
KINEHTOB Ha oAHYy multicast-rpynny:

0/1

[ ]
G
——— KIVIEHT 1
e
el € --------
-
CEE— KOMMYTATOP
MULTICAST
CEPBEP
[ ]
(]
KNVEHT 2
<-- KOMMYTATOP <-- KIVEHT 1 CVEHT 1
JOIN GROUP 1 JOIN GROUP 1
MULTICAST
CEPBEP KOMMyTaTOp KOMMYTATOP AT
Xe rnoanmcaH - -
y il < JOIN GROUP 1 KNWVEHT 2
Ha 1 rpynny

Mpwn nonyyeHun IGMP Leave OT K1MeHTa KOMMYTATOP OTK/IKOYAET Mepecbiiky
Multicast-Tpadurka KnneHTy (Cpasy xe Uan CrycTa HeKOTOpPOe BpeMs, B 3aBUCKMOCTH
OT pexuma Fast Leave Ha nHtepdelice knmeHTta). Otnpaska IGMP Leave Ha cepsep OT
NvLa KoMMmyTaTopa byAeT npovi3BeseHa To/IbKO B TOM Cyyae, eC/iv H OANH 13
KNVEeHTOB He NoAN1caH Ha 3TOT KaHan.
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Cxema paboTbl kKOMMyTaTopa B pexunme IGMP Proxy Reporting npu otnncke

KNMNEHTOB:

MULTICAST
CEPBEP

MULTICAST
CEPBEP

€ -

KOMMyTaTOp
eLlé noanuncaH
Ha 1 rpynny

KOMMYTATOP
LEAVE GROUP 1

KOMMYTATOP

KOMMYTATOP

€ -

<_

01

0/2

KAWEHT 1
LEAVE GROUP 1

KIMMEHT 2
LEAVE GROUP 1

KIMMEHT 1

L

KIAWEHT 2

KAMEHT 1

KIWEHT 2

Takxe MeHaeTcs peakuyusa KommyTatopa Ha naketsl IGMP Query. lMpu nonyyeHmnmn
TaKoro nakeTa c cepBepHOro NHTepdenca KOMMyTaTop CaMoCTOATE/IbHO OTBEYaeT Ha
HUX Ha OCHOBAaHWU MOAMNWNCOK K/INEHTOB, CYLLEeCTBYHOLLUNX B JdHHbBIA MOMEHT. 15
COBMECTUMOCTU CO CTapbiMy NpUCTaBKamMu 1 06opyaoBaHMeEM nakeTbl Query Takxe
nepecbiNarTCa KINeHTaM.
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Cxema paboTbl kKOMMyTaTopa B pexunme IGMP Proxy Reporting npu nonyyeHun IGMP
Query c cepBepHOro nHTepodeiica:

01

e — KNVEHT 1
|
el _ >
€-=-=-=-=----
[ |
— KOMMYTATOP
MULTICAST
CEPBEP
[ ]
G
0/2 KIEHT 2
QUERY - - - - - > QUERY - - - - > K/MEHT 1
Mg;'BCEAPST commyarop | KOMMYTATOP
= oI QUERY - - - - > KIMEHT 2

Lar 1. basoBas HacTpoiika IGMP Snooping

Ansa Toro, utTo6bI akTMBMpPOBaTh pexnM IGMP Proxy Reporting Ha kommyTaTope,
Heobxoanmo HacTpouTb IGMP Snooping Ha nHTepdeiice nnam Ha VLAN.

B npumepe Huxe IGMP Snooping BkatoueH Ha AByx nHtepdericax (0/1 n 0/2), Takxe
yKa3aH OfVH cepBepHbIn nHTepgenc (0/8):

(als_sw) #configure

(als_sw) (configure) #set igmp

(als_sw) (configure) #interface 0/1-0/2

(als_sw) (configure) (interface 0/1-0/2) #set igmp

(als_sw) (configure) (interface 0/1-0/2) #set igmp fast-leave
(als_sw) (configure) (interface 0/1-0/2) #exit

(als_sw) (configure) #interface 0/8

(als_sw) (configure) (interface 0/8) #set igmp mrouter interface
(als_sw) (configure) #exit

(als_sw)

#exit
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LWar 2. BkntoveHue pexxuma IGMP Proxy Reporting

Ana BkaroyeHusA pexnma ncnojb3yeTcd KoMaHaa:

configure
set igmp proxy-reporting

LWar 3. Hactpoiika Source IP gnsa ynpasnsirowmx naketos IGMP

B pexwvime IGMP Proxy Reporting kommyTaTop by4eT oTnpaBasaTb ynpasastoLme
nakeTbl IGMP oT cBOero nmeHu, To ectb co ceoM MAC-agpecom v IP-agpecom.

HasHaunTb gpyro Source IP-agpec, OTAnYHbIN OT cobcTBeHHOrO IP-agpeca
KOMMYTaToOpa, MOXHO KOMaHZOW:

configure
set igmp proxy-reporting source-ip 172.17.1.10

B aTom cnyyae Source IP-agpec ynpasnsowwmx IGMP-nakeTos, oTripaBasgembix
KOMMYyTaTopowm, byzeT paseH 172.17.1.10.

17.3 Mprmepbl TUNOBLIX HAaCTpoeK

MNMprBegemM nprmMepbl HacTpoek IGMP Ha 28-nopTtoBom kommyTaTope AJTICMTEK.
MepBsble 24 nHTepdeiica (0/1-0/24) byaem cumtatb abOHEHTCKMMU, TO eCTb TeMU
nHTepdericaMu, 3a KOTOPbIMU PACMoIoXeHbl aboHeHTbl. IHTepdelicbl 0/25-0/28
byaemM cunTaTb cepBepHbIMU NHTepdericaMu, 3a KOTOPbIMY HAaXOANTCS BblLLeCTosLLee
obopygoBaHue.

17.3.1 Npunmep HacTpouikm IGMP Snooping Ha nuHTepdeicax

B npumepe Huxe eMOoHCTpupyeTcst HacTpolika IGMP Snooping Ha nopTax. Multicast-
Tpapuk nget Kk aboHeHTam B 10 n 20 VLAN 1 AOCTyneH TOJIbKO TeM aboHeHTawm,
KoTopble ABHO 3anpocuam multicast-rpynnel B 3Tux VLAN no npotokony IGMP.
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KoHurypauuns:

vlan database

vlan 10,20

exit

configure

mcast_vfm 10 forward_registered
mcast_vfm 20 forward_registered
set igmp

interface 0/1-0/24

set igmp

vlan participation include 10,20
vlan tagging 10,20

exit

interface ©0/25-0/28

vlan participation include 10,20
vlan tagging 10,20

set igmp mrouter interface

exit

exit

17.3.2 Mpunmep HacTpoiikm IGMP Snooping Ha VLAN

B npumepe sgeMoHcTpupyeTca HacTpoika IGMP Snooping Ha VLAN. Multicast-Tpaduk
naet K aboHeHTam B 10 VLAN © gocTyneH TONbKO TeM abOHeHTaM, KOTopble ABHO
3anpocuam multicast-rpynnel B 3toM VLAN no npotokony IGMP.

KoHurypauuns:

vlan database

vlan 10

set igmp 10

exit

configure

mcast_vfm 10 forward_registered
set igmp

interface 0/1-0/24

vlan participation include 10
vlan tagging 10

exit

interface 0/25-0/28

vlan participation include 10
vlan tagging 10

set igmp mrouter 10

exit

exit
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17.3.3 NMpumep HacTpoiikm IGMP Querier

B npumepe npuBegeHbl HacTpokn IGMP Querier. CoobleHuns "IGMP General Query"
OTCbINAKOTCA C NHTEPBaNOM 65 cekyHZ Ha nHTepdencel 0/1-0/24 B 10 VLAN. B
KauecTBe IP-agpeca nctovHuka B coobeHmsax "IGMP General Query" ykasaH agpec
172.17.1.2.

KoHurypauwns:

vlan database

vlan 10

set igmp querier 10

exit

configure

set igmp querier

set igmp querier address 172.17.1.2
set igmp querier timer expiry 65
interface 0/1-0/24

vlan participation include 10
vlan tagging 10

exit

exit

17.4 TunoBble BONPOCHI N OLLNGKN

B: B KOHbUrypaumm otobpaxaercs komaHaa "set igmp mvr 1". BkioueH nn
mMexaHnsm MVR?

O: Hert, He BktoYeH. JaHHaa komaHaa 3agaet MVR VLAN, ansa BkaroYeHUA MexaHM3Ma
TpebyeTca A06aBUTL KOMaHAY "set igmp mvr".

Mpurmep: MVR oTkntoveH, B kavectBe MVR VLAN yka3saH VLAN 1 (cocToaHue no
YMOYaHWIo).

KoHdurypaunsa byseT Takon:

configure
set igmp mvr 1
exit
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MNpumep: MVR BkntoueH, B kayectee MVR VLAN yka3aH VLAN 1.

configure

set igmp mvr
set igmp mvr 1
exit
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18. PPPOE INTERMEDIATE AGENT

18.1 BBegeHue B PPPoOE

PPPoE (Point-to-point protocol over Ethernet) — ceTeBO NPOTOKON KaHAaNIbHOIO
YPOBHSA nepejayun kagpos PPP yepes Ethernet. CtaHgapT PPPOE onuncaH B JOKyMeHTe
REC 2516.

B npouecce yctaHoBneHusa PPPoE-ceccun (PPPOE Discovery, PPPOED) knneHT 1
cepep 0OMEHMBAKTCA CefyroLLMMY NakeTamu:

* PADI (PPPoE Active Discovery Initiation) — oTnpaBnaeTcs KAVEeHTOM ANS
O6Hapy>XeHUs Bcex A0CTYrnHbIX PPPOE-cepBepoB B pamKax ceTu;

* PADO (PPPoE Active Discovery Offer) — oTnpaBnsieTcss cepBepom B OTBET Ha
PADI, aBnaeTcs npea/ioxXeHreM yCTaHOBUTL CeCCUIO C JaHHbIM CepBepoM;

* PADR (PPPoE Active Discovery Request) — oTrnpaBnseTcs KAMeHTOM
onpeaeneHHoMy PPPoOE-cepBepy Ans ycTaHOBIEHNA CeCcCUU;

* PADS (PPPoE Active Discovery Session-confirmation) — otnpasnsieTcs
cepsepoM B oTBeT Ha PADR knneHTa, ABNAETCA NOATBEPXAEHVEM
YyCTaHOB/IEHUS Ceccum;

* PADT (PPPoE Active Discovery Termination) — oTnpaBnsieTca cepBepom Uau
KNMEHTOM, HGOPMUPYS APYryro CTOPOHY O 3aBepLUeHN CeCCUN.

18.1.1 PPPOE Snooping

PPPoE Snooping — ¢yHKUMA KOMMYTaTOpa, NpeAHasHayYeHHasa ANs 3aWMThbl OT aTak €
ncnosib3oBaHmem rnpoTokosia PPPoE. PPPOE Snooping no3BosseT 3anTUTh KneHTa
OT NONyYeHUs agpeca OT HeHagexHoro PPPoE-cepBepa. [ns KOppekTHOM paboTbl
PPPOE Snooping nHTepdencsl KoMMyTaTopa AeNATCA Ha ABe rpynnbl — JOBEPEeHHbIe
(nnn trust) n HegoBepeHHble (untrust). Mpy HacTpoke KOMMYyTaTopa AOBEPEeHHbIMU
NHTepdericaMu MPUHATO CYUTaTb NHTepdenchbl, 338 KOTOPbIMU HAXOANTCH
foBepeHHbI PPPoE-cepBep. OcTanbHble MHTepderiCbl CHUTAOTCA HeJ0BEePEHHbIMU.

PPPOE Snooping obpabatbiBaeT Tonbko PPPOED-nakeTbl, KOTOPbIMU OO6MEHNBAKOTCSA
PPPoE-cepBep 1 KN1neHT.


http://www.ietf.org/rfc/rfc2516.txt
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Mpumep paboTbl PPPOE Snooping nsobpaxeH Ha cxeme Huxe:

0/1 untrust

0/25 trust

KIWEHT

< - -VLAN100- - -

KOMMYTATOP
PPPoE CEPBEP

0/2 untrust

HE/ZIOBEPEHbIN
PPPOE CEPBEP

1. KnneHT oTnpasnsiet 3anpoc PADI Ana o6HapyxxeHUs 4oCTynHbIX PPPOE-
cepBepos.

2. OTnpasneHHbIN KneHToM 3anpoc PADI aBnseTcs WrpokoBeLLaTebHbIM, HO
6narogaps PPPOE Snooping oH He nonazaeTt Ha HegoBepeHHbIi PPPOE-cepsep
3a nHTepdericom 0/2, a NnepeHanpaBaseTcs Ha JOBepPeHHbI nHTepdeinc
KommyTaTopa 0/25.

3. KnueHtckuin 3anpoc PADI goxoanT Ao gosepeHHoro PPPoE-cepeepa. Cepeep
oTBeYaeT Ha Hero, nocse 3Toro ycraHaesnveBaeTca PPPoE-ceccus ¢
f,0BEPEHHBLIM CEPBEPOM.

18.1.2 PPPoOE Intermediate Agent

PPPOE Intermediate Agent npefHa3HayeH Ana naeHTUGUKaLmMm KaHana Aoctyna
aboHeHTa. lokymeHT TR-101 npegnaraeT NCnonb30BaTh ero 415 nomoLwy BRAS B
aBTopuM3auum aboHeHTa Npy opraHmM3aLmn ypoBHS A4ocTyna no npoTtokony PPPOE.

PPPOE IA nepexBaTbiBaeT C/1y>kebHble nakeTbl, KOTOPbIMU K/INEHT 1 cepaep (BRAS)
06MeHVBaloTCs B NpoLiecce yctaHoBneHWs PPPoE-ceccnn. NaeHTdrkaumsa kaHana
A0CTyMNa OCyLLeCcTBASeTCs Npyn NoMoLLy AobaBneHuns onpegeneHHoro tera (onumm) B
nakeTbl, oTnpaBnsemble knneHToMm (PADI, PADR), Ha 6a3e koTopbix BRAS moxeT
aBTOPK30BaThb VAN HET 3anpallmBaroLLLero JoCTyn KareHTa.


https://www.broadband-forum.org/technical/download/TR-101.pdf
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OTBeThl, oTNpaBngemMsble cepsepoM (PADO, PADS), a Takke nakeT, COObLatoLLniA O
3aBepLueHnmn ceccum (PADT, oTnpasnseTca v K1neHToM 1 cepsepoM) no TR-101 He
JAOJKHbI COfep>aTb JaHHOro Tera. Ho ecav Ter No Kakvm-To NpnymHam
NPUCyTCTBYET, KOMMYTaTOP YAANINT €ro 13 nakeToB. KineHTy He Ao1XXHa nonactb
nHbopmMaLmsa 06 opraHM3aLm YpOBHS AOCTyNa NpoBanaepa.

TR-101 npeanaraet ncnonb3oBaTtb Ter 0x0105 (Vendor-Specific) c Vendor ID
O0x00000DES9 (ID opraHusaumm DSL Forum). Ter cogep>XuT 2 Nons:

¢ Agent Circuit ID — npoun3BonbHas CTpoKa, Kak NpasuIo, cogepxkallas
onucaHve nHTepderica, K KOTOPOMY MOAK/IHOYEH aBOHEHT;

* Agent Remote ID — npoun3Bo/ibHaa CTpoKa, Kak NpaBu/o, onpejensatoLlas cam
y3en gocTyna.

18.2 Hactpouka PPPoOE Snooping Ha KoOMMyTaTopax
AJICNTEK

Cnyx6a PPPOE Snooping HacTpavBaeTcs B HeCKO/IbKO Laros. [pexe Bcero
HeobX0AMMO BKIKOUYNTL rN06anbHO CNyxby, 3aTeM Ha3zHaunTb cnyxbe Homepa VLAN,
B KOTOPbIX HEO6X0ANMO cneanTb 3a PPPoE-Tpadumkom. Nocne 3Toro Heo6XxoAnMo
yKa3aTb JOoBepeHHbI nHTepdelic, 3a KoTopbiM HaxoanTcss PPPOE-cepBep.
[loBepeHHbIX NHTepdericoB MOXeT H6biTb HECKOJIbKO. Bce ocTanbHble nHTepdenchl
OyAyT CUNTATLCA HeJOBepPeHHbIMY (Untrust), JOMNONHUTEIbHAs HAaCTPOKKa
HeZlOBepeHHbIX MHTepdencoB Ha KOMMyTaTope He TpebyeTcs.

Uepes HefoBepeHHbIN NHTepdeinc KOMMyTaTopa MOryT NMPOXOANUTL TONLKO

KnneHTckme PPPoE-nakeTsl (PADI, PADR, PADT). 3TK nakeTbl 6yAyT HanpaBieHb!
TONbKO Ha A0BEPEeHHble NHTePEenChI.

18.2.1 NMowaroBas HacTpoiika PPPoE Snooping
LWar 1. NpepBapnTenbHble HACTPOMKM KOMMYyTaTopa

Co3gaHue VLAN 100:

vlan database
vlan 100
exit
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Hactpoika VLAN 100 Ha KnneHTCkuX nHTepdericax:

configure
interface 0/1-0/2
vlan participation include 100
vlan pvid 100
exit
exit

Hactpoiika VLAN 100 Ha cepBepHOM nHTepdelice:

configure
interface 0/25
vlan participation include 100
vlan tagging 100
exit
exit

LWar 2. BkntoueHue cny>x6bl PPPOE Snooping Ha ycTpoicTBe

Ansa BkAoYeHns C}'Iy)K6bI NCroJibdyeM KOMaHAay:

configure

pppoe
exit

Lar 3. 3agaHmne VLAN, Ha KoTopbIX BK/toYeH PPPoE Snooping

[Janee, ykasblBaeM O4MH UM HeckosibKo VLAN, Ha KOTOPbIX A0/IKHA 6bITb BKIKOYEHA
cnyx6a PPPoE Snooping:

configure
pppoe 100
exit

B npumepe PPPoE Snooping BktoyaeTtca Ha VLAN 100. MoxeT 6bITb YKa3aHO
Heckonbko VLAN.
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Llar 4. HasHaueHne poBepeHHbIX MHTepdeicoB ansa PPPoE Snooping

Ansa ykasaHusi JOBEPEHHOro MHTepdelica HYXXHO BbIMOIHUTbL KOMaHAY:

configure
interface 0/25
pppoe trust
exit
exit

B npumepe nHtepdeiic 0/25 nepeBoanTCa B COCTOSAHME foBepeHHOro ans PPPoOE
Snooping. JoBepeHHbIX MHTepdenCcoB MOXET HBbITb HECKOJIBKO.

Mocne onucaHHbIX BbilLe LWaros KoHGUrypauust KoOMMyTaTopa byaeT cnesyroLeil:

show running-config
vlan database
vlan 100
exit
configure
pppoe
pppoe 100
interface 0/1
vlan pvid 100
vlan participation include 100
exit
interface 0/2
vlan pvid 100
vlan participation include 100
exit
interface 0/25
vlan participation include 100
vlan tagging 100
pppoe trust
exit
exit

18.2.2 NpocmoTp cepBepoB

KommyTaTop coxpaHsaeT gaHHble 0 BceX cepBepax PPPOE, ¢ KOTOPbIMW KIVIEHTbI
obMeHumBatoTCsa coobuieHnamm. Cnmcok PPPoE-cepBepOB MOXHO MOCMOTPeTb
cnegyroLlein KOMaHAoM:

show pppoe servers
MAC Address Interface VLAN ID

00:13:AA:00:00:01 0/25 100
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B aaHHOM npumMepe 3a nHTepdencom 0/25 HaxoanTcsa cepsep ¢ MAC-azpecom
00:13:AA:00:00:01.

18.3 Hactpouka PPPOE IA Ha kommyTaTopax AJICUTEK

Cnyx6a PPPOE IA paboTaeT coBmecTHO ¢ PPPOE Snooping n HacTpanBaeTcs B
HEeCKObKO LWaroB. [pexae Bcero He06XxoAMMO BKAKOUYNTL rnobanbHO PPPOE
Snooping, 3aTeM Ha3zHauunTb cnyxo6e PPPOE Snooping Homepa VLAN, B KOTOPbIX
HeobxoanMo cneanTb 3a PPPoE-Tpadurkom. MNocne 3Toro He0bxoAnMO ykasaTb
LOBepeHHbIN nHTepdelic, 3a KoTopbiMu HaxoauTca PPPOE-cepeep. 3aTtem
HeobXoAMMO BKIKOUYNTL rNobanbHO PPPOE IA 1 HacTponTb dopMaTHbIE CTPOKN ANA
nogonuwuin circuit-id n remote-id.

18.3.1 NMowaroBas HacTpoiika PPPoE IA

PaCCMOTpI/IM HaCTpOVIKy Ha npmuMmepe I'IpOCTOI7I CXeMbl:

0/25 trust 0/1 untrust

<€--VLAN100- - - |\ | - - - - - - -

KOMMYTATOP

PPPoE CEPBEP
LWar 1. NpepBapnTenbHble HACTPOMKM KOMMYyTaTopa

Co3pgaHue VLAN 100:

(als_sw) #vlan database
(als_sw) (Vlan) #vlan 100
(als_sw) (Vlan) #exit
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Hactpoika VLAN 100 Ha knneHTCKOM nHTepderice:

(als_sw) #configure

(als_sw) (configure) #interface 0/1

(als_sw) (configure) (interface 0/1) #vlan participation include 100
(als_sw) (configure) (interface @/1) #vlan pvid 100

(als_sw) (configure) (interface 0/1) #exit

(als_sw) (configure) #exit

Hactpoiika VLAN 100 Ha cepBepHOM nHTepdelice:

(als_sw) #configure

(als_sw) (configure) #interface 0/25

(als_sw) (configure) (interface 0/25) #vlan participation include 100
(als_sw) (configure) (interface 0/25) #vlan tagging 100

(als_sw) (configure) (interface @/25) #exit

(als_sw) (configure) #exit

Lar 2. Hactpoiika cny>k6bl PPPoE Snooping Ha ycTpoicTBe

nobanbHoe BKOUeHue cy>Kbbl PPPOE:

(als_sw) #configure
(als_sw) (configure) #pppoe
(als_sw) (configure) #exit

Hactpoiika paboTbl cny6bl PPPOE B onpegeneHHbix VLAN:

(als_sw) #configure
(als_sw) (configure) #pppoe 100
(als_sw) (configure) #exit
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YKa3zaHuve JoBepeHHOro nHtepoelica:

configure
interface 0/25
pppoe trust
exit
exit

War 3. Frno6anbHoe Bknw4yeHue PPPoE IA

Ansa rnobanbHoro Bkato4veHns PPPOE IA Heo6XxoAMO BbINONHUTL KOMaHAY:

configure
pppoe frmtstr enable
exit

Lar 4. HacTpoiika ¢popmaTHbIX CTPOK AnsA noneir PPPoE IA

Hactpoika nogonuuu circuit-id BINOAHAETCA KOMaHAON:

configure
pppoe frmtstr "SomeStringWithLexems"
exit

Hactporika nogonumu remote-id BbINONHAETCH KOMaHZAOW:

configure
pppoe remoteid "SW1"
exit
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Mocne onucaHHbIX Bbille HacTpoek KOHUrypaums KommyTaTopa byaeT cnefyoLLeii:

vlan database

vlan 100

exit

configure

pppoe

pppoe 100

pppoe frmtstr enable

pppoe frmtstr "SomeStringWithLexems"
pppoe remoteid "SW1"

interface 0/1

vlan pvid 100

vlan participation include 100
exit

interface 0/25

vlan participation include 100
vlan tagging 100

pppoe trust

exit

exit

18.3.2 JlekceMbl

N5 BO3MOXHOCTW 3alaHWs MPOU3BOJIbHbIX CTPOK MOAOMLNIA NCNOb3yeTcs
MexaHM3M nekceM. Jlekcema — 3TO cneumnanbHbIi HAbop CMMBOIOB, KOTOPbIE NpK
BCTaBKe pOPMATHON CTPOKM B MakeT ByAyT 3aMeHeHbl Ha HEKOTOPOe peasibHoe
3HayeHue, cneunPuUHoe ANa JaHHOTO NakeTa UM kKoMmyTtatopa. C MoOMOLLBHO
NeKcem B NakeT MOXHO MOMECTUTb HEKOTOPYH MHPOPMaLMIO AN cepBepa, Ha
OCHOBAaHWM KOTOPOW OH CMOXET NPUHATL peLleHre No 06paboTke AaHHOro NnakeTa.

B popmMaTHbIX CTPpOKax JOMyCcKaeTcs MCNob30BaTb NevaTtHble ciMBosbl ASCII
(0x20-0x7e), 3a UCckNoYeHeM CMMBOA ABOVIHbIX KaBbl4vek (") n o6paTHOro cnewa (\):

T#$%H38; ' () *+,-./
0123456789 ;<=>?
@ABCDEFGHIJKLMNO
PQRSTUVWXYZ[1/~_
“abcdefghijklmno
pgrstuvwxyz{|}~

Cumsony "$" Npuv 3TOM OTBOANTCH POJb C/TYXKEOHOro, OH UCMO/b3YyeTCa AN
0603HayveHNsA nekcem. JlekceMbl HAUMHAKOTCA CO CaIyKebHOro cmmeona "$", fanee
MOXET UATU MOAMUKATOP ANHBI (HeobaA3aTeNbHbIV NapameTp), Nocae Yero naet
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cumBon (bykBa), o603HauaroLasa nekcemy. CnMcok nekcem npuBeseH Huxe.
MoandunkaTop Ncnonb3lyeTcs ANa 3afaHNa PpaspagHOCT 3HaUeHUs. [py 3Tom
HeJoCTaroLMe pa3pssbl AOMOMHATCA BeAYLMMN HYNAMN.

JlonycTrMmo ncnonb3oBaHVe To/bKO 0 B KauecTse BeAyLLero CMMBo1a 1 AIVHbI OT 1
50 9. CnegoBatenbHO, fonycTumble mognukaTopbl — oT 01 go 09. MogudnkaTtop 01
NnpupaBHMBAETCA K OTCYTCTBUIO MoaudurkaTopa. Micnonb3oBaHme MogmndurkaTopa
NoALepXVBaeTcs He BCeMU JleKceMaMu, ANA KaXKA0M N3 HUX MOAAEePXKKa YKa3zaHa
VHABUAYaANbHO.

B cnyuae, ecnn moandurkaTop NprMeHeH K HenoAAepXXnBatoLLLeri ero ekceme, OH
UrHOpUpYyeTCca 1 nekcema byaeT BbiBeJeHa b6e3 yyeta mogudukaTopa. B cnyyae, ecnm
KOMNMYeCTBO BeAyLUMX Hyel, 3a4aHHoe MoANPLKATOPOM, 6onbLue
NoAJepX1NBaeMoro nekcemor, GakTnyeckoe YMCI0 3a43eTCH BEPXHUM Npeaenom,
NOALEPXNBAEMbIM JIEKCEMOIA.

Ana pob6aBneHvs B popmMaTHYH CTPOKY caMoro cmmMeosia "$" ncnonb3yeTcs ero
ABOMHOM BapunaHT "$$".

MNpy 06paboTKe nekceMbl aHaNN3aTop NAeT NocnesoBaTeNibHO OT npedukca BNpaso.
Ecnn Ha nyTn BCcTpeyaeTcs HenoAdepXnBaeMbli CAMBOJI, AaHHas "NoXxHasa" nekcema
UTHOPUPYEeTCA 1 He NonajaeT B CTPOKY pe3y/bTaTa, HauMHas ¢ npedpurkca v
3aKaH4MBasA CaMUM HernoAAepXXVBaeMbIM CIMBOJIOM.

Takm obpasom:

$b — npocTo NponageT 13 pe3ynbTaTa;

$\0 (cimBos 0x00) — npocTo NponajeT 13 pesy/bTaTa;
$ (Nnpoben) — npocTo NponajeT 13 pesynbTaTa;

$$b — B popMaTHYIO CTPOKY f06aBATCA CMMBObI $b;
$$v — B popMmaTHYH CTPOKY J06aBATCA CUMBO/IbI $V;
abc$ — B popmaTHYHO CTPOKY J06aBATCA CMMBOJIbI abc.

Huxe npeacrasneH CrmMcokK AOCTYMHbIX eKCeEM!:

* $a — IP-agpec kommyTaTOopa (Relay), noacrasnsetcs B opMaTHYH CTPOKY B
Buge ASCII (192.168.128.21), nogaepxuneaetca mogndukatop ot 07 go 03
($01a..$03a). Hanpumep, agpec 192.168.10.1 n $03a gagyT pesynbTat
"192.168.010.001";

* $A — IP-agpec kommyTaTopa (Relay), noactaBnsetcs B OpMaTHY CTPOKY B
Buge HEX (COA88015), MmoandrkaTopbl He NoALepXMBaKOTCH, pa3Mmep Bcerga
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paBeH 4 6anTawm;

* $r — MAC-agpec kommyTatopa (Relay), nogactaBnserca B $opMaTHYHO CTPOKY B
Buge ASCII (00:13:AA:11:22:33), MoagnduKaTOpbl HE NOAAEPXMBAOTCS,
pPaspAAHOCTL 31eMeHTa Bcerja JOonoNHAeTCa BeAyLUnMn HynsaMu 4o 2
CIMBOJI0B, pa3mep Bceraa paseH 17 cnmBonam;

* $R — MAC-agpec kommyTatopa (Relay), noactaBnserca B $opMaTHYHO CTPOKY B
Buge HEX (0013AA112233), MogudurkaTopbl He NOALEPXKMBAOTCS, pa3mep
BCerja paBeH 6 bartawm;

* $c — MAC-agpec KneHTa, NoactaBndeTcs B opmaTtHyto cTpoky B Buge ASCII
(00:13:AA:33:22:11), MogMdUKaTOPbl HE NOAAEPXKMBAIOTCH, PAa3PALHOCTb
3NeMeHTa Bcerja AOMNoJIHAETCA BeAYyLLVMU HYNSAMU A0 2 CUMBO/IOB, pasmep
BCcerga paseH 17 cumBonam;

* $C — MAC-agpec knveHTa, NoActaBnseTcd B bopmMaTHyr CTPOKY B Bue HEX
(0013AA332211), MmoandumKaTOpbl He MOAAEPXMBAKOTCS, pa3Mep Bceraa paBeH
6 6ariTam;

* $h — hostname KomMyTaTOpa, NOACTaBNSAETCA B POPMATHYHO CTPOKY B BUJeE
ASCII, MogndrKaTopbl He NoAAEPXKMBAKOTCS;

* $v — VLAN ID, noactaBnseTcs B dopmMaTHyto cTpoky B Buge ASCII, no
YMOJIYaHUIO BeAyLLIe HYIN HE UCMO/b3YIOTCS;

* $V — VLAN ID, noactaBnseTcs B GopMaTHyto CTpoky B Buge HEX,
MoanbumkaTopbl He NOAAEPXMBAKOTCH, pa3Mep — Bcerga 2 6ainta (0000..0FFF);

* $i — <unit>/<slot>/<port>, nogcrasnseTca B popmaTHyto cTpoky B Buge ASCII,
MoAVUKATOPbI He NOAAEPXKMBAKOTCH, BeAyLLme HY/IN He NCNO/b3YHTCS;

* $u — unit id kommyTaTopa, Bcerga paseH 0, noActaBnseTcs B GOpMaTHyHo
cTpoky B Buge ASCIl, no ymonyaHuio BegyLime Hy/m He UCMOb3YHTCSH;

* $U — unit id kommyTaTopa, Bcerga paseH 0x00, noactaBnseTcs B GOPMaTHYHO
CTpOKy B BUAe HEX, mogndurkaTopbl He NoAAepXKMBAKOTCA, pa3mep — Bcerga 1
6auT;

* $s —slot id, noactaBnsaeTca B popmaTHyro cTpoky B Buge ASCII, no
YMOJIYaHUIO BeAyLLie HYNN He NCMONb3YITCS;

* $S —slotid, noacTaBnseTcs B popMaTHyro CTpoky B BUAe HEX, mogundurkaTopsl
He noAAepXnBatoTcs, pasmep — Bcerga 1 6ainT;

* $p — HOMep nHTepdeiica, noacTaBnseTcs B popmaTHyto cTpoky B Buae ASCII,
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MO YMOMYaHWIO BeAyLe HyN He UCMONb3YHTCS;
* $P — HOMep nHTepddeiica, NnoacTaBnsgeTca B popMaTHYHO CTPoky B Buge HEX,
MoAnbUKaTOPbI He MOAAEePXNBAOTCA, pasMmep — Bcerga 1 6ainT.

MNoacTaHoBKa nekcembl B Buge ASCll npeanonaraet, 4To B NakeT nonajatoT
LecTHajLUaTepuYHble 3HaUYeHUs Kaxaoro cmmeona ns tabanubl ASCII. MNoactaHoBKa
nekcemsl B Buge HEX npegnonaraet, 4to B MakeT rnonagaeTt 3HayeHve Kak ecTb, B
61IHapHOM BUe.

Hanpumep, VLAN 123 MoxeT 6bITb NpeacTaBneH B ABYX BUAAX. O6bIUHbIN TeKCTOBbIN
Bua: $v — ASCII (3HaueHnsa cumsonos "1", "2" 1 "3"), B popMaTHyO CTPOKy byaeT
3anuncaHo 3HadveHme 0x313233, pa3mep 3 6aiTa. CneumanbHblin HEX-Bng: $V — HEX
(123 = 0x7B), B dopMaTHyto CTPOKY byaeT 3anncaHo 3HayveHme 0x007B, pasmep 2
6aiTa.

lonyckaeTcs ncnonb3oBaTb 0b6e GopMbl 1eKceM COBMECTHO B O4HOM ¢opmaTHOM
cTpoke. JljonyckaeTcst KOMBUMHMPOBAaTL JiekceMbl B OPMATHOM CTPOKE MPOn3BO/IbHbLIM
06pa3om, B TOM Ymc/ie UCMOJb30BaTh 0bblYHble ASCII-CMBONLI BMeCTe € lIeKceMamMu
B MPOU3BOJ/ILHOM BUJeE.

ObpaTtnTe BHUMaHWe, YTO ANHa GOPMATHOM CTPOKM Kak NPaBuIoO MeHbLLUe
pe3synbTaTa NpeobpasoBaHus. KopoTkas nekcema $i (2 cMMBO/a) Ha BbIXOZE MOXET
6bITb NpeobpasoBaHa B cTpoky 0/0/12 (6 cumBonoB). Ecnu focTrxeHne
MaKCVMasibHOM AnHBI GOPMATHOM CTPOKN MPOUCXOANT Ha YHacTKe Mexay
nekceMamu (cpesm 06bIYHbIX CIMBOOB), AaNbHelLas obpaboTka GopMaTHOM
CTPOKM NpekpaLlaeTcs. B ntobom cnyyae, B nakeT nonagaeT TOJIbKO YCMeLHO
obpaboTaHHasa YacTb GOPMaTHOM CTPOKMN.

MakcmanbHas gnvHa GOpMaTHOM CTPOKM paBHa 64 CMBOJIAM.
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19. DHCP SNOOPING

19.1 BBegeHue B DHCP

DHCP (aHrn. Dynamic Host Configuration Protocol) — npoTokos, no3BonstoLwui
XOCTaM CeTu aBTOMaTNYeCcKN NoJyyaTb CeTeBble HaCTPOMKK, HEOBXO4MMbIe ANS
pabotbl B ceTnt TCP/IP. CtangapT DHCP onwncan B REC 2131.

19.1.1 Coo6bLyeHuns npoTokona DHCP

O6MeH coobLLeHVSMY MexXay KnneHToM 1 cepsepoM DHCP 06bIYHO MHMLMVPYeTCS
KAnMeHToM. [locsie noslyyeHns ceTeBbIX HACTPOEK KJIVIEHT U cepBep MPOAOIKAOT
06MeHMBaTbLCA COOBLLEHUSMY, 0OHOB/SAS CeTeBble HAaCTPOMKK, Tak Kak agpec no
npotokony DHCP BblgaeTcs cepBepoM Ha onpejeneHHoe Bpems.

DHCPDISCOVER — oTnpasnseTcs KIMeHTOM A1s1 O6HapyXeHns Bcex
AocTynHbIX DHCP-cepBepoB B ceTy;

DHCPOFFER — oTnpaBnsetca cepsepom B otBeT Ha DHCPDISCOVER,
npeanaras NpUHATL CeTeBble HaCTPOVKM OT gaHHoro DHCP-cepeepa;
DHCPREQUEST — otnpasnsaeTca kiveHToM onpegeneHHomy DHCP-cepeepy
AN 3anpoca ceTeBbIX HAaCTpoek;

DHCPACK — oTnpasnsetca cepsepoM B otBeT Ha DHCPREQUEST knneHTa,
ABNAETCHA NOATBEPXKAEHVEM MepedaHHbIX CETEBbIX HACTPOeK;

DHCPDECLINE — oTnpaBnsieTcs B Cydae, eCim yKasaHHbIN ceTeBOn ajpec
y>Xe ncrnonb3yeTcs. [ocsie 3Toro coobLLeHWA NpoLecc 3anpoca agpeca 4oMKeH
6bITb MOBTOPEH KJINEHTOM CHayana;

DHCPNAK — oTnpaBnsaeTca cepBepom B Cyyae, ec/ii Ha3HayeHune
nepesaHHbIX CeTeBbIX HACTPOEeK HEBO3MOXHO. [Tocne 3Toro coobLueHus
npouecc NonyvYeHns HaCTPoeK AOJIXKeH 6biTb MOBTOPEH;

DHCPRELEASE — oTnpaBnsieTca KAMeHTOM B C/lydae, eC/in OH 0CBoboxaeT
3aHMMaeMbl agpec. MNpouecc nonyyeHns MoxeT bbITb MOBTOPEH;
DHCPINFORM — oTnpaBasgeTcsa KAMeHToM A5 MoayyeHns oT cepeepa
AOMNOJIHUTENIbHbBIX HACTPOEK CETU.

[MpoLiecc nonyyeHNsa ceTeBblX HACTpoek No rnpotokosny DHCP:

€----------- DHCPDISCOVER= = = = = = = = = = = = -
-------------- DHCPOFFER- = = = = == = == - = - >
PAcP KIEHT
CEPBEP | €------------ DHCPREQUEST - = = = = = = = = = = - -

-------------- DHCPACK- = = = = = = == == = = =>


https://tools.ietf.org/html/rfc2131
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19.1.2 DHCP Snooping

DHCP Snooping — cnyx6a koMMyTaTopa, NpejHa3HaveHHas 415 3aWnTbl OT aTak C
ncnonb3oBaHviem npotokosia DHCP. DHCP Snooping no3BosgeT 3auUTUTb KINeHTa
OT NoJlydeHus ajpeca ot HeHagexxHoro DHCP-cepsepa. Ans KOppekTHON paboThl
DHCP Snooping nHTepdeincsl KOMMyTaToOpa AeNATCA Ha ABe rpynnbl — AOBEpPeHHble
(trust) n HegoBepeHHbIe (untrust). Mpwy HacTporike KOMMyTaToOpa LOBEePEeHHbIMY
nHTepdencaMmm NPUHATO CUNTaTb NHTepdelChbl, 338 KOTOPbIMN HaXOAUTCH
nfosepeHHbIt DHCP-cepBep. OcTanbHble nHTepdencbl CHUTAKOTCA HeJOBEPEHHbIMU.

Mpumep paboTel DHCP Snooping n3obpaxeH Ha cxeme Huxe:

0/1 untrust

0/25 trust
[ 1]
—a © KIIVEHT
el < T _VLAN 100- - - MAC 11:12:13:14:15:16
- IP 88.147.23.16
[ 1|
— KOMMYTATOP s
DHCP CEPBEP ——1
——_

0/2 untrust

(]
HEZIOBEPEHbII
DHCP CEPBEP

1. KnneHT otnpasnset 3anpoc DHCPDISCOVER gnsg o6Hapy>KeH1s AOCTYMHbIX
DHCP-cepBepoB.

2. OTnpaBneHHbln kKnneHToM 3anpoc DHCPDISCOVER aBnsetcs
LMpOKoBeLLaTeNbHbIM, HO 6narogaps DHCP Snooping oH He nonajaet Ha
HegoBepeHHbIi DHCP-cepBep 3a nHTepdericom 0/2, a nepeHanpasnseTcs Ha
AOBepeHHbIN nHTepderc kKommyTtatopa 0/25.

3. KnneHtckuin 3anpoc DHCPDISCOVER goxoanTt fo gosepeHHoro DHCP-
cepsepa. CepBep OTBEYAET Ha Hero, NMocsie 3Toro KJAMEHT MoJlyYyaeT ceTeBble
HaCTPONKMN.
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19.1.3 DHCP L2 Relay

DHCP L2 Relay — 370 nepecblika DHCP-nakeToB ¢ fobaBneHnemM nHoopmayumm o
KNVeHTe, 3anpocmBLLEM CeTeBble HACTPOWMKN, M O CAMOM KOMMYTaTOpe, NPUHABLLEro
DHCP-nakeTbl, B BUAe cneyyanbHomM onumn npotokona DHCP, Option 82. Monyuns
DHCP-3anpoc c onuwven 82, DHCP-cepBep CMOXeT NPUHATb peLleHre O Bbljade
ceTeBbIX HAaCTPOEK K/INEHTY Ha OCHOBaHWMW AOMOJIHUTENIbHOM MHGOPMaLMK U3 Nonew
onuun 82 DHCP-nakeTa. DHCP L2 Relay moxeT paboTaTb Kak He3aBucmMmo ot DHCP
Snooping, Tak 1 coemecTHo. CtaHaapT onncaH B REC 3046.

DHCP onumns 82 cocTouT 13 ABYX NOAOMNLMNIA:

¢ Circuit ID — npoun3Bo/ibHasA CTPOKa, COAEPXKUT OMNKncaHne KINEeHTa,
3anpocuBLLero ajpec;

* Remote ID — npounsBo/ibHada CTpoka, onucbiBatowasa DHCP-peTpaHcnarTop,
NPUHABLLNM 3aNpocC KANeHTa.

19.1.4 DHCP IP Source Guard

IP Source Guard — cnyx6a KOMMyTaTOpPa, C MOMOLLbH KOTOPOW orpaHunymBaeTcs IP-
Tpaduk Ha nHTepdercax. Tpadumk PunbTpyeTcs HAa OCHOBAHUM TabAVLbI KTMEHTOB
DHCP Snooping n Tabnuue ctatnyecknx NnprBa3ok. Tabanua npuBA30K 06bIUHO
yCTaHaB/IMBaeT COOTBeTCTBME MexXay IP-agpecom, HoMepoM nHtepdeiica, MAC-
agpecom 1 VLAN ID. IP Source Guard no3sonsiet npeAoTBpaTUTb CUTYyaLMIO, KOr4a
3/10yMbILLNEHHVK BbIAaeT cebd 3a KMeHTa nNpy noMoLLy nogmeHsl IP-agpeca, Tem
CaMbIM nepexBaTbiBas TPaPpuK, NpeHa3HaAYeHHbIN KINeHTY.

19.2 Hactpouka DHCP Snooping Ha kommyTaTopax AJICMTEK

Cnyx6a DHCP Snooping HacTpanBaeTca B HECKOJIbKO LLaroB. MNpexae Bcero
HeobX0AMMO BKIKOUYNTb FN06anbHO CNyxby, 3aTeM Ha3zHaunTb cnyxbe Homepa VLAN,
B KOTOPbIX HeobxoaMMo cieanTb 3@ DHCP-Tpadukom. MNocne 37oro HeobxoAnmMo
yKasaTb AOBepPeHHbI nHTepdeinc, 3a KoTopbiM HaxoauTcsa DHCP-cepsep.
loBepeHHbIX NHTepdericoB MOXeT 6blTb HECKO/IbKO. Bce ocTasibHble HTepdench!
ByAyT CUNTATbCA HefoBepeHHbIMU (untrust), JOMNONHUTENbHAs HAaCTPOiKa
HeZlOBepPeHHbIX MHTepdencoB Ha KOMMyTaTope He TpebyeTcs.

Yepes HefoBePEHHbI MHTeppEenc KOMMYTaTopa MOTYT NPOXOANTbL TONbKO
KnneHTckme DHCP-nakeThbl. 3TK nakeTbl 6yAyT HanpaeieHbl TONIbKO Ha AOBEepPeHHble
nHTepdencel. Nocne oTeeTa cepBepa Ha KJIMEHTCKUIA 3anpocC agpeca KANeHT NoayymnT
no DHCP Bce HeobxoanMble ceTeBble HAaCTPOWMKN.


https://tools.ietf.org/html/rfc3046
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19.2.1 NowaroBas HacTpoiika DHCP Snooping

Lar 1. NpepBapnTenbHble HACTPOMKM KOMMYyTaTopa

Ansa koppekTHOM paboTel DHCP-snooping Ha komMmyTaTtope AJ/ICUTEK cornacHo
NPUNOXEHHOW CxeMe TpebyeTca Npoun3BeCcTy cieytoLe npesBapuTe/bHble

HaCTPOWKMN.

Co3pgaHue VLAN 100:

vlan database
vlan 100
exit

Hactpoika VLAN 100 Ha KNnMeHTCKUX NHTepdericax:

configure
interface 0/1-0/2
vlan participation include 100
vlan pvid 100

Hactpoiika VLAN 100 Ha cepBeHOM nHTepdeiice:

configure
interface 0/25
vlan participation include 100
vlan tagging 100

LWar 2. BkntoueHue cny>x6ol DHCP Snooping Ha ycTpoiicTBe

ﬂﬂﬂFﬂ06aﬂbHOFOBKﬂmHEHMﬂCﬂyX6bIHGO6XOAMNK)BHHOHHMTbKOMaHAM

configure
ip dhcp snooping
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War 3. 3agaHue VLAN, Ha koTopbix Bk/itoueH DHCP Snooping

[anee, ykasblBaeM OAMH U Heckosibko VLAN, Ha KOTOPbIX AO/KHA 6bITb BKIOYEHA
cnyx6a DHCP Snooping:

configure
ip dhcp snooping vlan 100

B npnmepe DHCP Snooping BkitoyaeTcst Ha VLAN 100. MoxeT 6bITb yKa3aHo
Heckosibko VLAN.

Llar 4. HasHaueHMe poBepeHHbIX MHTepdeicoB ansa DHCP Snooping

Ansa YKa3aHna 4oBepeHHOro I/IHTEp(I)EVIC8 HY>XHO BbIMOJ/IHUTb KOMaHAY:

configure
interface 0/25
ip dhcp snooping trust

B npumMepe nHtepdeinc 0/25 nepeBoanTCcsa B COCTOAHME foBepeHHoro and DHCP
Snooping. JoBepeHHbIX MHTEPdENCoB MOXET HbITb HECKO/IBKO.

19.2.2 NMpoCcMOTpP KINEHTOB

Mocne ycnewHoro noay4vyeHus agpeca KameHTaMmm MOXHO NPOCMOTPeTb Tabanuy
KNVEHTOB C/iefytoLLerl KOMaHAoM:

show ip dhcp snooping binding
MAC Address IP Address VLAN Interface Type Lease (Secs)

11:12:13:14:15:16  88.147.23.16 100 0/1 DYNAMIC 285

Ha npumepe knneHT 3a nHtepdeincom 0/1 nonyumn agpec 88.147.23.16 no DHCP B
100 VLAN. Agpec BbljaeTcs cepBepoM Ha onpegesieHHoe BpeMs. [10 ncreyeHmm 3toro
BpemMeHU (285 cekyHZ B NpuMepe BblLle) KINeHT Jo/XeH byaeT 06HOBUTb Bpems
apeHabl agpeca cornacHo rnpotokony DHCP. Ecnm knveHT He 06HOBUT ajpec 1 Bpems
apeHAbl cteyeT, 3anNncb byaeT yaaneHa 13 tabanubl KOMMyTaTopa.
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Mocne onncaHHbIX Bbille HAaCTpoek KOHGUrypaums kKomMmyTaTopa byaeT cnesytoLe:

(als_sw) #show running-config
vlan database

vlan 100

exit

configure

ip dhcp snooping

ip dhcp snooping vlan 100
interface 0/1-0/2

vlan participation include 100
vlan pvid 100

exit

interface 0/25

vlan participation include 100
vlan tagging 100

ip dhcp snooping trust

exit

exit

19.3 Hactpouka DHCP L2 Relay Ha kommyTaTopax AJICMTEK

Cnyx6a DHCP L2 Relay HacTpamBaeTcsi B HECKOJIbKO LaroB. MNpexae Bcero
HEeobX0AMMO BKIKOUYNTL rN06anbHO CNyxby, 3aTeM Ha3zHaunTb cnyxbe Homepa VLAN,
B KOTOPbIX HE06XxoAMMO cneanTb 3a DHCP-Tpadukom ¢ onuyment 82. Mocne 310ro
HeobXxoAMMO yKa3aTb AoBepeHHbIl (I12relay trust) nHtepdelic, 3a KOTOPbIM HAXOANTCS
DHCP-cepBep. JoBepeHHbIX NHTepderncoB MOXeT b6biTb HECKOIbKO. Takxke
HeobXxoAMMO yKasaTb HegoBepeHHble (I2relay untrust) nHtepdericbl, 06bI4YHO 3TO
nHTepdericel, BeayLne K aboHEeHTCKOMY 060pyA0BaHUIO.

19.3.1 NMowaroBas HacTpoiika DHCP L2 Relay

PaccMOTpYM HACTPOWiKY Ha NprMepe NPOCTOl CXeMbI:

0/25 2relay trust 0/1 12relay untrust

B E/< ------- ' D
]
GED

KIAUEHT
KOMMYTATOP

DHCP CEPBEP
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LWar 1. MpepBapuTenbHblie HACTPOMKM KOMMYyTaTopa

Co3paaHume VLAN 100:

vlan database
vlan 100
exit

Hactpoiika VLAN 100 Ha KneHTCKOM nHTepderice:

configure
interface 0/1
vlan participation include 100
vlan pvid 100

Hactpoiika VLAN 100 Ha cepBeHOM nHTepdeiice:

configure
interface 0/25
vlan participation include 100
vlan tagging 100

LWar 2. BkntoueHue cny>k6bl DHCP L2 Relay Ha ycTpoicTBe

Ansa rnobanbHoro BkaroveHUs cnyxbel DHCP L2 Relay HYy>XHO BbINONHUTL KOMaHAY:

configure
dhcp 12relay

Lar 3. 3agaHmne VLAN, Ha KoTopbIX BkAtoveH DHCP L2 Relay

Ansa ykasaHus VLAN, Ha koTopbix BkatoueH DHCP L2 Relay, Hy>XHO BbINONHUTb
KOMaHAy:

configure
dhcp 12relay vlan 100
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Lar 4. HacTpoiika ¢popmMaTHbIX CTPOK AnsA noneit DHCP Option 82
Hactpoika nogonuuu circuit-id:

configure
dhcp 12relay circuit-id frmtstr enable
dhcp 12relay circuit-id frmtstr "SomeStringWithLexems"
dhcp 12relay circuit-id vlan 100

HacTtpoiika nogonumm remote-id:

configure
dhcp 12relay remote-id "SW1" vlan 100

LWar 5. HazHaueHMe AoBepeHHbIX (trust) N HegoBepeHHbIX (untrust)
nHtepdevicos ana DHCP L2 Relay

HacTtpolika HegoBepeHHOro (untrust) HTepdeiica

configure
interface 0/1
dhcp 12relay

Hactpolika goBepeHHOro (trust) nHtepderica

configure
interface @/25
dhcp 12relay trust
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Mocne onucaHHbIX BbilLe HAacTpoek, KOHPUrypaLma KOMMyTaTopa byAeT ciegyroLeri:

show running-config
vlan database
vlan 100
exit
configure
dhcp 12relay
dhcp 12relay vlan 100
dhcp 12relay circuit-id frmtstr enable
dhcp 12relay circuit-id frmtstr "SomeStringWithLexems"
dhcp 12relay circuit-id vlan 100
dhcp 12relay remote-id "SW1" vlan 100
interface 0/1
vlan participation include 100
vlan pvid 100
dhcp 12relay
exit
interface 0/25
vlan participation include 100
vlan tagging 100
dhcp 12relay trust
exit
exit

19.3.2 JlekcemMbl

Ans BO3MOXHOCTW 3a4aHUSI MPOU3BOJIbHBIX CTPOK MOAOMNLMIA NCMONb3YyeTCs
MeXaHU3M nekceM. Jlekcema — 3TO cneyyanbHbli HABbOop CMMBONOB, KOTOPbIE NpU
BCTaBke GOpMaTHOWM CTPOKM B NakeT 6yAyT 3aMeHeHbl Ha HEKOTOpOe peasibHoe
3HaueHune, cneyndryHoe AN JaHHOMo NakeTa Unr KommyTtaTopa. C MoMoLLbIO
neKceM B rnakeT MOXHO NMOMeCcTUTb HEKOTOPY MHbOopMaLuo ANna cepBepa, Ha
OCHOBaHUW KOTOPOW OH CMOXEeT MPUHATb peLleHre No obpaboTke JaHHOMO nakeTa.

B dopmaTHbIX CTpoKax fonyckaeTcs MCNONb30BaTb NeyaTHble ciMBobl ASCII
(0x20-0x7e), 3a nckntouyeHneM CMMBOA ABOWHbIX KaBblyek (") u obpaTHoro cnewwa (\):

1#$%&#38; ' ()*+,-./
0123456789: ;<=>?
@ABCDEFGHIJKLMNO
PQRSTUVWXYZ[ ]/_
“abcdefghijklmno
pgrstuvwxyz{|}~
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CumBony "$" Npv 3TOM OTBOANTCS PO/b C/TY>KEOHOro, OH UCMOb3YyeTCa AN
0603HauveHNs nekcem. JlekceMbl HAUMHAKOTCA CO Cy>KebHOro cmmeona "$", fanee
MOXEeT UATUN MOANPUKATOP ANVHBI (Heobs3aTenbHbIA NapameTp), Nocie Yyero naet
cnmBon (bykBa), 0603HauaroLas nekcemy. CrMcoK nNekcemM rnpuBeAeH HXe.
MoandunkaTop NCNonb3yeTcs ANA 3afaHNA PaspsaLHOCT 3HaUeHUs. [py 3ToM
HeZoCTaloLme paspasbl JOMONHAKTCHA BEAYLLUNMN HYNAMMU.

JlonycTrmMo ncnosib3oBaHVe To/1IbKO 0 B KayecTse BeAyLLero CMMBoia 1 AVHbI OT 1
20 9. ChegoBaTtenbHo, jonycTuMble MogndukaTopbl — oT 01 go 09. Mogudurkatop 01
NpPUPaBHMBAETCHA K OTCYTCTBUIO MogudurKkaTopa. Micnonb3oBaHne mogndurkatopa
noAAepXrBaeTcs He BCeMU lekceMaMu, AN KaXKA0M 13 HUX MNOAAeP>XKKa YKa3zaHa
VHABWUAYaNbHO.

B cnyuae, ecnn moandukaTop NpUMeHeH K HenmoAAepXXmBatoLLeit ero nekceme, OH
NrHopupyeTcs 1 nekcema byzeT BoiBegeHa 6e3 yueta moamndukaTtopa. B cnyyae, ecnm
KONMYEeCTBO BeAyLUMX Hynel, 3ajaHHoe MoANd1KaTopoM, bonblue
NoAAEPXNBAEMOr0 NeKCeMol, GakTYeckoe YNCI0 3a4aeTC BEPXHUM NpeaenoMm,
noAAep>XK1BaeMbIM IEKCEMOIA.

Ansa pobasneHns B GopMaTHYH CTPOKY CamMoro cMmBoa "$" ncnonb3syeTcs ero
ABOWHOIM BapunaHT "$$".

Mpv 06paboTke nekceMbl aHaNM3aTop NAET NocnesoBaTe/ibHO OT npeduKca BNpaso.
Ecnum Ha nyTn BCTpeyaeTca HenoAdepXnBaembli CAMBOJI, AaHHAasA "NoXHasa" nekcema
NTHOPUPYeTCA 1 He NornajaeT B CTPOKY pe3y/bTaTta, HauMHas ¢ npedurikca v
3aKaH41Bas cCaMVM HernoAAep>XXMBaeMbIM CUMBOJIOM.

TaknmM 0bpa3zom:

$b — npocTo nponajet 13 pe3ynbTaTa;

$\0 (cumBon 0x00) — npocTo NponajeT U3 pe3ynbTaTa;
$ (npoben) — NpocTo NponajeT V3 pe3ynbTaTa;

$$b — B popMmaTHyO CTPOKY A06ABATCA CUMBOALI $b;
$$v — B popMaTHYH CTPOKY J06aBATCA CUMBOJIbI $V;
abc$ — B dopmaTHyto CTpokKy J06aBATCA CMBOLI abc.

Huxe npeacraBsjieH CNMNCOK AOCTYNHbIX JieKCeM:

* $a — IP-agpec kommyTaTopa (Relay), noactaBnseTca B pOpMaTHYH CTPOKY B
Buge ASCII (192.168.128.21), nogaepxumnaeTcs mogndukatop ot 07 go 03
($01a..$03a). Hanpumep, agpec 192.168.10.1 n $03a gaayt pesynbtaT
"192.168.010.001";

* $A — IP-agpec kommyTaTopa (Relay), nogctaBnseTcs B $OpMaTHYH CTPOKY B
Buge HEX (COA88015), moandrkaTopbl He NOAAEPXMBAKOTCH, pa3mep Bcerja
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paBeH 4 6anTawm;

* $r — MAC-agpec kommyTatopa (Relay), nogactaBnserca B $opMaTHYHO CTPOKY B
Buge ASCII (00:13:AA:11:22:33), MoagnduKaTOpbl HE NOAAEPXMBAOTCS,
pPaspAAHOCTL 31eMeHTa Bcerja JOonoNHAeTCa BeAyLUnMn HynsaMu 4o 2
CIMBOJI0B, pa3mep Bceraa paseH 17 cnmBonam;

* $R — MAC-agpec kommyTatopa (Relay), noactaBnserca B $opMaTHYHO CTPOKY B
Buge HEX (0013AA112233), MogudurkaTopbl He NOALEPXKMBAOTCS, pa3mep
BCerja paBeH 6 bartawm;

* $c — MAC-agpec KneHTa, NoactaBndeTcs B opmaTtHyto cTpoky B Buge ASCII
(00:13:AA:33:22:11), MogMdUKaTOPbl HE NOAAEPXKMBAIOTCH, PAa3PALHOCTb
3NeMeHTa Bcerja AOMNoJIHAETCA BeAYyLLVMU HYNSAMU A0 2 CUMBO/IOB, pasmep
BCcerga paseH 17 cumBonam;

* $C — MAC-agpec knveHTa, NoActaBnseTcd B bopmMaTHyr CTPOKY B Bue HEX
(0013AA332211), MmoandumKaTOpbl He MOAAEPXMBAKOTCS, pa3Mep Bceraa paBeH
6 6ariTam;

* $h — hostname KomMyTaTOpa, NOACTaBNSAETCA B POPMATHYHO CTPOKY B BUJeE
ASCII, MogndrKaTopbl He NoAAEPXKMBAKOTCS;

* $v — VLAN ID, noactaBnseTcs B dopmMaTHyto cTpoky B Buge ASCII, no
YMOJIYaHUIO BeAyLLIe HYIN HE UCMO/b3YIOTCS;

* $V — VLAN ID, noactaBnseTcs B GopMaTHyto CTpoky B Buge HEX,
MoanbumkaTopbl He NOAAEPXMBAKOTCH, pa3Mep — Bcerga 2 6ainta (0000..0FFF);

* $i — <unit>/<slot>/<port>, nogcrasnseTca B popmaTHyto cTpoky B Buge ASCII,
MoAVUKATOPbI He NOAAEPXKMBAKOTCH, BeAyLLme HY/IN He NCNO/b3YHTCS;

* $u — unit id kommyTaTopa, Bcerga paseH 0, noActaBnseTcs B GOpMaTHyHo
cTpoky B Buge ASCIl, no ymonyaHuio BegyLime Hy/m He UCMOb3YHTCSH;

* $U — unit id kommyTaTopa, Bcerga paseH 0x00, noactaBnseTcs B GOPMaTHYHO
CTpOKy B BUAe HEX, mogndurkaTopbl He NoAAepXKMBAKOTCA, pa3mep — Bcerga 1
6auT;

* $s —slot id, noactaBnsaeTca B popmaTHyro cTpoky B Buge ASCII, no
YMOJIYaHUIO BeAyLLie HYNN He NCMONb3YITCS;

* $S —slotid, noacTaBnseTcs B popMaTHyro CTpoky B BUAe HEX, mogundurkaTopsl
He noAAepXnBatoTcs, pasmep — Bcerga 1 6ainT;

* $p — HOMep nHTepdeiica, noacTaBnseTcs B popmaTHyto cTpoky B Buae ASCII,
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MO YMOMYaHWIO BeAyLe HyN He UCMONb3YHTCS;
* $P — HOMep nHTepddeiica, NnoacTaBnsgeTca B popMaTHYHO CTPoky B Buge HEX,
MoAnbUKaTOPbI He MOAAEePXNBAOTCA, pasMmep — Bcerga 1 6ainT.

MNoacTaHoBKa nekcembl B Buge ASCll npeanonaraet, 4To B NakeT nonajatoT
LecTHajLUaTepuYHble 3HaUYeHUs Kaxaoro cmmeona ns tabanubl ASCII. MNoactaHoBKa
nekcemsl B Buge HEX npegnonaraet, 4to B MakeT rnonagaeTt 3HayeHve Kak ecTb, B
61IHapHOM BUe.

Hanpumep, VLAN 123 MoxeT 6bITb NpeacTaBneH B ABYX BUAAX. O6bIUHbIN TeKCTOBbIN
Bua: $v — ASCII (3HaueHnsa cumsonos "1", "2" 1 "3"), B popMaTHyO CTPOKy byaeT
3anuncaHo 3HadveHme 0x313233, pa3mep 3 6aiTa. CneumanbHblin HEX-Bng: $V — HEX
(123 = 0x7B), B dopMaTHyto CTPOKY byaeT 3anncaHo 3HayveHme 0x007B, pasmep 2
6aiTa.

lonyckaeTcs ncnonb3oBaTb 0b6e GopMbl 1eKceM COBMECTHO B O4HOM ¢opmaTHOM
cTpoke. JljonyckaeTcst KOMBUMHMPOBAaTL JiekceMbl B OPMATHOM CTPOKE MPOn3BO/IbHbLIM
06pa3om, B TOM Ymc/ie UCMOJb30BaTh 0bblYHble ASCII-CMBONLI BMeCTe € lIeKceMamMu
B MPOU3BOJ/ILHOM BUJeE.

ObpaTtnTe BHUMaHWe, YTO ANHa GOPMATHOM CTPOKM Kak NPaBuIoO MeHbLLUe
pe3synbTaTa NpeobpasoBaHus. KopoTkas nekcema $i (2 cMMBO/a) Ha BbIXOZE MOXET
6bITb NpeobpasoBaHa B cTpoky 0/0/12 (6 cumBonoB). Ecnu focTrxeHne
MaKCVMasibHOM AnHBI GOPMATHOM CTPOKN MPOUCXOANT Ha YHacTKe Mexay
nekceMamu (cpesm 06bIYHbIX CIMBOOB), AaNbHelLas obpaboTka GopMaTHOM
CTPOKM NpekpaLlaeTcs. B ntobom cnyyae, B nakeT nonagaeT TOJIbKO YCMeLHO
obpaboTaHHasa YacTb GOPMaTHOM CTPOKMN.

MakcmanbHas gnvHa GOpMaTHOM CTPOKM paBHa 64 CMBOJIAM.

19.3.3 MpocMOTp CUETUMKOB

B xoge pabotbl cnyxb6a DHCP L2 Relay BegeT nogcyet 06paboTaHHbIX MaKeToB.
CyeTumKM NakeToB MOXHO NPOCMOTPETb KOMaHAOM:

show dhcp 12relay stats trust
Interface Server Packets Server Packets Client Packets Client Packets
With Option 82 Without Option 82 With Option 82 Without Option 8
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19.4 Hactpouka DHCP IP Source Guard Ha KOMMyTaTopax
AJICNTEK

Cnyx6a DHCP IP Source Guard HacTpanBaeTcsa B HECKONbKO LLaro.. Npexae Bcero
HeobxoAMMO BKJIHOUUTL rNobanbHO cny6y DHCP Snooping, 3aTeM Ha3HaunTb
cny>x6e DHCP Snooping Homepa VLAN, B KOTOpbIX HeE06X0AMMO cneuTb 3a DHCP
Tpadukom. MNMocsie 3Toro HeobxoAMMo BKAOUUTB IP Source Guard Ha KAMEHTCKMX
nHTepderncax. ONUMOHaNBLHO MOXHO 334aTb CTAaTUYECKY0 NPUBA3KY KAMEeHTa No
MAC, IP 1 VLAN K KOHKPeTHOMY nHTepdecy.

Ha kommyTaTopax AJICMTEK ecTb ABa pexunma paboThl IP Source Guard: pexum
NpoBepKy COOTBETCTBWA TONLKO IP-aapeca, BblfaHHOro foBepeHHbIM DHCP-

CcepBepoOM KMNEHTY, 1N pexmnm nposepkn cooteetcTeud IP-agpeca n MAC-agpeca
(oAHOBpPEMEHHO) K/IeHTa.

19.4.1 NowaroBas HacTpoiika DHCP IP Source Guard

PaccMOTPUM HaCTPOIiKy Ha NpUMepe NPOCTOM CXeMbI:

0/1 untrust

0/25 trust

—— KAVIEHT
__—— < - _VLAN 100~ - - MAC 11:12:13:14:15:16
- IP 88.147.23.16
[ 1
CE—— KOMMYTATOP
DHCP CEPBEP

KAWEHT
MAC 16:15:14:13:12:11
IP 88.147.23.16
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LWar 1. MpepBapuTenbHblie HACTPOMKM KOMMYyTaTopa

Co3paaHume VLAN 100:

vlan database
vlan 100
exit

Hactpoiika VLAN 100 Ha KneHTCKOM nHTepderice:

configure
interface 0/1
vlan participation include 100
vlan pvid 100

Hactpoiika VLAN 100 Ha cepBepHOM nHTepdelice:

configure
interface 0/25
vlan participation include 100
vlan tagging 100

LWar 2. BkntoueHue cny>x6bl DHCP Snooping Ha ycTpoiicTBe

Ansi rno6anbHOro BKAKOUYEHUS CyXX6bl HEO6XOAVMO BbIMONHUTL KOMaHAY:

configure
ip dhcp snooping

Lar 3. 3agaHune VLAN, Ha KoTopbiX BKAtoYyeH DHCP Snooping

[lanee, ykasblBaeM O4MNH UM HeckobKo VLAN, Ha KOTOPbIX AO/IXKHA ObITb BKAKOYEHA
cny>x6a DHCP Snooping:

configure
ip dhcp snooping vlan 100
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B npumepe DHCP Snooping Bkntovaetcs Ha VLAN 100. MoxeT 6bITb YKa3aHo
Heckonbko VLAN.

Lar 4. BkntoueHune IP Source Guard Ha K/IMEHTCKUX NHTepdecax

BkntoueHune npoBepku IP-agpeca Ha nHTepdeiice 0/1:

configure
interface 0/1
ip verify source

Bkniountb nposepky IP-agpeca n MAC-agpeca Ha nHtepderice 0/1 (onNuUMOHaNbHO):

configure
interface 0/1
ip verify source port-security

Lar 5. HasHaueHUe aoBepeHHOro nHTepderica

B npumepe Huxe Ha3zHavaeTca goBepeHHbIM nHTepdeinc 0/25:

configure
interface 0/25
ip dhcp snooping trust

LWar 6. CtaTnyeckoe Ha3HayeHUe agpecoB (ONLMOoHa/IbHO)

Ansa ctaTuyeckon NpuBA3KKU K onpegeneHHomy nHtepdeincy MAC v IP-agpeca B
onpegeneHHomMm VLAN ncnonb3syertca komaHaa:

configure
ip dhcp snooping binding 11:12:13:14:15:16 vlan 100 88.147
.23.16 interface 0/1
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B npumepe ana nHtepderica 0/1 paspeweH Tpapurk ¢ MAC-agpeca 11:12:13:14:15:16
Bo VLAN 100, c IP-agpecom nctovHuvka 88.147.23.16. Becb ocTanbHOM Tpadmk Ha 3TOM
nHTepderce byaet 610KMpoOBaH, B TOM Uncie n DHCP.

Mocne onncaHHbIX Bbille HAaCTPoek KOHPUrypaums kKomMmyTaTopa byaeT cnesytoLe:

show running-config
vlan database
vlan 100
exit
configure
ip dhcp snooping
ip dhcp snooping vlan 100
ip dhcp snooping binding 11:12:13:14:15:16 vlan 100 88.147.23.16 interface 0/1
interface 0/1
vlan participation include 100
vlan pvid 100
ip verify source port-security
exit
interface 0/25
vlan participation include 100
vlan tagging 100
ip dhcp snooping trust
exit
exit
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20. DYNAMIC ARP INSPECTION (DALI)

Dynamic ARP Inspection (TakxXxe ncnonb3yeTtcsa Ha3BaHMe Dynamic ARP Protection) —
byHKLMA KOMMYyTaTopa, NpeAHasHayvYeHHasa Ana NpefoTBPaLLeHVs aTtak ¢
ncrnonb3oBaHvemM npoTtokosna ARP. MNMpumepom Takmx atak siengetca ARP Spoofing, B
pe3ynbTaTe KOTOPOM MOXeT bbITb NepexsayeH Tpadbuk Mexay y3namm B rnpegenax
O4HOrOo WNPOKOBeLLaTe/IbHOro JoMeHa. PyHKLMA paboTaeT TONbKO C NakeTaMum
npotokona ARP v He BAnsieT HanpsaMyro Ha TpaduK Nonb3oBaTenen n gpyrue
NMPOTOKObI.

20.1 BBegeHvie B Dynamic ARP Inspection

[AaHHast PYHKLUUSE KOMMYTATOPA YCI0BHO AeNUT MHTepdeicbl KOMMYTaTopa Ha ABe
rpynnbi:

* foBepeHHble (trust). MNakeTbl ARP, npuxoadaLume Ha 3TV UHTepdencsl, He
06pabaTbIBatOTCA N NepechbNatoTCA Kak 06bIYHO;

* HegoBepeHHble (untrust). Kaxxabii naket ARP, npuxoaaLumii Ha 3Tu
NHTepdericbl, NpoBepseTca No rpynne ycaoBuii, 0 KOTOPbIX NOAPO6HO
CKa3aHo HuXxe.

MpoBepKu, KOTOPble MPOU3BOAUT KOMMYTATOP, MOXHO pa3AennTb Ha TPU rpynnbl:

* cooTBeTCTBME 0b6LMM NpaBunam ana ARP-nakeTa. B 3TOM NyHKTe NnpoBepsAeTcs
COoOTBeTCTBME 3aronoBka ARP-nakeTta 1 ero coAepXxnmMoro Bo nsbexaHue
nepejayv 3aBelOMO HeNPaBW/IbHbIX MAaKeTOB B CEThb;

* paspeLueHne CorfnacHo CTaTuyeckmm Crmckam AoCTyna, NnepeymncieHHsIM B
KOHGUrypaumm KOMMyTaTopa;

* paspeLueHe CornacHo AnHaMmyeckom MHGopMaLMm o KIneHTax,
NONYYMBLUNX CeTEBble HAaCTPOMKK No npoTokosy DHCP. B 3ToM nyHKTe Takxe
npoBepsaeTca COOTBETCTBME CTaTuYecknM npmeaskam DHCP, ecnin oHW ecTb.

20.2 Dynamic ARP Inspection Ha kommyTaTopax AJICMTEK

Hactpoiika DAl npon3BoANTCSA B HECKO/IbKO 3TanoB. MNpexe BCcero Hy>XHO rnobanbHo
BKIOUUTE cnyxby Dynamic ARP Inspection Ha onpegeneHHom VLAN. VLAN, B
KOTOPbIX 6YAyT NnepexBaTbiBaTbCAd ARP-nakeTbl, MOXeT 6bITb HECKO/bKO. [lanee
HeobX0AMMO yKa3aTb Kakme MHTeppencbl KOMMYTaTOpPa HYXXHO CYMTaTb
JoBepeHHbIMU (trust), a Kakme — HefoBepeHHbIMU (untrust).

TakXXe MOXHO AOMONHUTENIbHO YKa3aTb 0CObble ONuuMY Banujauum nepexsavyeHHbix B
yka3saHHbIX VLAN naketos ARP. Banngaumto naketoB MOXHO MPOBOANTL MO TPeEM
NYHKTaM:
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* Source MAC — npoBepseTca coBnageHve nonga Source MAC B 3aronoeke
Ethernet n 3HaueHune nona Sender MAC B Tene ARP-nakeTa B 3anpocax v
otBeTax ARP;

¢ Destination MAC — npoBepsieTca coBrnageHve nonga Destination MAC B
3aronoBke Ethernet v 3HaueHuve nons Target MAC B Tene ARP-nakeTa B
oTBeTax ARP;

* |P — npoBepsieTca nose Sender IP B ARP-nakeTax 3anpocoB 1 OTBETOB V1
none Target IP B oTBeTax. Agpeca B 3TUX NoAsAX He MoryT 6bITb paBHbl 0.0.0.0,
255.255.255.255, He MoryT 6bITb MyNbTUKaCT-apecamu, agpecamu U3 noacetin
240.0.0.0/4 vt appecamun 13 nogcetn 127.0.0.0/8.

Mo yMOnYaHMIo BCe TUMbI BaNUAaLMM OTKIKOYEHbI. VIX MOXHO BK/IHOUATb B HO6bIX
KOMBUHaLNSAX, HE3aBUCKMMO ApYr OT Apyra, rMobanbHO A5t BCEro KOMMyTaTopa.

20.2.1 Hactpoiika Dynamic ARP Inspection

B x0o4e HacTpoliku Mbl ByeM MCNOb30BaTb TUMOBYH CXeMY, N306paXeHHYH Ha
PUCYHKE HUXe:

3N0YMBbILTEHHNK

(.

0/25 trust KIEHT 1
IP1 MACT
[ ]
]
DHCP CEPBEP 0/2 KNVEHT 2
P2 MAC2

KIWEHT 3
IP3 MAC3
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Ha pucyHKe n3obpaxeH KOMMYTaTop, K KOTOpoMy yepe3 nHTepdencel 0/1, 0/2 n 0/3
NOAK/IFOYEHbI KNNEHTbI. 3TU KANEHTbI MOJly4YatoT ceTeBble HacTponkm ot DHCP-
cepBepa, MNOAKNKOYEHHOro K nHTepdeincy 0/25.

B 06bI4HON cUTyaLMm MOXeET b6bITb MpoBeeHa aTaka c nogMeHol nakeTos ARP
cnepyroLwmmM 0bpasom:

* KnneHT 3 BbicblnaeT broadcast ARP-3anpoc Ha nowuck IP2. Mockonbky 3anpoc
LLNPOKOBeLLATEe/IbHbIN, ero yBUAAT BCe K/INEHTbI, @ UIMEHHO KJINeHTbl 1 1 2;
® KNVEHT 2 Ha 3anpoc ARP oTBeyaeT BannaHbIM ARP-0TBETOM, MOCKONLKY IP 2
nprHaanexmnT emy. B otTBeTe yka3sbiBaeTca MAC 2. OTBeT HanpasneH Ha MAC
3
* 3/10yMbILUJIEHHVK Ha K/ineHTe 1 oTBeYaeT Ha 3anpoc ARP HeBannaHbIM ARP-
OTBETOM, B KOTOPOM Yyka3aH IP 2 n MAC 1. OTBeT Hanpasnsetca Ha IP 3, MAC 3;
* MOXET CNOXUTbCS CUTYyaLms, Npu KOTOPOo oTBeT ARP OT 3/10yMbILLNIEHHUKA
byZeT noslyueH paHee Ha KveHTe 3, U OH byAeT cunTaTb, 4To IP 2 nmeeT xocT
¢ MAC-agpecom MAC 1. B 3ToM ciyyae Tpadpuk, npesHa3sHaueHHbIN KINeHTY 2,
byzeT Ha caMOM Jiefie HanpasieH KIneHTy 1;
* fasiee 310YMbILLUIEHHUK Ha KJIneHTe 1 aHanornyHelM o6pasom MoxeT
nogmMmeHNTb ARP-0TBeT Ans KNveHTa 2, KOoTopbli byaeT nckate MAC-agpec
KAneHTa 3.

TakumM 0bpa3om, rnocsne ycnewHom nogmeHbl ARP-0TBETOB, TpaPuK Mexay KIneHTamu
2 N 3 byaeT NpoxXoAnTb Yepes KneHTa 1, Npy 3TOM y3HaTb 06 3TOM KAMEHTbI 2 1 3 He
cmoryT. Cnyxba Dynamic ARP Inspection no3sonsieT npefoTBPaTUTb NOA406HbIE
aTaku, 3abnoknposaB ARP-nakeTbl, KOTOpble coAep>aT B CBOeM Tene IP-agpec nnu
MAC-agpec, KOTopble He MOryT 6bITb MPUHATBI C JAHHOIO VHTepdeiica.

LWar 1. NpepBapnTenbHasa HacTpoika
Ansa koppekTHO paboTel Dynamic ARP Inspection Ha kommyTaTope AJ/ICMTEK
COrN1acHO NPUJIOXKEHHON cxeme TpebyeTcs NpPou3BecT ciefyroLme

npejBapuTenbHble HaCTPONKU:

CozpaaHume VLAN 100:

vlan database
vlan 100
exit
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Hactpoika VLAN 100 Ha abOHeHTCKUX nHTepdericax:

configure
interface 0/1-0/3
vlan participation include 100
vlan pvid 100
exit
exit

Hactpoika VLAN 100 Ha uplink:

configure
interface 0/25
vlan participation include 100
vlan tagging 100
exit
exit

LLar 2. BkntoyeHne Dynamic ARP Inspection Ha VLAN

Cnyxba BkntovaeTcs Ha onpegeneHHoM VLAN, KOTOPbIX MOXeT bblTb HeCko/1bKo. Bce
ARP-nakeTbl, BXOAdALWME Ha KOMMyTaTop B 3TuX VLAN, 6yayT nepexBayeHsbl U
npoBepeHbl Nepes OTrNPaBkon. ANA BKAOYEHWA NCMOJb3YyeTcss KOMaHAa:

configure
ip arp inspection vlan 100
exit

MNocne BbINONHEHVS 3TOM KOMaH/Abl Bce ARP-nakeTbl, BXoAdALME Ha KOMMYTaTOp BO
VLAN 100, 6yayT nepexBaTbiBaTbCA U 06pabaTbiBaTbCs cyx60M Dynamic ARP
Inspection. Mockonbky HM DHCP, HM pa3peluatowvie npasuia ARP ACL ewe He
HacTpoeHsbl, nakeTbl ARP 6yayT oTbpackiBaThCs. [NpoBepka ARP-nakeToB cnyx60om
Dynamic ARP Inspection npon3sBoAnTCcA Nocsie NpUMeHeH s BXOAHbIX Npasun (port-
based VLAN B Hawewm npumepe).
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Lar 3. HasHaueHne foBepeHHbIX NHTepdeicoB

Ha poBepeHHbIX MHTepdercax npoBepka ARP-nakeToB He byaeT npon3BoAnTbCS. Kak
NpaBwW/Io, 3TO NHTePPENC U HECKONBKO NHTePdENCcoB, KOTOPbIMU KOMMYTaTOpP
CoeAMHSAETCA C BblLLeCTOosILen ceTbio NpoBaiaepa.

configure
interface 0/25
ip arp inspection trust
exit
exit

Bce ocTanbHble HTepdenchl byayT cuMTaTbCA HeJOBepPeHHbIMU (untrust),
AOMNONHUTENIbHAsA HaCTPOViKa ANs HUX He TpebyeTcs. MNocne BbIMOIHEHWSA 3TON
KoMaHAbl ARP-nakeTbl, npuxogsiune c uHTepdeinca 0/25, He byayT oTbpacbiBaTbCA U
npoBepATbCa cnyxbor Dynamic ARP Inspection, MOCKONbKY 3TOT MOPT cUMTaeTCs
JOBepPeHHbIM.

Lar 4. Hactpoiika DHCP Snooping Ha kKomMmyTaTope (onLMoHasbHO)

MNMockonbky paspewleHrie ARP-nakeToB MOXeT ObITb NOAYy4YeHO AM60 Ha OCHOBAHUY
cnmckoB goctyna ARP, nn6o Ha ocHoBaHUK Tabanubl knneHtos DHCP, Heobxoanmo
HACTPOUTb XOTS 6bl OAHY 13 3TUX CNYX6. Ecnv He ByaeT HacTpoeHa HX 04Ha 13 CNTYXO,
TO Becb Tpaduk ARP Ha HegoBepeHHbIX (untrust) MHTepdeincax byaeT oTOPOLLEH.

MNoppobHee Npo HacTporiky DHCP Snooping MOXHO MpoumnTaTh B COOTBETCTBYHOLLEN
rnase. lNMpurBegem KOHGUTypauMIo AN Hallero nprmepa:

configure

ip dhcp snooping

ip dhcp snooping vlan 100
interface 0/25

ip dhcp snooping trust
exit

exit

N3 koHPUrypaumm sngHo, 4to DHCP Snooping BktoueH rnobanbHO, BKJIHOYEH Ha
VLAN 100, a Takxe 0/25 nHtepdeinc NpuHAT AoBepeHHbIM (trust) ans cnyxx6el DHCP
Snooping. Tenepb Npu NOAyYeHUN agpeca KIneHToM 1 (Ha cxeme), nony4veHHbIn |P-
agpec n MAC-agpec knmeHTta byaet 3anuncaH B Tabamuy DHCP-knneHToB, a Dynamic
ARP Inspection pa3peLlunT npoxoxaeHune naketos npotokona ARP Ha 3ToM
nHTepderice oT JaHHOro KneHTa no ero IP n MAC agpecam.



271
643.PHK.50159-01 32 01

War 5. Co3paHue cnucka aoctyna ARP (onuvoHanbHO)

B HeKoTopbIX cnyvasx HeobxoArmo HacTponTb Dynamic ARP Inspection 6e3
BkntouveHus DHCP Snooping, 3agas cnucok paspelueHHblXx MAC n IP-agpecoB
BPYYHYt0. [INA 3TOro UCNOJIb3yTCA cneunanbHble cnnckn goctyna ARP.

Huxe npmnseaeH NnpumMep paspelleHnsa oTrnpaskn ARP-naketos ¢ MAC-agpecom
08:60:6€:6f:5b:6¢ 1 IP-agpecom 88.147.23.16:

configure
arp access-list "LIST1"
permit ip host 88.147.23.16 mac
host 08:60:6e:6f:5b:6¢
exit
exit

lNocne co3aaHMaA CNCOK AOCTyNna He BAVAET Ha npoxoxaeHne ARP-nakeTtos. [1na Toro,
YTODObI OH NPUMEHWUICA, HY>KHO IBHO HaCTPOUTb NMPUBSA3KY K onpegeneHHomy VLAN
ABHO. [paBui B CNCKe A0CTYMNa MOXET ObITb HECKObKO, AOMYCTUMO CO34aBaTb
TONbKO pa3peLlatoLyme. HactpameaTb cnnckn goctyna ARP He 065a3aTenibHO,
nockonbky Dynamic ARP Inspection MoxeT Ncnosib30BaTh AaHHble 13 Tabnumubl DHCP-
KNeHTOB ANa NnpoBepkn ARP-NakeToB, KaK yXe 6b1710 CKa3aHo B NpejblyLieM Liare.
TeM He MeHee HeO6X0AMMO, UTODbI XOTHA Bbl OANH UCTOUYHWK pa3peLleHuns 6bin
HacTpoeH — nnb6o DHCP, nnbo cnuckmn goctyna ARP. B npoTMBHOM c/lyyae BeCb
Tpaduk ARP Bo VLAN, ans KoTopblx BKIOUYeHa cnyxba Dynamic ARP Inspection, byzet
6/10KMPOBaH Ha HefoBepeHHbIX (untrust) MHTepdencax.

LWar 6. MpumeHeHune cnucka aoctyna ARP Ha VLAN (onuyunoHanbHO)

configure
ip arp inspection filter "LIST1" vlan 100
exit

MNocne 31O HacTponky Bce ARP-nakeTbl, mepexBayeHHble Ha HeJoBepeHHbIX (untrust)
noptax Bo VLAN 100, 6yayT NpoxoAnTb NPOBEPKY COOTBETCTBMS NpaBuaaM Crmcka
goctyna c umeHem "LIST1". K ogHomMy VLAN MOXHO NpuBsA3aTh TOIbKO OAUH CMNCOK
pocTyna. Ecnm naket nonazeT Noj OAHO 13 NpaBua CNmMcka AOCTyna, OH byaeT
CUMTATBLCA paspeLleHHbIM 1 MpoBepKa 3aBepLunTca. Ecav nakeT He NogOoNAEeT HU MNOA
04HO 13 npaeun (Bkaro4vas DHCP), nakeT 6yaeT cunMTaThCs 3anpeLLeHHbIM 1 byaeT
oTHpOLLEH.
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EcTb ABa pexvMa npmBssKkn cnncka goctyna K VLAN. MNepBblid, NpyBeAeHHbIV B
npvmepe BbilLe, pa3speLuaeT NnpojomkeHne nposepkn ARP-nakeTa no tabanue DHCP-
KNeHTOoB. BTopon pexunm, static, Takyro NpoBepKy 3anpeLyaer:

configure
ip arp inspection filter "LIST1" vlan 100 static
exit

Mocne Takown HacTporikn Bce 3anpeLleHHble ARP ACL nakeTbl 6yayT OTOpPOLLEHbI, BHE
3aBUCUMOCTK OT cocTossHns DHCP-Tabanupbi.

20.2.2 3apaHue pexxuma Banungauuvm ARP-nakeToB

Bannaauma ARP-nakeToB Npon3BOAUNTCA A0 MPOBEPOK Mo crnrckam goctyrna ARP u
DHCP. Pexxum Banngaumm ARP-nakeToB 3ajaeTcs rnobanbHO AN BCen CyXO6bl 1
coctouT 13 Tpex ¢pnaros: SRC MAC, DST MAC, IP. ®narv MOXHO yCcTaHaBAMBaTb
He3aBMCUMO ApYr OT Apyra, B 110601 KOMOUHauMn. 1o ymon4aHnio Banngaums
nakeToB OTKAOYeHa. Ecnv nepexBayeHHbIV NakeT He NporeT BanAaLmio rno
NO60MY 13 BKIKOYEHHbIX MYHKTOB, OH ByAeT OTOpOoLUeH, AafbHellas nposepka (no
cnnckam goctyna ARP vnm no Tabnunue knneHtos DHCP) He npoun3BoanTCS.

MprMepbl HACTPOMKM BCEX TPEX MYHKTOB:

configure
ip arp inspection validate src-mac dst-mac ip
exit

MpuMep HacTponKkn Nposepkn TonbKo SRC MAC:

configure
ip arp inspection validate src-mac
exit

MpOCMOTpP HACTPOVIKK:

show ip arp inspection
Source MAC Validation.........oueiiienrennennns Enabled
Destination MAC Validation..................... Disabled
IP Address Validation..........uuiiiiinennennnn Disabled
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20.2.3 IamMeHeHue pe>XkruMa JIOrTMpoBaHUA OTOPOLLEHHbIX NaKeToB

Cnyx6a Dynamic ARP Inspection npu 06paboTke NakeToB MOXeT BbIBOAUTL B
CUCTEeMHBbI 10r KOMMYTaTopa AamMn oToépoLLeHHbIX NakeToB. [10 3TVM AaMnamM MOXHO
BNOCNEACTBUM ONpeAennTb NCTOYHMK aTaku. Mo yMonyaHuto Bce OTOPOLLEHHbIe
nakeTbl 3aHOCATCA B CUCTEMHBI 10r KOMMYTaTopa. YTobbl BbIKNHOUYNTL 3TY GYHKLNIO,
BbINONHNTE KOMaHAY:

configure
no ip arp inspection vlan 100 logging
exit

CoobLueHre cnyX6bl MOXeT BbIrsa4eTb CiefyoLwyM obpasom:

<5> arpinspection_control.cpp:384 [2000.01.01 00:14:30] MSG(18): 'ArpInspection:

Got a invalid ARP packet from @/16 in VLAN 999, Ethernet II: DST ff:ff:ff.ff:ff
:ff SRC 08:60:6e:6f:5b:6c, packet is: ARP REQUEST from 224.17.1.100 (08:60:6e:6f
:5b:6c) to 172.17.1.1 (ff.ff:ff.ff:ff:ff)"'

20.2.4 3apaHvie nopora oTK/AOYeHNA nHTepdenca

Y cnyx6bl Dynamic ARP Inspection eCTb AONOIHUTENbHAA BO3MOXHOCTb, NpU
npeBbILLEeHNN onpejeneHHOro konnyectsa ARP-naketoB Ha HTepdeiice cnyxba
MOXeT 3ab/10kMpoBaTh NHTepdenc, TeM CaMbiM NMpepBaB BeCb NOToK Tpadwuka. No
ncTeyeHNU onpeseneHHoOro BpeMeHu cy>k6a BOCCTaHOBUT UHTepdeinc, U OH
NPOAOIKXNT paboTy. MHTepdenc oTknrovaeTca dunsmueckm (shutdown).

AN BKAOYEHWS 3TON GYHKLUMN NCMOb3YeTcss KOMaHAa:

configure
interface 0/1
ip arp inspection limit rate <packets> bur
st interval <sec>
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KomaHga yctaHaBnmBaeT nopor B packets naketos ARP, KOTOpble MOryT NPONTY 3a
seconds cekyHZA. Ecnv konnyecTBo nakeToB 3a seconds CeKyH/, NPeBbICUT YKa3zaHHoe
4YKCNIO, TO NHTepdelic byaeT 3a610kMpoBaH. B MOMeHT 610KMpoBaHus nHTepdelica
HauMHaeTcs OTcYeT BpeMeHW BOCCTaHoBNAeHUS. Korga 3To Bpems ucrteyet, nHtepoenic
byAeT BOCCTaHOB/NEH.

o yMOnYaHWM orpaHmyeHie Ha Kon4YecTBo NakeToB ycTaHoBNeHOo B 15 ARP-
nakeToB B CeKyHAy. Ero Tak)xe MOXHO OTKNH0UUTb KOMaHAOW:

configure
interface 0/1
ip arp inspection limit none

B cnyyae oTk1r0UeHUs, NPy NpeBbILLeHN KONUYeCTBa NakeToB B CEKYHAY,
NHTepderic He byaeT 610KNPOBATLCA.

Ans yripaBieHNA NHTEPBa/IOM BOCCTAaHOBNEHNA NCMOJIb3YEeTCA KOMaHAa:

configure
ip arp inspection recovery interval <seconds>

Bpems BoCCTaHOBNEHWS YKa3biBaeTCHd B CEKYHAAX, MO YMOMYaHMIO OHO pasHOo 300
CeKyHZaM, TO eCTb Yepes 5 MUHYT 3a610KMPOBaHHbIN MHTepdenc BHOBb MPOAO/IKAT
CBOKO pabory.

20.2.5 MpoCcMOTp COCTOSAHUA N CHETUYUNKOB

Y cnyx6bl Dynamic ARP Inspection eCcTb HECKO/IbKO KOMaHZ A5 NoayYeHns
COCTOAHUA N cYeTUMKOoB. KoMaHZa HUXe BbIBOAUT cocToaHMe VLAN, npuBA3aHHbIX K
HUM CrNCKOB AocTyna ARP, pexxrma normpoBaHmsa oT6POLLEHHbIX MAKeTOB, a TakXKe
PexXvm MPUBHA3KN:

show ip arp inspection

Source MAC Validation.........coviiiiiniennennnn Disabled
Destination MAC Validation..................c... Disabled
IP Address Validation...........ouiiiinnennennnn Disabled
VLAN Configuration Log Invalid ACL Name Static

100 Enabled Enabled LIST1 Disabled
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CnepytoLlas KOMaHAa BbIBOAUT CHETUMKN 06paboTaHHbIX NakeToB:

show ip arp inspection statistics
VLAN Forwarded Dropped

100 4 2

JTa KOMaH/a nokasblBaeT KOJINYeCTBO MPONyLLEeHHbIX 1 OTOPOLLEHHbIX NaKeToB AN
Bcex VLAN, Ha KOTOpbIX HacTpoeHa cnyxba Dynamic ARP Inspection.

KoMaHaa HUXe BbIBOAUT CHETUMKN 06paboTaHHbIX MAKeToB A/15 ONpeAeneHHoro
VLAN:

show ip arp inspection statistics vlan 999
VLAN DHCP Drops ACL Drops DHCP Permits ACL Permits Bad Src MAC Ba
d Dest MAC Invalid IP

OJTa KOMaHZa NoKasblBaeT KONMYeCTBO OTOPOLLEHHbIX MaKeTOB COrNacHo npaBuiam
DHCP (DHCP Drops) n ARP ACL (ACL Drops), nponyLLeHHbIX COrfiacHO npasuiam
DHCP (DHCP Permits) n ARP ACL (ACL Permits), a Takxxe KOINYeCTBO OTHPOLLEHHbIX

NnakeToB, He npoLueALLnX Bannaaumio no kaxgomy 13 tunos (Bad Src MAC, Bad Dest
MAC, Invalid IP).

OuncTUTb cyeTUMKM cnyxbbl Dynamic ARP Inspection MOXHO KOMaHZOW:
clear ip arp inspection statistics

HacTtpolku cnyx6bl 1 BpeMsi 0 BOCCTaHOBNEHUSA 3a6/10KMPOBaHHbIX MHTepdelncos
nocsie OUNCTKM CTAaTUCTUKN HEe MEeHSATCS.
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21. QOS (QUALITY OF SERVICE)

21.1 BBegeHue B QoS

TepMrHomM QOS 0603Ha4atOT KOMMAEKC Mep ANSA NOBbILIEHNS KayecTBa
npeAocTaBneHns yciyr B UMGpoBbIX ceTax. MexaHn3m paboTtbl QoS 6a3npyeTcs Ha
06X COrNaLLeHUAX Mexay NPon3BOANTENSMI CETEBOro 060pYyA0BaHNS U
OMNUCbIBAETCA B HECKOJIBKMX CTaHAAPTaxX Ha Pas/INYHbIX YPOBHSIX OpraHm3aumnmy ceTtu.
Kak npaBunno, komMyTaTopbl L2+ An15 NOBbILLEHWA KayecTBa YCIyr NCMONb3YyHT
nHpopmauwmto ns Tera 802.1q u IP-3aronoBka nakera.

B knaccnyeckom BapuraHTe pesysibTaToM paboTbl MexaHn3MoB QOS aBnseTca NosiHoe
NPOXOXAeHWe BbICOKOMPUOPUTETHOro Tpaduka (Hanpumep Tpaduka IPTV), B Tom
yKncse 3a CHeT NoTepu HU3KONPUOPUTETHOIO Tpaduka:

KOMMYTATOP

other

21.1.1 Ha3HauyeHve npuopuTeTa TpadunKa rno NosAM nakerta

HasHaueHVe npropuTeTa onpeseneHHOMY TpadrKy nNo NoasaM naketa MoxXeT ObiTb
npon3BeeHo C NMOMOLLLIO co34aHnA NonnTukK QoS. Kak npasunio, Nnpyv onmcaHum
NONNTNKN yKa3blBaeTCs, K KAKOMY Tpadrika OHa NPUMEHSIETCH, U Kakue AencTBuUA
HeobxoAMMOo NpounsBecTu ¢ Tpadumkom. Nonsa 1 4encTBrUa MOryT Pas3nnyaTbCs y
pPa3HbIX NPON3BOAUTENEN.

21.1.2 floBepue meTkam 802.1p (CoS)

Pexxnm pgosepusa metkam 802.1p (mone PRI B meTke 802.1q nakeTta) Npon3BoAnNT
NPUOPUTU3ALNIO BXOAALLEro Tpadrka Ha OCHOBaHUN 3HaYeHna meTku CosS.
3HayveHMe CoS B nakeTax MOXeT 6bITb BbICTaBNE€HO Ha abOHEHTCKOM 060pyA0BaHUN
nnn Ha obopyzLoBaHUK ypoBHS AocTyna. MNMone CoS nmeet annHy 3 6UTa N MOXeT
NPpYHMMaTL 3HayeHna ot 0 4o 7.
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MonoxeHne metkn 802.1p (CoS) B NakeTe N306paxeHO Ha CXeme HUXE:

DMAC SMAC VLAN Ethertype | Data ...

/ —~

TPID |PRI/CFI/VID

/ —

802.1p | CFI VID

21.1.3 floBepue meTkam DSCP

Pexxnm pgosepusa metkam DSCP (4actb nonqa DS B IP-3aronoske, 3aMeHyBLLErO CTapoe
rnone ToS B nocnefHUX pegakumax |IP-3aronoska) NponsBoAUT NPUOPUTN3aLNIO
Bxoasuero Tpadurka Ha OCHoBaHUK 3HaveHUs MmeTk DSCP. 3HaueHune nonsg DSCP
MOXeT ObITb BbICTaB/IEHO NMPUNOXEHUSAMU KNEHTA, HEKOTOPbIM abOHEHTCKMN
yCTPOMCTBaMM NN 060pyLoBaHMEM YPOBHS focTyna. MNone DSCP nmeet ganHy 6 61t
N MOXET NpuHMMaTh 3HadeHus ot 0 go 63.

MonoxeHwne meTkn DSCP B 3aronoske IP-nakeTa n306paxeHo Ha CXxeme HUXe:

Version DS | Len ID Offset TTL | Proto FCS | IP-SA | IP-DA Data...

[~

DSCP FC

21.2 QoS Ha kommyTaTopax AJICMTEK

Ha kommyTaTopax AJICUTEK nmeeTtca 8 BbIXOAHbIX OYepejein AN KaxAoro nopra.

STanbl 06paboTky nakeTa B kommyTaTtopax AJICUTEK MOXHO onmncatb ciesyrowmm
obpasom:

* Traffic Classifier. NMpwn Bxoge nakeTa oH KnaccnpuumpyeTcs B COOTBETCTBUN C
HaCTPOEeHHbIMU nonnTukamu QoS, pexumy gosepus metkam CoS n DSCP;

e Traffic Policer. Mo gaHHbIM Knaccndurkauym nakeTa oH obpabatbiBaeTcs
HaCTPOEHHbIMW NOINTUKaMK QOS 1 MexaHn3Mamu 4oBepus MeTKaM, N eMy
Ha3Ha4vaeTcs onpeseneHHbI NPUOpPUTET;

* B COOTBETCTBUW C MPUNOPUTETOM, NAKeT NepesaeTcs Ha BbIXOAHOM NHTepdeiic
(X MOXeT bbITb HECKO/IbKO), B COOTBETCTBUMU C NMPUOPUTETOM MakeTy
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Ha3Ha4vaeTcs ornpezeneHHas BbIXO4Hasa oyepesb;

* Scheduler. Mpwn oTnpaBke NakeTbl BbIGUPAKOTCA N3 OYepeseli CoracHo
HacTporkam ovepean 1 anroputmy naaHmposaHus (Scheduling Algorithm).
MNoapobHee anropuUTMbl MNAAHUPOBAHWSA OMUCAHbI HAXE.

paduryeckm 3T0 MOXHO N306pPas3nTb CneytoLLelrt CXeMOoi:

7

i

e — _——> 4
POLICER e
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0

TRAFFIC

CLASSIFIER

o'
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2
(@]
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)
n

21.3 Ouepegn v anropTMbl NJIAHUPOBLLMKA

Bbibopka nakeToB 13 ovepeeil MOXeT MPOU3BOANTLCS ABYMS anropnutMamMm
nnaHmposLmka: Strict Priority (SP) n Weighted Round Robin (WRR).

Mpy ncNonb30BaHWK anropmMTMa SP nakeTbl OTNPAaBASOTCA CTPOro No NpUopuUTeTy
ouepean. Hem 60sbLLE HOMEP OYepesn — TeM BbilLe NPUOPUTET, TO eCTb CHavana
OTNPAaBAAOTCA BCe NaKeTbl U3 ouepean 7, eCnv OHW OTNpaB/ieHbl — MPOU3BOANTCS
oTnpaska U3 ovepeam 6. Eciv Bce nakeTbl U3 oyepezieit € 7 No 1 oTnpas/eHs,
HauynHaeTcs oTrnpaska 13 oyepean 0 (HaVMeHee NpropmuTeTHasa oyepesb). Ecnun
Tpadumk 6onee NPMOPUTETHLIX OYepeselt 3aHA1 BCH MPOMYCKHYH CMOCOBHOCTb
nHTepderica, Tpadrk MeHee NPNOPUTETHLIX OUepeseit He OTNpaBAAeTca 1 byaeT
oTOpoLLeH.

paduryeckoe npeacrtaBneHve anroputmMa SP:

KOMMYTATOP
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AnropmntMm WRR no3BosgeT Marye pacnpegenitb notepy naketoB. OTNpaBka nakeTos
OCYLLLeCTB/AETCA COrnacHO Ha3HayYeHHbIM BecaM o4vepegeit. Bec onpegensert, B KAKOM
COOTHOLLEeHNM ByayT OTAPaBAATLCA NakeTbl U3 ovepesen.

padunueckoe npeacrasneHne anroputma WRR:

--=> l:-l -2

5
- 5
4
KOMMYTATOP 3
0 0 3

ANropuTM HacTpavBaeTcs NMPUMeHNTENIbHO K OTAe/IbHOW ovepean — AOMyCTUMO
HaCTPOUTb YacTb oYepeseint C anroputMoM SP 1 yactb — ¢ anroputmom WRR. Ha

cXeme Huxe Ha oyepeasax ¢ 7 no 4 HacTpoeH anropnt™m SP, Ha ovepegax c3nmo 0 —
anroput™ WRR):

4
P N - ->
-

KOMMYTATOP

21.3.1 HacTpoiika ouepegein U anropuTMOB NJIAHUPOBLLMNKA
OTNpaBKW NakeToB

Mo yMONYaHWIO Ha KOMMYTATOpPe Ha BCeX OUepessax BKAKOUEH anropntMm SP, kKomaHza
BK/IHOUYEHUS 0TOBpaxaeTcs B KOHGUIrypaLumm rno yMmon4aHuio.

BknioueHune anroputma SP
HacTpouTb Ha ouepeasx anroputMm SP MOXHO KOMaHZAO0M (BKAKOUYEH MO YMONYAHUIO):

(als_sw) #configure
(als_sw) (configure) #cos-queue strict @ 1 2 3456 7
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BnapaMeTpaxaTaKOMaHAaanHmmaeTHOMepaoqepeAeM,HaKOTopHXHyXHo
BK/TKOYNTb a/IFTOPUTM SP. NocnepoBaTteNbHOCTb HOMEPOB HE NMEET 3HaYeHW4.

BknioueHune anroputma WRR

Ansa BKAOUEHWA Ha ovepeax anroputMma WRR Heobxoammo cHayana oTKAUYNTb Ha
HUX anropmnT™m SP:

configure
no cos-queue strict @ 1 23 456 7

3aTeM yCTaHOBUTb ANS 3TUX ovepeseit BecoBble KO3dduLmeHTsl ana anroputma WRR:

cos-queue wrr weights 3 3 455 10 10 20

MNocneaHAs KOMaH4a 3ajaeT BecoBble KO3 PuumeHTbl Ans ovepeseri ¢ 0 no 7
rnocnegoBaTesibHO. 3HaYeHKs 3a4at0Tcs B gnanasoHe oT 0 go 100. 3Ty 3HaYeHus
ABNSAIOTCSA BECOBbIMU KO3QdULMEHTaMM ANA ovepesel 1 OnpesenstoT, B KakoMm
COOTHOLLUEHNU NakeTbl U3 KaXA0M odepean 6yayT BbIXOANTL C KOMMYyTaTopa. MNpwn
BBOZe 3HaueHus Beca 0 4ns onpejesieHHOW ovepesm Ha 3TON ovepesn HeABHO
BK/ItOUaeTCca pexum SP.

CoBmecTHas HacTpoika SP n WRR

Ana coBMeCTHOM paboTbl HEO6XOANMO, aHAIOMMYHO NPeAbIAYLLIM MYyHKTaM,
HaCTPOUTb Ha YacTu oyepesein anropnT™ SP, Ha Yactm — WRR:

configure
cos-queue strict 4 56 7
no cos-queue strict 0 1

23
cos-queue wrr weights 3 34500 0 0

Mocne BbINOAHEHNSA 3TUX KOMaHZ oyepean ¢ 0 no 3 byayT paboTaTb NO anroputMy

WRR ¢ BecoBbIMU KO3 PuumeHTamm 3, 3, 4, 5. OcTanbHble ouepeamn, c 4 no 7, byayt

paboTaTb No anropntMmy SP. BBoanTb Bec 0 Ana ouepesent SP npy HacTpoKke BeCOB
WRR Heobs3aTeIbHO, HE3aBMCMMO OT BBEEHHbIX 3HaUeHN N BECOB A1 oyepesen C
BK/IHOYEHHbIM aNropnTMOM SP 3HaueHs BECOB He YYUTbIBarOTCS.

B HacTpolike CyLLecTBYOT C/iefytoLLe 0CO6eHHOCTN:
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¢* eCin Ana ouepean BKkio4YeEH anropmTtm SP, To BecoBol KO3(|)C|)I/|LI,I/|€HT He
YUUTbIBAETCH, JaXe eC/ii OH 3adH,;

* ecnu Ansa odepean BrkatodeH anroput™ WRR, HO BeCcoBOI KO3pPULIMEHT paBeH

0, TO ANnA oyepean HeABHO BKIKOYaeTCH anropmTtm Strict;

* eCn Ans odepeamn BkaodeH anroputMm WRR, HO BecoBble KO3QPULIMEHTbI He

yCTaHOB/EHbI, O4epeAn NpUCBanNBaeTCcs BeCOBOM KO3GOULIMEHT Mo

YMOJIHaHUIO UCXOAHA N3 HOMepa oyepean: ans odepegen c0no 7 —Beca 1, 2,

3,4,5,6,7 18 cOOTBETCTBEHHO.

21.4 HacTtpouka 6ydepa nakeToB

Bydep npeaHasHaueH 419 BPEMEHHOMO XpPaHeHMs NakeToB MeXay X MPUEMOM U
nepezadyein, a Takxe AN CrnaxmnBaHWsa KPaTKOBPEMEHHbIX BCM/IECKOB Tpaduka.

Ha kommyTaTopax AJICMTEK cyuiectByeT ctaTuyveckmin bydep, 3aKpensieHHbIn 3a
KaXOW o4vepesbto Ha KaX bl NOPT, @ Tak Xe 06N AuHaMmunyecknin bydep,
KOTOPbI MOXET MCNONb30BaTbCA 060N ouepeabto A0NOAHUTEeNbHO. ECTb

BO3MOXHOCTb OTK/IHOUEHUSA ANHAMUYecKoro bydepa. Take eCcTb BOSMOXHOCTb
HacTpownkn bydepoB ouepesen.

21.4.1 HacTpoiika cTaTUUYeCcKoro pe>xxmma
LWar 1. OTkno4YeHne auHammnyeckoro 6ydpepa

AN OTKAOYEeHUS AnHaMmnyeckoro bydpepa He0bXoANMO BbINMONHUTL KOMaHAY:

no cos-queue dynamic

Lar 2. HacTtpoiika 6ydepoB ouepeaei

[Na Kaxaor ouepesm ykasblBaeTcs 2 IMMUTA SHeeK: TMMINT, NPY KOTOPOM NaKeThbl
HaYMHAKT OTOPACLIBATLCS, U IMMUT, MPU KOTOPOM MNakeTbl BHOBb HaUuMHAaOT
A06aBNATLCS B oUepesb:

cos-queue cell-limit @ 20 10
cos-queue cell-limit 1 30 15
cos-queue cell-limit 2 40 20
cos-queue cell-limit 3 50 25
cos-queue cell-limit 4 60 30
cos-queue cell-limit 5 70 35
cos-queue cell-limit 6 80 40
cos-queue cell-limit 7 90 45

exit
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21.5 HacTpoika nonntuk QoS

,ﬂ,aHHbII‘/JI MeXaHW3M NO3BO/ISIET TMHKO HaCTpoOUTb NpnopuUTmn3aunto Tpac|>|/||<a Mo nonam
nakeTta. Pabota npon3BoanNTCA B HECKOJIbKO 3Tanos.

CHauvana naket knaccnuumpyeTcs nyTeM CpaBHEHNA HAaCTPOEHHbIX Ha KOMMYyTaTope
NPU3HaKoOB C NONSIMUM MNakeTa. 3a 3TO OTBeYaeT kacc Tpaduka (class-map). Ecnm gns
nakeTa HajeH NoAXOAALLNM KNAcC, HaZ HM BbINONHATCHA CBA3AHHbIE C 3TUM
Knaccom gencraus. [encTBrsa onmncbiBaoTca B noanTrke (policy-map)
NPUMEHUTENBbHO K KaXXA0oMYy Kiaccy Tpaduka.

HacTporika nogpa3symMeBaeT Co34aHne KNaccoB AN HYXXHOro Tpaduka, co3gaHume
NONUTUK C AeNCTBUSMU A5 BbIOPAHHbIX K1ACCOB U MPUMEHeHVEe NOAUNTUK Ha
NHTepdercax.

Ha ogHOM MHTepderice MOXHO MPUMEHUTb TONbKO OAHY NOANTUKY. OAHa 1 Ta Xe
NONNTMKA MOXET BbblTb NPYMeHeHa Ha HeCKObKUX NHTepdercax. Tpaduk, KOTopbIi
He COOTBETCTBYET HM OAHOMY Kaccy NpUMeHeHHON Ha nHtepdeice NonnTnkn, byaet
Hanpas/ieH Ha 06paboTKy MexaHn3My foBepus MeTkaM. B To xe Bpems Tpaduk,
KOTOPbIA rnonan noj onpeseneHHbl K1acc NpUMeHeHHON Ha nHTepdeice NoANTUKA
QoS, He byzeT 06paboTaH MexaH1U3MOM LOBEPUSA METKaM.

21.5.1 Co3paHwve KnaccoB TpadpumKka M NnoAnNTUK QoS
LWar 1. Co3paHmne knacca Tpadumka

Knacc Tpaduka co3gaeTcs C MOMOLLbH0 KOMaHAbI:

configure
class-map match-all "class1" ipv4

MNocne co3gaHnsa Knacca Tpadmka KOHCONbHbIN MHTepdenc nepexoinT B KOHTEKCT
HaCTPOWKM 3TOro Knacca. B HeM MOXHO 3azaTb A5 Knacca Npu3Hakuy, Kotopble byayTt
NpoBepsTbCA y BXoAALWMX nakeToB. CTpoka "class1" — nms, ngeHtnounumpyroLee
JlaHHbIN Knacc.

B kauecTBe NPU3HAKOB MOTYT 6bITb BblOpaHbl CeytoLLme nons:
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* 3HauveHue Tera 802.1q (match vlan <1..4095>);

* 3HaueHune npuoputeta 802.1p (match cos <0..7>);

* MAC agpeca NCToYHMKa N Ha3HaveHUs (match source-address <mac>) u
(match destination-address <mac>);

* [lone EtherType 3aronoska Ethernet (match ethertype <0x0600..0xffff>);

* |P agpeca NCTOYHMKA U Ha3zHaveHunsa (match srcip <ip>) n (match dstip <ip>);

* [lone protocol 3aronoska IPv4 (match protocol <0..255>);

* [Tone DSCP 6aiTa TOS 3aronoska IPv4 (match ip dscp <0..63>);

* [TopTbl tcp A udp UCTOYHKKA U Ha3HayveHus (match srcld4port <0..65535>) n
(match dstl4port <0..65535>);

B npumepe HMXe Knacc onucbiBaeT nakeTbl co 3HaveHneMm 802.1q VLAN ID, paBHbIM
100 (VLAN 100 gonxeH 6bITb CO34aH Ha KOMMYyTaToOpe A0 TOro, Kak byJeT yka3aH B
Knacce):

match vlan 100
exit

lMpriMep ncnonb3oBaHUA B KayecTBe npusHaka 802.1p CoS:

class-map match-all "class2" ipv4
match cos 2
exit

CyLuecTByeT NpU3HaKk, Mo KOTOPbIA NOAXOAUT NHO60N Tpaduk:

class-map match-all "class3" ipv4
match any
exit

MoxeT 6bITb 3aZ,aHa KOMBMHaLUMA NPU3HAKOB (MoZ Kaacc B NnpuMepe nognajaet
Tpadumk c VLAN ID 100 n CoS 5 ogHOBpeMeHHO):

class-map match-all "class4" ipv4
match vlan 100
match cos 5
exit
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Lar 2. Co3aaHue NoANTUKN 06paboTKn Tpadpuka

Ansa co3/aHns NOAUTUKM 06paboTkn Tpadumka NpUMeHSeTca KoMaHaa:

configure
policy-map "policyl1" in

Mocne BbINOAHEHNSA 3TOM KOMaHAbI ByAeT co3zaHa NoanTuKa ¢ nMmeHem "policy1".
MNonuTrka npegnonaraeTt NPUBA3KY AeVCTBUN K K/lacCaM:

class "class4"

Mocne BbINONHEHNSA 3TOV KOMaHAbl KOHCONbHbLIN NHTepderiC NepexoimT B KOHTEKCT
HaACTPONKN AeNCTBUIA NOAUTUKM C UMeHeM "policy1" Ana onpeseneHHOro kaacca
Tpadpuka ¢ MMeHeM "class4". B 3TOM KOHTEKCTe MOXHO 3aZaTb AeCTBUSA, KOTOpble B
pamKax 3TOW NOAUTUKM BYAYyT NPOMU3BOANTLCA HAZ NakeTamu, NOAMaBLUVMK NOJ,
yKa3aHHbIN Knacc.

JonycTMble AeACTBUS:

* assign-queue — HA3HAYUTbL MakeTaM BbIXOAHYH o4epeab;

* mark cos — 3ameHuTb 3HaueHKe 802.1p CoS B NakeTax Ha yKasaHHOeE U
Ha3HAYWTb NakeTaM COOTBETCTBYHOLLYHO BbIXOAHYH ovepesb;

mark ip-dscp — n3meHeHve nona DSCP 6anTa TOS 3aronoska IP Ha
yKa3aHHoe;

* police-simple — orpaHMunTL Ha BXOAe CKOPOCTb MPOXOXAeHUA Tpaduka
AAHHOIO KNacca;

drop — oT6pOCUTHL NakeTbl.

Aenctena assign-queue 1 mark cos ABASOTCSA B3aVIMOUCKIKOYAOLWMMK B Npejenax
AeVicTBMA AN OAHOro knacca. MNpu nonbITke HAaCTPOUTL /60 13 ITUX AENCTBUN NpU
paHee HaCcTPOEeHHOM Apyrom byzeT BbiBeAeHa OLLIMOKa 1 HOBOE AeNCTBUeE He byaeT
fobaeneHo. B npegenax ogHOW MNOJINTUKK, HO A1 Pa3HbIX K/1ACCOB X HACTPOViKa
fonyctma.
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OrpaHuyeHmne ckopocTtu police-simple nogpasymeBaeT BBOA BepxHero nopora
CKOPOCTU B K6UT/C And Tpadurka BbIBPAHHOMO Knacca, BBOA 3Ha4eHUs burst ans
OrpaHNYeHnNs CKOPOCTU N YKa3aHWsa ABYX AeCTBUM: ANA TpaduKa H/XE OrpaHNYeHNs
n Ansa Tpaduka, NpeBbICKBLLErO OrpaHnyeHne. Bcero JoctyneH ognH BapuaHT:
TpaduK, He NpeBbICUBLUNI OrpaHNYeHne, nponyckaeTcs (transmit), a Tpaduik,
NpeBbICUBLUNI OrpaHnYeHne — otbpacbiBaeTcs (drop).

Huxe nprBeAeHbl NpyMepbl HACTPOMKU AeVCTBUI:

class "class1"
assign-queue 6
exit

class "class2"
mark cos 3
police-simple 5000

64 conform-action transmit violate-action drop

exit

class "class3"

drop
exit

Ecnm Tpaduk nognagaeT noj HeCKOIbKO KNaccoB, 6yAyT BbIMONHEHbI AeiCTBUS
TONIbKO ANS OAHOMO K/lacca — A5t TOro, KOTOPbIA 6bla paHbLUe J06aBneH B MOANTUKY.
[0nyCcTMO UCMO/Ib30BaTb OAHW U Te Xe KNacCbl B Pa3HbIX MOANTMKAX.

LWar 3. MpymeHeHMe NONNUTUKN 06paboTKu TpadpurKka Ha MHTepoelce

Ans Toro, UTO6LI HACTPOEHHAA NOANTMKA 3apaboTana, ee He06X0ANMO NPUMEHUTb Ha
nHTepoderice:

configure
interface 0/1
service-policy in "policy1"

Tenepb Becb TpaduK, BXOAALLNIA Ha nHTepdeic 0/1, byaeT obpaboTaH cnyxboin QoS
no nonuntuke "policy1".
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Mocne onuvcaHHbIX Bbille HAacTpoeK KOHGUIypaLus KOMMyTaTopa NpuMeT CeAyoLLnia
BUA;

vlan database

vlan 100

exit

configure

class-map match-all class1 ipv4
match vlan 100

exit

class-map match-all class2 ipv4
match cos 2

exit

class-map match-all class3 ipv4
match any

exit

class-map match-all class4 ipv4
match vlan 100

match cos 5

exit

policy-map policyl in

class class1

assign-queue 6

exit

class class2

police-simple 5000 64 conform-action transmit violate-action drop
mark cos 3

exit

class class3

drop

exit

exit

interface 0/1

service-policy in policy1

exit

exit

C AaHHbIMUM HACTPOliKamMn MexaHU3M byzeT paboTaTb CeyoLM obpasom:

1. Tpaduky knacca "class1" (VLAN ID 100) byseT HazHaueHa BbIXO4HasA oyepesb C
HOMepOoM 6.

2. Tpaduky knacca "class2" (cos 2) byaeTt Ha3HaueHa BbIXOAHas ouepelb HOMep
3, a meTKa cos byaeT n3meHeHa Ha 3. Kpome Toro, npoxoxaeHue 3Toro
Tpadpuka byseT orpaHUYeHO CKOPOCTbIO 5 MbuT/C.

3. Tpaduk knacca "class3" (VLAN ID 100, cos 5) byzeT oT6poLUeH.
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21.6 JoBepue meTkam CoS

MexaHu3M 3aeCTBYyeTCs B Clyyae, eCnuv nakeTy He bblna paHee Ha3HayeHa oyepesb
MeXaHU3MOM kiaccudumkaumm nakeTos. VIHTeppenc KoMMyTaTopa MOXeT HaXOANTbCS
B Tpex pexumax: gosepue metkam 802.1p (CoS) B nakeTax, gosepue metkam DSCP B
IP-3aronoBKe NakeToB N OTCYTCTBME [OBEPUSA METKaM.

Mo ymMonyaHuio BKIOYEHO goBepre meTkam 802.1p. B 3ToM ciiyyae npum noayyeHuu
nakeTa Ha 6a3e ero meTkn 802.1p no Tabnnue COOTBETCTBUSA BblOMPaeTCs BbIXOAHAs
oyepeab. Ecnv naket He nmeet Tera 802.1p/802.1q, eMy HasHavaeTca oyepesb,
yKa3saHHas B Tabnuvue cootBeTcTBUsS AN meTkn 802.1p, pasHor 0. Mo ymonyaHumio 310
oyepesb Homep 1.

r]pl/l OTKJ/IYEHHOM peXnme 4oBepnda BCeM BXOAALLMM NakeTaM He3aBNCMMO OT

meTok 802.1p nan DSCP Ha3HauvaeTcs oyepesb, yKa3aHHas B TabuLe COOTBETCTBUSA
ansa metkm 802.1p, pasHon 0. Mo ymon4aHuo 370 oyepesb Homep 1.

21.6.1 Hactpoiika aoBepus metkam CoS

HacTpoiika 3akitovaeTcs B Ha3HayeHun obLero pexuvma JoBepus 1
pesakTMpoBaHUM Tabanubl cootBeTcTBUA 802.1p (COS) 1 BbIXOAHBLIX 04epesein. CoS
MOXeT NPUHMMaTb 3HavyeHnsa o1 0 go 7.

LWar 0. MpocMmoTp TeKyLero cocTosHUs

ﬂOCMOTpETb Tekyuiee CoOCToAaHne pexmnma osepnd MOXHO KOM8H,£I,OI7I:

show classofservice trust
Interface Trust Mode

0/1 Dot1P
0/2 Dot1P
0/3 Dot1P
0/28 Dot1P

B 31O TabnviLe nepeumnciieHbl Bce HTEPPEnChl N TeKyLLNM pexnM 4oBepus Ha 3TUX
nHTepdercax. No ymonyaHuto yctaHoBneH pexum Dot1P — gosepue meTtkam 802.1p.
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MocmoTpeTb Tabnuuy cootTBeTcTBUA 802.1p 1 BIXOAHbLIX 0O4Yepeseit MOXHO
KOMaHAO0W:

show classofservice dot1p-mapping
802.1p tag Egress queue

NoubhwNn-—0
WWMNhNhNN—2ee -

B npumepe npmnBeaeHO coCToAHKE No yMon4vaHuto. Hanprmep, naketel ¢ CoS 0
nonajgyT B oyepesb C HomepoM 1, a nakeTbl ¢ CoS 6 nonagyT B ovepesb 3.
PacnpegeneHne MoxeT H6bITb HACTPOEHO NPOU3BOJILHO.

LWar 1. 3aaaHune pexxuma aoBepus

[ns cMeHbl pexXxnMma gosepuna UCroJib3yeTcd KoMaHAa:

configure
classofservice trust (dotlp|ip-dscp|untrusted)

Pexxvnmsbl:

e dot1p — pexum gosepusa metkam 802.1p. Ouepesb KaxAoro nakeTta
onpegensieTcs 3Ha4eHVeM 13 Tabanubl cooTeeTcTBUA COS 1 HOMepa ovepean;

* ip-dscp — pexum gosepus metkam DSCP. Ouepeab nakeTa onpegensgeTtcs no
Tabnuvue cootBeTcTBUA DSCP 1 HOMepa ouepeau;

* untrusted — oTkAtOUeHMe pexmrma goBepus metkam 802.1p. Bce nakeTbl
NOMeLLAtoTCA B O HY ouepeb U UMEeT OANHAKOBbIV nNpuopuTteT. Homep
oyepean onpegensaeTca 3HaveHneM cooteetcTaud aAnd CoS 0. 1o ymonyaHuio
CoS 0 cooTBeTCcTBYeT HOMep ovepean 1, MO3TOMY BCe MakeTbl NPW yCTaHOBKEe
3TOro pexviMa byayT nomMelleHbl B ovepesb 1.

ObpaTnTe BHMMaHMe, YTO pexunM untrusted He BbikKtOUaeT ciyxby. B aTom pexvime
BCe NakeTbl IMEKT OAMH NPUOPUTET, MOMELLAIOTCA B O4HY ovepeb. YTobbl
N3MEeHUTb HOMep o4epean Ans Bcero Tpadumka B pexmme untrusted, Hy>XHO B
TabnnLe COOTBETCTBUSA U3MEHUTbL HOMepP o4vepeau, cooTeeTcTBytoLwein CoS 0.
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Lar 2. 3apaaHve pexkuMa aoBepus Ha MHTepdeiice (ONLMOHANILHO)

Ans nHTepdeinca MOXHO 3a4aTb pexmnm AoBepus, OTANYHbBIV OT 3aA4aHHOIO
rnobanbHo. HacTponkn Ha MHTepdence Heobsi3aTeNbHbI U ABAAOTCA bonee
NPUOPUTETHBLIMU, YeM r1obanbHas HacTpolika.

3a4aTb pexvM goBepus 4N nHTepdeiica MOXHO KOMaHZAOM:

configure
interface 0/1
classofservice trust (dotlp|ip-dscp|untrus
ted)

Lar 3. 3apaaHve cooTBeTCTBUSA 3Ha4YeHUs CoS HoOMepy onpeaeneHHO oyepean

TabnvLa COOTBETCTBMSA onpeseneHHoro 3HadeHunst CoS n Homepa o4vepein MoxXeT
6bITb HAaCTPOEHa NPOU3BOJILHO. VI3MeHeHWs, cienaHHble B KOHTEeKCTe r1obaibHOM
KOHUrypaLmm, KOCHYTCs BCeX MHTepdelicoB.

ANnsi pefakTUPOBaHWSA rnobanbHoM TabanLbl COOTBETCTBUS UCMONb3YeTCst KOMaHAA
BUAA:

configure
classofservice dotl1p-mapping <cos> <queue>

B 3TOIh KOMaHAE HY>XHO yKa3aTb XejlaeMoe COOTBeTCTBME 3HaYeHnst CoS 1 HoMepa
ouyepeau, B KOTOPYH ByayT MoMeLleHbl NakeTbl ¢ gaHHbIM CoS.

[Ana npryMepa ycTaHOBWUM MOJIHOE COOTBETCTBME 3HaueHU CoS HoMepam ouepesein:

configure
classofservice
classofservice

dot1p-mapping
dot1p-mapping

classofservice
classofservice
classofservice
classofservice
classofservice
classofservice
exit

dot1p-mapping
dot1p-mapping
dot1p-mapping
dotl1p-mapping
dot1p-mapping
dot1p-mapping

NoupbhwWwN-=O

NoupbhwWwN-=O
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Tenepb TabnnLa COOTBETCTBUS MPUMET CeAyroLN BUA!

show classofservice dot1p-mapping
802.1p tag Egress queue

NoubhwNn-—0
NoubhwNn-—-0

LLar 4. 3apaHve cooTBeTCTBUSA 3Ha4YeHUs CoS HoOMepy onpeaeneHHO oyepean
Ha nHTepdodeiice (oNnUUOHaNbLHO)

Ans nHTepdeinca MOXHO 3a4aTb COOTBETCTBME 3HaUeHNs COS HomMepy onpeseneHHO
oyepesmn, KOTopoe byaeT OT/INYHO OT rMobanbHOW HACTPOMKK. HacTpoika Ha
nHTepderice He oba3zaTeNnbHa 1 ABNSETCA 6oee NPUOPUTETHON, YeM rnobanbHas
HacTpomka. Ecnu Ha nHTepdeiice ykasaHbl He BCe COOTBETCTBUSA, a TOJIbKO YacTb
(Hanpumep, 4ns cos 2 1 3), TO OCTasibHas YacTb Tabnnubl 6yaeT B3sTa 13 rnobanbHOM
HaCTPOMKMW.

3a/aTb COOTBETCTBME MOXHO KOMaHJO:

configure
interface 0/1
classofservice dotl1p-mapping <cos> <queue>

21.7 AoBepue meTKam DSCP

MexaHn3M aHanornyeH goseputo metkam 802.1p, TONLKO B JAHHOM C/lyyae 3a
Ha3Ha4yeHVe BbIXOAHOM oyepean oTBeyaeT MeTka DSCP u3 IP 3aronoska. DSCP
(differentiated services code point) — 370 cTapwue 6 6UT 8-My BUTHOrO NONKA
Differentiated services Field B IP-3aronoske. MNone DSCP MOXeT NpUHVMaTb YMNC/I0Bble
3HayeHua ot 0 go 63.

21.7.1 HacTtpoiika posepus metkam DSCP
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* BKJIHOUYeHMe pexnMa gosepusd DSCP meTkaMm (Mo yMOn4YaHuio AencTeyet
pexum gosepusa 802.1p)
* Ha3sHauyeHue cooTBeTCTBUSA 3HaueHUn DSCP n HoMepoB BbLIXOAHbIX OUepesei

Lar 0. MpocMoOTp TeKyLLero CoOCTosiHUS

MocMOoTpeThb TekyLee COCTOsIHME pexMa A0BEPUSt MOXHO KOMaHZOIA:

show classofservice trust
Interface Trust Mode

0/1 Dot1P
0/2 Dot1P
0/3 Dot1P
0/28 Dot1P

Mo ymonuaHuto BKIHOUYEH pexnm gosepus metkam 802.1p.

MNocMoTpeTb Tabnnuy cooTBeTcTBUA 3HaYeHna DSCP n HoMmepa BbIXOA4HOW ovepean
MOXHO KOMaHAOMN:

show classofservice ip-dscp-mapping
IP DSCP Egress queue

O(be/cs@) 1

6 1

7 0
22(af23) 0
23 1
29 1
30(af33) 2
44 2
45 3
60 3
61 0
62 0
63 0
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LWar 1. 3agaHune pexxnma aosepus

AAna yctaHoBKW pexunma gosepus metkaMm DSCP vcnonb3yeTca komaHaa:

configure
classofservice trust ip-dscp

[laHHaa KoMaHgza ycTaHaBAVBaeT A/18 BCeX MHTeppencoB KOMMYTaTopa pexmm
fosepuia meTkam DSCP. lNMpu nonydeHnn naketa no ero metke DSCP nakeTty
Ha3Ha4vaeTcs onpegeneHHas BbIXOAHas oyepedb U3 TabnLbl COOTBETCTBUS,
npvBeAeHHOW Bbile. B ciyyae, ecnin naket He nmeeT meTkn DSCP (Hanpumep, naket
He 1MeeT 3arosioBka IP), eMy Ha3HavaeTcs BbIXxoAHasa oyepeb, KOTopas
COOTBETCTBYET 3HaueHo 0 13 Tabnuukl cootBeTcTBUA 802.1p (AHANOTMUHO pPexnmMy
untrusted).

Lar 2. 3apaaHve pexkuMma aoBepus Ha MHTepdeiice (ONLMOHANIbHO)

Ansa ycTaHOBKM pexmnma gosepus metkam DSCP Ha nHtepdeiice ncnonbsyeTcs
KOMaHja:

configure
interface 0/1
classofservice trust ip-dscp

OJTa KOMaHZAa MOXeT bbITb MOse3Ha B Cay4ae, eciv Heob6X0ANMO robanbHO
BK/IOUUTb OAWNH pexnm gosepusd (Hanprmep, goseprie metkam 802.1p), a Ha
onpeaeneHHOM nHTepderice — pexum gosepus metkam DSCP.

Lar 3. 3agaHue cooTBeTCTBUSA 3HavYeHUs DSCP Homepy onpeaeneHHoOM
oyepeaun

Ans pedakTnpoBaHWA Ta6J'II/ILI,I:>I COOTBETCTBUA NUCMO/Ib3yeTCAd KOMaH4a BuAa:

configure
classofservice ip-dscp-mapping <dscp> <queue>

MNapameTpbl:
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* <dscp> — 3HayveHwue meTkn DSCP. lonyCcTMO BBOAUTE YMNC/IOBbIE 3HaYEeHUSA
oT 0 A0 63, a TakXe CMMBOJIbHbIE VMeHa (NpriBejeHbl B TabaunLe Hxe);
® <gueue> — 3HayeHne oYvepean Ana gaHHoro DSCP.

CMBO/IbHbIE KOHCTaHTbI 4715 Ha3HaveHus DSCP:

CuMBOJ/IbHasA KOHCTAHTAa Uncnosoe 3HayeHue
be/cs0 0
cs 8
af11 10
af12 12
af13 14
cs2 16
af21 18
af22 20
af23 22
cs3 24
af31 26
af32 28
af33 30
cs4d 32
af41 34
af42 36
af43 38
cs5 40
ef 46
cs6 48
cs7/ 56
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Ansa npriMepa U3MeHuM Tabaunuy Ana Heckonbkux DSCP:

configure
classofservice ip-dscp-mapping @ @
classofservice ip-dscp-mapping 37 4
classofservice ip-dscp-mapping cs6 6
classofservice ip-dscp-mapping 32 3

War 4. 3agaHne HoMmepa ovepeaun (BHyTpeHHero npuopuTeTa) Anld nakeTos 6e3
IP 3arosioBkKa

configure
classofservice dotl1p-mapping @ <queue>

21.8 OrpaHunyeHue CKOpoCcT/ NopTa Ha Bbixoge

B HeKOTOpbIX C/lyYasix MOXET MOHAA06UTLCA OrPaHNUNTBL CKOPOCTb MOPTA Ha BbIXOAE.
ANsi 3TON Lenu CNy>kuT cneayroLlas KomaHaa:

configure
interface 0/1
traffic-shape 5000

B #aHHOM npuMepe ckopocTb MHTepdeinca 0/1 orpaHnyeHa 5 Méut/c. MMHMUManeHoe
3HaYeHVe OrpaHNYeHnsa paBHo 64 K6UT/C, MakCMMabHOE PaBHO CKOPOCTY NopTa.
ANropnTMbI NIAHUPOBLLMKA 1N NOAUTUKK QOS ByayT yunTbIBaTb BbIXOAHYHO
NPOMYCKHYH CNOCOBHOCTL NOpTa Npu oTnpaske Tpaduka, B TOM YnCie n
YyCTaHOBJ/IEHHOE 3TOW KOMaHZOW orpaHnyeHmne cKopocTu.
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21.9 NMprmepbl TUNOBbIX HAacTpoekK

Kak npaswsio, Ha KOMMyTaTope focTyna cyuiecteyet He meHee 3 VLAN: gna
ynpaBneHus, Ans NHTepHeTa 1 ans undposoro tenesugeHus (IPTV). MNpu aTom
06bIYHO MaKCVMasIbHbIA NPUOPUTET JaeTcsa yrnpasnstowemy Tpaduky (no VLAN) —
YCTPOMCTBO A0/IKHO OCTaBaTbCA AOCTYMHbIM Npu 060N Harpyske. 115 3Toro oH
HanpasnfeTcs B ouepesb HoMep 7. ChegyoLLmM No NpMopuTeTy HacTpaveaetca IPTV
— Ha n3obpaxeHue He JOMKHO BINATb UCMO/Ib30BaHMeE UHTepHeTa. 13 Hero
06bIYHO NCNoNb3yeTca ovepesb 5 nn 6. s HTepHeTa 06bLIYHO OCTaBNACTCA
oyepesb Mo ymonyaHuio (1), Kak caMaa HU3KONMPUOPUTETHASA U3 TPeX NCMOIb3yeMblX.
PeannsyeTtcsa 370 co3faHVeM [ByX KNaccoB A5 BblAeNeHWsA yrpasasoLero Tpaduka
n Tpaduka IPTV no VLAN ID v NOANTUKK, B KOTOPOM A5 3TUX KNAccoB Tpaduka
Ha3Ha4vaeTcsd ovepesb. [onTrKa C NpruopuTU3aumein Tpadprka NPUMeHAETCA Ha
uplink-kommyTaTopa.
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Mpumep KoOHOUrypaLmn:

network mgmt_vlan 1000

vlan database

vlan 222,640,1000

vlan name 222 "IPTV"

vlan name 640 "INET"

vlan name 1000 "MGMT"

exit

configure

mcast_vfm 222 forward_registered
cos-queue strict @ 1 2 3456 7
class-map match-all mgmt ipv4
match vlan 1000

exit

class-map match-all iptv ipv4
match vlan 222

exit

policy-map qos_policy in

class mgmt

assign-queue 7

exit

class iptv

assign-queue 5

exit

exit

interface 0/1

description "CLIENT"

vlan pvid 640

vlan participation include 222,640
vlan tagging 222

exit

interface 0/28

description "UPLINK"

vlan participation include 222,640,1000
vlan tagging 222,640,1000

vlan participation exclude 1
service-policy in gos_policy
exit

exit
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22. PABOTA C AATHNKAMMU

22.1 TemnepaTypHbI AaTUNK

22.1.1 HacTtpoiika TemnepaTypHOro gaTymka

KommyTtaTop MoxeT oTrnpasnaTe SNMP-trap coobLueHVs 0 BbIXOAEe TeKyLLero
3HaUeHVs TemnepaTypHOro AaTurka 3a HUXKHIOK V1 BEPXHHIOH rPaHuLbI
YCTaHOB/IEHHOrO TeMnepaTypHOro AmnanasoHa. 1o ymon4aHuio Ha KoMmMyTatope
oTkAtoYeHa oTrnpaska SNMP-trap coobuieHnii 06 n3MeHeHUY COCTOAHNSA
Temnepartypsbl.

LWar 1. MpocmoTp TeKyLLero cocTosHus

Ans MPOCMOTpPa TeKyLLero sHa4yeHnAa TemMnepaTtypbl Ha nJjiate NCnojb3yeTcd KoOMaH4a:

show box temperature

Temperature sensor 132 C
SNMP Trap : disable
Lower threshold 10 C
Upper threshold : 45 C

* Temperature sensor — TekyLlasa TemnepaTypa B rpagycax Lenscus;
* SNMP Trap — HacTpoiika otnpasky SNMP-trap coobLueHnii;

* Lower threshold — HVXHASA rpaHMLLa TeMNepaTypHOro A1anasoHa;

* Upper threshold — BepxHsasa rpaHuLa TemnepaTypHOro AmManasoHa.

LLar 2. 3mMeHeHMe HUXKHeV rpaHuLLbl TeMnepaTypHOro guvana3soHa

Ana nameHeHns MCnoJjib3yeTcd KoMaHaa:

configure
box
temperature threshold min 15
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Llar 3. i3MmeHeHMe BepxHel rpaHuLibl TEMNepaTypHOro AnanasoHa

Ana n3meHeHnsa MCnoJjib3yeTcd KoMaHAa:

configure
box
temperature threshold max 37

Lar 4. BkntoyeHue otnpaBku SNMP-trap coo6LieHniA

Ansa BkatoueHns otnpaBky SNMP-trap coobLueHni ncnonb3yeTcd KOMaHAa:

configure
box
temperature snmp-trap

Lar 5. MpocMoTp nsmeHeHWA

I'IpOBeple nM3mMeHeHma ¢ NoMoL b KOMaHAbI:

show box temperature

Temperature sensor 132 C
SNMP Trap : enable
Lower threshold : 15 C
Upper threshold : 37 C

Mpwv gaHHoW KoHPUrypauum SNMP-trap coobLyeHve byaeT oTrnpaBaeHo B C/y4yae,
ec/in Temrepatypa onycTuTca HKe 15 rpagycos Llenbcus, nnbo Bo3pacreT Bbiwle 37
rpasycosB. TekyLlee 3HaueHre TeMmnepaTypbl 1 3HaUeHVe Nopora 3anncbiBaeTcsa B
SNMP-trap.
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23. MPOBEPKA NMPOIrPAMMDBI

Mposepka N0 ocyLecTBAAETCA B COOTBETCTBUM C okymMeHToM 643./1PHK.50159-01 51
MporpammMa 1 MeToAMKa NCMbITaHUNA.
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24. COOBWEHNA CUCTEMHOMY NPOrPAMMUNCTY

B npouecce paboTbl MO reHepupyroTCs pasanydHble cayxebHble COObLLEHMS, KOTOpbIe
MOXHO pa3AennTb Ha ABe rpynmnbi:

¢ CoobLeHuns 06 ownbkax n MHGOPMaLVOHHbIe COObLLEeHNS, BbIBOAVIMbIE B
KOHCO/Ib orepaTopa B Xoje B3anmogencteums c MNo;

* CoobLeHUs XypHana. XypHan ¢opmumpyeTca B COOTBETCTBUM C COBCTBEHHOW
KOHpUrypauuren n cogepXxmnT COOBLLEHVS O COOLITUAX N OLWNBKaX,
BO3HMKaroLWx npu paboTe MO. XypHan MOXHO NPOCMOTPETL C MOMOLLbIO
cneumanbHbIX KOMaHZ, TakxKe MOXHO BKIHOUUTL COXPAaHEHVe XypHasia Ha
SHeproHe3aBNCVMYH MaMaTb YCTPONCTBA 1 OTNPAaBKY XYPHana Ha yAaneHHbIN
cepsep.

CoobLueHna NpeACTaBAST COBOM TEKCT Ha aHT/INMCKOM A3bIKe, COAEePKALLMIA
nHGOpMaLMIO 0 NPUYMHE BO3HUKHOBEHWS COOBLLEHVIS, @ TakXe, B 3aBUCMMOCTY OT
TMNa COOBbLLEHNS, PEKOMEHAALNM O AdNIbHENLIVX AeCTBUAX onepaTopa.

24.1 Coob6LieHUs Npy BBOAE KOMaHA,

CoobLueHus, BbIBOAMMbIE B Xo4e B3aumogenctens ¢ MO, nHbopMunpyroT 06 oLmbKax
npwv BBOAE KOMaHZ UK OTCYTCTBUIN BO3MOXHOCTW NPUMEHEHNs BBEAEHHOV
KOMaHZabl. H1Ke nprBeeHbl NprMepbl TakUX COOBLLLEHN.

CoobLeHVa Npu ykasaHUM B KOMaHe HecyLecTByroLero nHtepderica nnm VLAN:

show port description 0/1
Interface Status Link Description
0/1 Enable Down
show port description 0/32
ERROR: Can't show interface information, interface doesn't exist

configure
set igmp
set igmp mvr 10
ERROR: Can't set MVR VLAN ID to entered VLAN, VLAN isn't created on the device

CoobLeHns Npy HecobnogeHU dopmMaTa apryMeHTOB KOMaHZbI:

set prompt ""
ERROR: Can't set prompt, string is invalid. String may contain alphanumeric char
acters, space, minus, underscore, comma and point symbols

configure
class-map match-all "classname__%45" ipv4
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ERROR: Traffic class name is incorrect

COO6LLI,€HI/IFI npwv BBOAE apryMeHTOB, BbIXOAALLIMX 3a pa3pelleHHble rpaHnLUbILL

vlan database
vlan -2
ERROR: Wrong or out of range parameters
vlan 4097
ERROR: Wrong or out of range parameters

24.2 CoobLieHnA XXypHana

CoobLeHns XXypHana nMmetoT obLmin dopmat, NpeAcTaBAeHHbIV HUXeE:

<<level>> <file>:<line> [<timestamp>] MSG(<index>): '<message>'
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<level>

YpoBeHb BaXXHOCTW COObLLEHVS B BUAE
yncna, ot 0 (emergency, coobLeHMe
upe3BblUyaliHOM BaxHOCTN) A0 7 (debug,
OT/1a/l04HOEe coobLLeHne)

<file>

Nma painna ncxogHoro koga Mo, B
KOTOpPOM CHOPMMPOBAHO COObLLEeHNMeE.
Heobxoanmo ans aHanmsa coobLeHus
paspaboTumkamMm n He HeceT
nHopmaynm 4na Nonb3oBaTeNns

<line>

Homep cTpoku B paline McxogHOro Koaa
MO, B KOTOPOM CHOPMUPOBAHO
coobLeHre. Heobxoamm ansa aHanm3a
CO06LLEeHMs pa3paboTunkaMn 1 He
HeceT MHbOpMaLMK ANA NOSIb30BaTeNA

<timestamp>

TekylLiee Bpemsi yCTPOMCTBa HA MOMEHT
BO3HVKHOBEHMS CO0bLLIEHMSA

<index>

Homep coobLueHrs B obLiemM NoToke
coobLeHnn, onpegenset
nocneAoBaTe/IbHOCTb BO3HVKHOBEHUS
CObbITUI B CNyyae, ecnm cobbiTus
NPOM30LWAN B Npesenax OAHOM CeKyHAbI
CUCTEMHOrO BpeMeH!

<message>

TekcToBOe coobLLeHNe, cofepxKallee
OnvcaHne cobbITUSA U JONONHUTENBHYHO
nHPopmMaLnio

YPOBHW BaXXHOCTW COOBLLEHNI XXypHana:

* "emergency", "0" — coobLyeHMe Ype3BblYaHOM BaXHOCTU, baTaNbHbIN OO
MO nnn oTkas annapaTHoOro obecneyeHus;

e "alert", "1" — cepbe3Hasa aBapus, BbIXOA N3 CTPOS KOMMOHEHTOB WUJIN YacTei
NPOrpaMMHOro-annapaTHOro KOMnaekca;

e "critical", "2" — KpuTHnyeckoe coobLleHne, oTkas B paboTe onpeaeneHHOro
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PyHKLMOHaNa;

* "error", "3" — 06Lian owmnbKa B npouecce paboTbl, B 6ONbLUMHCTBE C/ly4aeB
paboTa N0 nocne 310 OLWINGKN ByaeT NPOAO/IKEH;

* "warning", "4" — npeaynpexgaeHvie o HeCTaHAAPTHOW CUTyauum nnu
ONacHoOCTY;

* "notice", "5" — yBegOMIEHME O COBbITUN NIV HETOYHOCTU B paboTe;

* "info", "6" — nMHPopmaunMoHHOe coobLleHme 6e3 yrpo3bl HapyLleHUs paboThbl;

* "debug", "7" — oTnago4Hoe coobLueHve, MpUMeHseTCcs B OTNaL0UYHOM
pexunme paboThl I10.

HanpumMep, Npy Noaknt0YeHnn K yCTPOMCTBY M 3aBepLUEHN CECCUN YNPaBNeHNS B
XXypHase oTpaxatoTcs cobbITUS BXOAA NONb30BaTeNs B CUCTEMY M 3aBepLUEHMe
ceccun ynpaBfieHns COOTBETCTBEHHO:

<6> clisession.cpp:316 [2000.01.01 00:00:39] MSG(3): 'User succeed to login (log
in: admin, level: 15, method: local, transport: COM, ip: ©0.0.0.0, sid: 0)'
<6> clisession.cpp:281 [2000.01.01 00:06:55] MSG(4): 'Session was terminated due
to logout or timeout (login: admin, transport: COM, ip: 0.0.0.0, sid: 0)'

B npumepe Huxe npuBeeHbl COObLLLEeHNS 06 3MeHeHMn cTaTyca dpr3mnyeckoro
nHTepderica kKoMmyTaTopa:

<6> port_control.cpp:1064 [2000.01.02 00:19:47] MSG(16): 'Port: Link Down: @/2'
<6> port_control.cpp:1064 [2000.01.02 00:19:50] MSG(17): 'Port: Link Up: 0/2'

B saHHOM cnyyae nHTepdeiic 0/2 cHayana OTKIOUYMACS, 3aTEM BHOBb Obl/1 BK/THOUEH.

CoobLeHVs XXypHasa Takxe MOryT reHepupoBaTbCsa onpegeneHHbIMU ciyxx6amun. B
npuMepe npueeieHbl CO0bLLEeHNSA XypHana cnyx6bl LBD (cnyxba obHapyxeHus
KONbLeBbIX CBA3eM 3a nHTepdecamn):

<4> loopbackdetection_control.cpp:839 [2000.01.02 00:30:39] MSG(20): 'LBD: Loopb
ack detected on interface 0/2'

<6> port_control.cpp:1064 [2000.01.02 00:30:39] MSG(21): 'Port: Link Down: 0/2'
<6> loopbackdetection_control.cpp:891 [2000.01.02 00:30:39] MSG(22): 'LBD: Inter
face 0/2 will be recovered after 60 seconds'

<7> loopbackdetection_control.cpp:786 [2000.01.02 00:31:39] MSG(23): 'LBD: Inter
face 0/2 is recovered'

<6> port_control.cpp:1064 [2000.01.02 00:31:41] MSG(24): 'Port: Link Up: 0/2'
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B saHHOM cnyyae 3a nHtepdericom 0/2 6bina obHapyxeHa KoJibLieBas CBsi3b, UTO
npuBeno kK 61okpoBke NHTepdenca. Cnycts 60 cekyHZ (Bpems BOCCTaHOBEHWSA
nHTepdernca nocne 0bHapyXXeHNsA KOMbLEeBOW CBA3M MO YMONYaHMIO) COCTOAHME
nHTepderica 66110 BOCCTAHOBEHO.

Kpome Toro, MHorume cnyx6bl CUrHaNN3MpPYOT O CBOel paboTe NCKAYNUTENBHO B
BUAE COOBLLIEHWIA XXypHana, HanpumMep cnyxba XXypHannpoBaHsa BBeAEHHbIX
nonb3oBaTesieM KOMaHJ;

<6> log_control.cpp:485 [2000.01.02 00:33:11] MSG(27): 'SID-6:COM:admin:SUCCESS:
show running-config'

<6> log_control.cpp:485 [2000.01.02 00:33:20] MSG(28): 'SID-6:COM:admin:SUCCESS:
logout'

<6> clisession.cpp:281 [2000.01.02 00:33:20] MSG(29): 'Session was terminated du
e to logout or timeout (login: admin, transport: COM, ip: 0.0.0.0, sid: 6)'

MNepBoe coobLeHVe roBopuUT O TOM, YTO nosib3oBaTesneM B COM-ceccum ¢
naeHTNdMKaTopom 6 bbina BbIMOIHEHA KOMaHAA show running-config (BbIBOJ, TeKyLLEN
KoH$urypauumm). Mocne 3Toro NoAbL30BaTe b BbiLLeN N3 CeCCUM YNPaBNeHUs, BBeAs
KomaHay logout.
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